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Abstract—The public key cryptography is essential for securing many applications in smart grid. For the secure use of the public key
cryptography, certificate revocation schemes tailored to smart grid applications should be adopted. However, little work has been done
to study certificate revocation in smart grid. In this paper, we first explain different motivations that necessitate revoking certificates in
smart grid. We also identify the applications that can be secured by public key cryptography and thus need certificate revocation. Then,
we explain existing certificate revocation schemes and define several metrics to assess them. Based on this assessment, we identify
the applications that are proper for each scheme and discuss how the schemes can be modified to fully satisfy the requirements of
its potential applications. Finally, we study certificate revocation in pseudonymous public key infrastructure where a large number of
certified public/private keys are assigned for each node to preserve privacy. We target vehicles-to-grid communications as a potential
application. Certificate revocation in this application is a challenge because of the large number of certificates. We discuss an efficient
certificate revocation scheme for pseudonymous public key infrastructure, named compressed certificate revocation lists. Our analytical
results demonstrate that one revocation scheme cannot satisfy the overhead/security requirements of all smart grid applications.
Rather, different schemes should be employed for different applications. Moreover, we used simulations to measure the overhead of
the schemes.
Index Terms—Certificate revocation schemes, public key cryptography, and smart grid communication security.
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I NTRODUCTION

T

HE Smart grid has been envisioned as a promising
evolution to the existing power grid [1]–[3]. It integrates communications into the electric transmission and
distribution systems to enable two-way transmission of
power and flow of information. It aims to improve reliability via self-healing and generate and distribute power
efficiently, which can contribute to reducing the electricity prices. However, according to the Electric Power
Research Institute (EPRI), one of the main challenges
facing the smart grid is cybersecurity [4]. No responsible
government will allow the deployment of the smart grid
if there is a chance of launching cyberattacks, probably,
by an opponent country to halt the nation’s electricity
supply.
Public key cryptography (P KC) is essential to secure many applications in smart grid such as firmware
updates [5]. These applications will be discussed in
Section 3.2. P KC can ensure message authenticity and
integrity [6]–[8]. It can also ensure the non-repudiation
of sending a message and its content, which is essential
to enforce accountability. P KC can be used to enforce
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access control to protect the proper operation of the grid.
In P KC, nodes should hold public key certificates to
bind the certificate holder’s identity to its public key.
For more information on the certificates’ format, we refer
to reference [5]. When a certificate is issued, its validity
is limited by an expiration date. However, there are
motivations that necessitate revoking certificates before
the expiration date, e.g., in case of compromised node.
The motivations of revoking certificates in smart grid
will be discussed in Section 4.1. Accordingly, to verify
a certificate, two checks are needed to ensure that the
certificate is neither expired nor revoked. Using a secure
certificate revocation scheme is essential for the secure
use of the public key cryptography.
A good certificate revocation scheme should take into account the characteristics and requirements of the
smart grid applications. These characteristics include
complexity, scalability, mobile and stationary nodes, and
the large geographical spread of the communication
networks. Comparing to other networks, the availability
of the revocation information is a priority in the smart
grid. Existing works on smart grid security such as [9],
[10] use P KC, but they do not provide any schemes
for certificate revocation, even though it is a required
component. In [11]–[13], we have made the first attempt
to study certificate revocation in Automatic Metering
Infrastructure (AM I) networks. In this paper, we broaden our investigation to include certificate revocation in
different smart grid applications. The security/privacy
requirements of the smart grid are first discussed and
then we discuss how P KC can satisfy these require-
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ments in different applications. We then point out the
motivations of certificate revocation and the metrics to
evaluate certificate revocation schemes. We classify and
discuss the existing certificate revocation schemes, and
study certificate revocation in pseudonymous public key
infrastructure (P P KI). Finally, we evaluate the schemes
under the metrics and discuss how they can be used in
potential smart grid applications.
In P P KI, each node should hold a large number of
certificates with different public keys and pseudonyms
to preserve its privacy. We target vehicle-to-grid communications as a potential application for P P KI. In
this application, pseudonyms can be used to preserve
the location privacy of the electric vehicles when they
communicate with the grid to charge/discharge. The
attackers may try to learn the location of a vehicle and
the amount of power it charges to figure out the driving
distance. The non-repudiation property of the P P KI
can help secure the communications and the payment of
the power charging/discharging. Efficient certificate revocation in P P KI-based vehicle-to-grid communication
is not easy because of the large number of certificates.
A widely used approach to revoke certificates is by
disseminating Certificate Revocation Lists (CRLs) that
have the identifiers of the revoked certificates. To verify
the status of a certificate, each node has to check whether
the certificate’s identifier is in the list. However, due
to the large number of certificates, using the traditional
CRLs for P P KI is not efficient because they will grow
very long. We discuss an efficient certificate revocation
scheme for pseudonymous public key infrastructure,
named compressed certificate revocation lists.
Our analytical results demonstrate that using certificate revocation schemes is essential for securing the
smart grid, and one scheme cannot satisfy the overhead/security requirements of the different applications
of the smart grid. Rather, different schemes should be
employed for different applications. For example, physically protected nodes may not need as security strength
as unattended nodes deployed in streets. Also, revoking
important nodes such as a central unit should be done
in a short time, but revoking less important nodes can
tolerate some delay. Moreover, simulations have been
used to measure the overhead of the schemes.
The remainder of this paper is organized as follows.
Section 2 presents the system models. Section 3 discusses
the security/privacy requirements of the smart grid and
the applications that can be secured by P KC. The certificate revocation motivations and the metrics that can
be used to evaluate the certificate revocation schemes
are explained in Section 4. Section 5 discusses the certificate revocation schemes. Performance and security
evaluations are given in Section 6. The related works
are discussed in section 7, followed by conclusions and
future work in Section 8.

Fig. 1: The architecture of the smart grid.

2

S YSTEM M ODELS

Fig. 1 shows the considered smart grid architecture. The
electric power is generated at the power plants and
supplied to consumers via transmission and distribution
substations. The transmission substations deliver power
from the plants over high voltage transmission lines to
the distribution substations. The distribution substations
convert the electrical voltage to medium level and then
distribute the power to the buildings’ feeders to convert
the voltage level into a lower level usable by consumer
appliances. Supervisory control and data acquisition
(SCADA) can communicate with all the grid systems. It
monitors the distribution system to determine whether
any actions should be taken to boost the reliability and
efficiency or to respond to emergencies. SCADA also
monitors the power transmission substations and takes
corrective actions within a few milliseconds (such as
tripping circuit breakers) if anomalies are detected.
Consumers are the parties that use and pay for electrical power. Smart meters are two-way communication devices that are deployed at the consumers’ premises. The
utility companies will periodically receive measurements
from the smart meters for billing and estimating the grid
state. The grid provides consumers with real-time pricing information to help them to manage their power consumption to pay less and help the utility do necessary
load reductions, e.g., shift power use from peak hours to
non-peak hours. Distribution/transmission automation
within substations involves monitoring and controlling
devices in the substations to enhance the power system
reliability and efficiency.
Some devices in the smart grid such as meters, sensors,
and pole-top devices are unattended and have very weak
physical protection to reduce their cost. The level of
trust in these devices must be limited accordingly. An
attacker tries to replace the legitimate firmware with his
program, compromise the nodes and re-program them,
or replace them with his own devices. However, other
devices in the grid are physically protected well such as
the devices of SCADA and substations. It is not easy
to compromise these devices by external attackers, but
disgruntled employees can use their own credentials to
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attack the system.

3 S ECURITY / PRIVACY
P KC APPLICATIONS
3.1

REQUIREMENTS

AND

Security/privacy requirements

The US National Institute of Standards and Technology
(NIST) propose three main cyber-security requirements
for the smart grid in [4]: availability, integrity and confidentiality. In this section, we extend these requirements
and add privacy requirements.
Authentication: The receiver of a message should be
able to ensure that the message is sent from the intended node. This can prevent impersonation attacks. This
requirement is specifically important when the recipient
takes actions based on the message. For instance, when a
central unit sends a message to a circuit breaker to trip,
it should be able to verify the identity of the sender.
Message integrity: The recipient of a message should
be able to verify that the message has not been altered,
replayed, or delayed. Message integrity is important
for most smart grid applications. For instance, a home
controller should periodically receive real-time electricity
price and the integrity of these messages is important to
enable the consumers to mange their power consumption. Message integrity requirement is also important
to the measurements sent by sensors/meters because
control centers take decisions based on this data.
Confidentiality: The loss of confidentiality is the unauthorized disclosure of information, i.e., unauthorized
nodes should not be able to tell the content of messages.
Confidentiality should be ensured in several applications
in the smart grid, such as consumers’ electricity consumption data, failure and grid state messages, etc.
Accountability and non-repudiation: For non-repudiation
property, the sender of a message should not be able
to deny either sending the message or its content. This
property is important to enforce accountability in the
smart grid to hold individuals accountable, assign liability, and provide information to investigators in case
of a security breach. For example, damage may be
caused if forged commands are sent to order devices
to take wrong actions, and thus forensic investigations
are required for understanding what happened to the
system and identifying the attackers. This requirement
is also important for securing the payment of power
charging/discharging of electric vehicles.
Access control/authorization: This requirement aims to
restrict the access of the network resources to the authorized nodes. Access control is necessary to ensure reliable
and secure operation of the system. It enables the nodes
to corroborate that a message sender has the privilege
to issue some type of messages.
Availability: The network services should be available
to the authorized nodes without excessive delay. This
delay can be less than 4 ms for protective relays, subseconds for transmission wide-area situational awareness
monitoring, seconds for substations and SCADA data,

minutes for monitoring non-critical equipment and market pricing information, and days for collecting longterm data such as power quality information. Availability is the most significant security requirement in
the smart grid. The loss of availability can lead to
serious problems, such as blackouts, due to the inability
to properly monitor and control the grid. Availability
is specifically important for systems such as SCADA,
substation control system, and AM I that require realtime interaction.
Credential and identity revocation: The system should
have the ability to exclude devices from the communication network by invalidating their keys when they show
malicious behavior. This is a fundamental requirement to
defend against internal attackers and restore the safe operation
of the grid if some devices are compromised.
Privacy and anonymity: Privacy preservation is an important requirement for some applications in smart grid
such as vehicle-to-grid communications. The common
technique for ensuring privacy is by using pseudonyms
instead of one permanent identity [14]. Each vehicle
should be loaded with a set of pseudonyms, public/private keys, and certificates. Each pseudonym is
used for a short time. For the secure use of pseudonyms,
an adversary should not be able to link pseudonyms
[15]. However, full anonymity is not desirable because
it encourages attackers to launch attacks without being
detected. It is also not desirable for payment system. A
trusted party should be able to map pseudonyms to the
real identity to enforce accountability and process the
payment.
Not all these requirements are important for all smart
grid applications. For instance, in some applications,
a message recipient needs to make decisions such as
whether consume more/less power, generate more/less
power, turn a switch on/off, etc. In these cases, the
message recipient needs to ensure that the message
is sent from the intended sender and it has not been
tampered with during transmission, but preserving the
privacy of the sender or recipient may not be essential.
3.2 P KC for smart grid
P KC can satisfy the requirements discussed in Section
3.1 and offer several benefits compared to symmetric-key
cryptosystems. Some of these benefits are summarized as
follow:Flexibility, scalability, and efficiency: Any two nodes can
communicate securely without the need for distributing/storing a large number of symmetric keys shared
between each two nodes.
Non-repudiation: Unlike the symmetric-key cryptosystems, public key cryptography can achieve the nonrepudiation property. As explained in Section 3.1, this
property is important to enforce accountability, secure
the payment, and provide information to investigators
in case of a security breach.
Availability: Using P KC, communications can be secured without the direct involvement of a central unit.
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The reliance on a central unit may not be robust or
scalable for many applications in the smart grid because
the nodes cannot communicate when the unit is not
available.
P KC can be used to secure several applications in the
smart grid, as follow:Firmware updates: The ability to perform firmware updates allows the evolution of the applications without
expensive physical visits to the devices. However, it is
important to ensure that firmware updates are not used
to install malwares. P KC can be used to ensure that the
firmware update is sent from the authorized party and
it is not modified during transit.
Operation and control: Remotely controllable intelligent
electronic devices (IEDs) will be widely deployed to
allow fast isolation of faults and restoration of electricity.
These devices will receive control commands, e.g., to trip
a switch, from control centers. Without protecting these
messages, the attackers can send fake control commands,
modify valid commands, and replay commands to cause
chaos in the grid. The attackers can also reset the smart
meters, order the meters to cut off electricity supply from
houses, command the distribution feeders that supply
a large number of consumers to disconnect to trigger
a blackout, etc. P KC can operate in such massively
distributed and locally autonomous setting.
SCADA/substations communications: SCADA and substations monitor and control IEDs deployed in unattended locations (like pole tops) for automatic fault
detection, isolation, and service restoration. They should
receive information such as device states (on/off), alarms
(overheat, overload, battery level, etc), and measurements (current, voltage, frequency, etc), and take corrective actions such as turn on/off automated switches,
switch capacitor banks in and out, raise or lower voltage
regulators, etc., to boost reliability and efficiency and
respond to emergencies. In addition to ensuring the
integrity of the messages, SCADA/substations need to
verify that data is sent by the intended devices. They
also need access control mechanisms that allow only
authorized devices/users to configure or operate them.
Demand/response: From [16], the purpose of demand/response application is stated as ”changes in electric usage by end-use customers from their normal consumption patterns in response to changes in the price of
electricity over time, or to incentive payments designed
to induce lower electricity use at times of high wholesale
market prices or when system reliability is jeopardized”.
A house controller should frequently receive real-time
electricity pricing information to manage the power consumption, e.g., to minimize the electric bill by reducing
the power consumption during high-price periods (peak
hours). Without securing demand/response messages,
coordinated falsification of pricing information across
many houses could cause grid instability. The integrity,
availability and non-repudiation of pricing information
are essential requirements since there could be financial
losses and possibly legal implications.

Direct load control (DLC): In DLC application, smart
appliances are configured by the end-user to communicate directly with the utilities for the efficient use of
electricity [17]–[20]. For example, the utility may control
lighting, thermal equipment (i.e., heating, ventilating,
and air conditioning), refrigerators, and pumps. Usually,
the on/off patterns are applied to some groups of loads
during a time interval. The on/off periods of all groups
under control should not be coincident in order to avoid
some undesirable effects, such as the so-called payback
effect (increase in peak power demand when compared
with the situation without load control actions), that may
cause strong reduction in revenues. The communications
between the appliances and the utilities can be secured
using P KC.
Advanced metering infrastructure network (AM I): Millions of smart meters are being deployed to enable the
utility to interact with consumers. Each smart meter
should send fine-grained electricity consumptions to the
utility to be used for state estimation. Without securing
the communications, external attackers can impersonate
the meters and inject false data. The public key cryptography will enable the smart meters and the utility to
secure the communications by verifying the origin and
integrity of the data as proposed in [9].
Plug-in electric vehicles (P EV s): P EV s are driven primarily by electric motor powered by a rechargeable
battery that can be recharged by plugging into the grid.
They can inject the energy stored in their batteries back
to the grid at the times of high electricity load in a
return of a financial incentive [21]. P KC can secure the
communications between the vehicles and the grid and
secure the payment of the power charging/discharging.

4 CERTIFICATE REVOCATION MOTIVATIONS AND METRICS
4.1

Motivations

Verifying the expiration of a certificate is necessary
but insufficient. Another check is required to determine
whether the certificate is revoked [22], [23]. The messages that are signed using revoked certificate should
be discarded. This means that without holding a valid
certificate, the nodes can be excluded from the grid’s
communication network. Strong motivations that necessitate revoking certificates to secure the smart grid are
discussed as follows.
Key compromise: The private key of the certificate
holder or the certificate authority (CA) that issued the
certificate has been compromised or suspected to be
compromised. Compromising (or revoking) a CA triggers revoking all the certificates issued by the CA. If
the certificate is not revoked, the attacher who knows
the private key can impersonate the certificate holder
without any suspicion. If the compromised key is for a
CA, the attacker can issue new certificates and revoke
valid ones.
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Loss of security token: The private key might be stored
in a smart card or USB device and the certificate holder
(e.g., an employee) has lost it. Without revoking the
certificate, the attacker can retrieve the private key and
sends messages under the name of the employee.
End of certificate’s purpose: The purpose of the certificate
for which it was issued does not exist anymore. We
discuss three cases named: temporary certificates, change of
affiliation, and defective devices. For temporary certificates,
a certificate may be issued for a temporary purpose,
e.g., the hydro company may need to set up makeshift
devices when it extends the power grid or repairs a damage. For change of affiliation, certificates are required for
employees to use the grid’s communication network. An
employee’s certificate is not only associated to his identity, but also to his privileges and permissions as proposed
in [5]. Thus, if an employee is promoted or transferred
to a different department/site or his contract has been
terminated early, his certificate must be revoked. New
certificates should be issued with the updated data such
as the certificate holder’s affiliation and privilege. For
defective devices, the certificates of defective devices that
are removed from service should be revoked. Otherwise,
attackers can use their keys to launch attacks.
Malicious behavior: If the system loses trust in a device
or an employee, e.g., due to evident malicious behavior,
the system must promptly revoke their certificates to
protect the network’s proper operation. A member of
the maintenance staff and a disgruntled employee who
has physical access to the system and might also have
extensive technical knowledge may act maliciously.
Change of security policy: Certificate revocation is necessary when the CA does not work under its defined
policy anymore, e.g., when the certificate authority hierarchy changes.
Insecure key length: Certificate revocation is necessary
when the secure key length becomes more than the used
one. This might be due to advances in cryptanalysis and
computing capabilities.
4.2

Metrics

We will use the following metrics to evaluate the certificate revocation schemes.
1) Overhead: The overhead of revoking a certificate and
checking a certificate status should be minimal. Several metrics can be used to measure this overhead
such as the communication overhead (or bandwidth
requirement), storage area, and the computation cost
on the CA and the nodes. The smart grid will
involve communication over a variety of channels
with varying bandwidths. Low bandwidth channels
will be too slow to disseminate large certificate revocation information. Some devices such as residential
meters may be limited in their computational power
and/or storage space.
2) Check latency: When a signed message is received,
the verifier has to check whether the certificate

is revoked. The latency of this check should be
minimized to expedite message authentication.
3) Scalability: This metric depicts how a revocation
scheme scales up in large networks. A scheme with
a large number of potentially revocable certificates
is expected to require more resources comparing to
small-scale schemes.
4) Robustness: This metric measures the scheme’s ability to resist potential threats [24]. Availability is
one way to measure robustness. For example, if the
scheme requires an online and interactive server, the
availability of the certificate revocation information
relies on the availability of the server.
5) Vulnerability period (or revocation latency): This is the
latency between deciding revoking a certificate and
the distribution of revocation information to all devices, i.e., when revocation is indeed implemented
[25]. A good certificate revocation scheme should
minimize this period because the messages sent by
revoked certificates will be accepted during this
period. The vulnerability period should particularly
be minimized for the certificates of important nodes
such as control centers because these nodes have
enough privileges to launch serious attacks that can
cause substantial damage.

5 CERTIFICATE
SCHEMES

REVOCATION

In this section, we explain five certificate revocation schemes called short-lived-certificate, tamper-proofdevice, online certificate status server, certificate revocation list (CRL), and compressed CRL.
5.1

Short-lived certificates

This scheme makes use of the fact that certificates are automatically revoked when they expire. Short-lived certificates
are self-revoked after short time [26]. If the CAs issue
short-lived certificates, the nodes need to frequently
contact them to renew their certificates. The CAs can
revoke certificates by denying renewing them.
5.2

Tamper-proof-device based scheme

The main idea behind this scheme is that certificates can
be revoked by deleting the associated private keys [27].
Without the private keys, the certificates’ holders cannot
compute valid signatures despite of having unexpired
certificates. Tamper proof device (T P D) should be installed in each node and the device should be secure
enough to resist manipulation. T P D stores the node’s
private key, and performs security functions such as
signature and verification operations.
To revoke a certificate, the CA sends Certificate
Revoke Command (CRC) message to the T P D of interest
to delete the private key. The message should be
encrypted either by a symmetric key or the device’s
public key to prevent the attackers from knowing
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the purpose of the message and dropping it before
it reaches the T P D. Only the T P D can decrypt the
message. The CRC message has the identities of the
CA and the device, a timestamp, the identifiers of the
certificates to be revoked, and the CA’s signature on
the message. The CA’s signature enables the T P D to
verify the authenticity and integrity of the message. The
message’s format is as follows:
CA → T P DU : IDCA , EK (REV OKE, T s, Cert IDs),
SigCA (EK (REV OKE, T s, Cert IDs))
Where IDCA is the identity of the CA and EK (X, Y, Z)
denotes the encryption of ”X, Y, Z” with the key K.
REV OKE indicates the message’s type, T s is a timestamp, and Cert IDs is the identifiers of the certificates
to be revoked. SigCA (Y ) is CA’s signature on Y .
When T P DU receives the message, it first verifies
the CA’s signature and decrypts the message. Then,
it sends back a Certificate Revocation Acknowledgment
(CRA) message to confirm revoking the certificate(s).
The CRA message has the following format:

Fig. 2: The format of a CRL message.

not yet expired) certificates’ identifiers together with
their dates of revocation and the revocations’ reasons
(may be unspecified). The CRL also has the issuer’s
digital signature on its content and the algorithm used
to generate the signature. The digital signature can guarT P DU → CA : IDU , EK (REV CON F, T s, Cert IDs), antee the integrity and authenticity of the CRL. Expired
certificates should be removed from the list since they
SigU (EK (REV CON F, T s, Cert IDs))
are not accepted by the nodes.
To verify a CRL, each node has to do the following:
Where IDU is the identity of node U , REV CON F indicates that the message type is revocation confirmation. (1) verify the CA’s signature, (2) ensure that the CRL’s
SigU (Y ) is node U ’s signature on Y . After sending the serial number is the expected one, (3) check that the
message, node U immediately deletes the private keys CRL has arrived at the expected time, and (4) check
that the certificates declared as revoked in the last CRL
of the revoked certificates.
If the CA does not receive the CRA message, e.g., (and not yet expired) are included in the current CRL.
because it is dropped, the CA has to re-send the CRC Two techniques can be used to sent CRLs: (1) CRLs
message. However, node U will not be able to compose a are sent at fixed time interval even if there is no new
valid CRA message because it deleted the private keys. updates; or (2) CRLs are sent after accumulating a
To resolve this, node U should store both the CRC and proper number of certificate, passing a maximum time
CRA messages for a period of time, so that it can re-send interval, or urgent revocation information needs to be
the CRA message when it receives the CRC. Note that distributed, e.g., revoking important nodes.
if a device has multiple certificates from different CAs,
The CA attaches the certificate revocation reason to
revoking a CA’s certificate should not affect the other the CRL because it can resolve some problems. For
CAs’ certificates. This is because each CA is responsible example, two certificates Cert1 and Cert2 having the
for revoking the certificates it issues.
same public and private keys are issued to one device
by two different CAs called CA1 and CA2 , respectively.
5.3 Certificate revocation list
The problem arises if CA1 revokes Cert1 and CA2 says
In this scheme, certificates can be revoked by disseminat- nothing about Cert2 . This problem could be resolved
ing certification revocation information using Certificate if the reason of revocation is known. For example, if
Revocation Lists (CRLs) [28], [29]. A CRL is issued by a certificate is revoked because of key compromise, all
each CA to list the identifiers of the revoked certificates certificates with the same public/private key pair should
that were issued by the CA. A certificate is revoked if be revoked. However, if the certificate is revoked because
its identifier is found in the CRL, otherwise it is valid. the subject is no longer affiliated with CA1 , the revocaThe CRLs are periodically updated and distributed, and tion of Cert1 should not affect the status of the certificate
each node has to store the most up-to-date version, Cert2 . An example from the smart grid for this case can
otherwise, it verifies the certificate status against out- be a premise that has two certificates: one for power
dated list and may accept messages sent with revoked distribution system and the other for power generation
system. The certificate of the power generation system
certificates.
The format of a CRL is given in Fig. 2. The CRL should be revoked if the premise is no longer operating
has the version, issuer, serial number, issuing date, ex- renewable resources generator, but this should not affect
piration date, and complete list of the revoked (and the certificate of the power distribution system.
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In the remainder of this section, we discuss two possible enhancements to CRL-based revocation scheme,
named incremental CRL (I −CRL) and partitioned CRL
(P − CRL). I − CRL is a short CRL that provides
incremental information about the certificates whose
status changed since the last update [30]. This technique
can reduce the size of the CRL updates because if a
certificate is revoked in one CRL message, it will not be
re-sent in the next messages. The devices should cache
the base CRL and add to it the new certificates that
have been revoked in the following updates. The certificates’ revocation information should be stored in the
devices until the certificates expire. Therefore, I − CRL
can reduce the overhead of distributing the revocation
information because it is much shorter than a complete
CRL.
In mobile networks, any two nodes can communicate
because of the nodes’ mobility. In many applications in
the smart grid, the nodes will only communicate with
a limited number of other nodes due to the stationary
nature of the network. This means that the nodes do not
need the revocation information of all the certificates, but
only the certificates of interest. Using this observation, a
partitioned CRL (P − CRL) can reduce the overhead
by storing and distributing the revoked certificates of
interest instead of all the revoked ones. The size of
P − CRL is much shorter than the complete CRL. To
implement the P − CRL technique, each node should
register its certificates of interest with the CA.
In an ideal case, the certificate authority creates the
P − CRLs that only has the nodes’ certificates of interest. However, this fine level of granularity will impose
overhead on composing and distributing the P − CRLs
because a large number of signatures will be needed.
To reduce the overhead, P − CRL can be composed for
the certificates of interest of a group of nodes, e.g., in
one geographic region, in such a way that can keep the
P − CRL size acceptable with a reasonable overhead on
the CA. What promotes this idea is that the function of
many nodes in the smart grid is identical, i.e., a group
of devices in one geographic area has identical or overlapped certificates of interests. It is worth mentioning
that merging both incremental and partitioned CRLs
in one scheme, called IP − CRL, can much reduce the
overhead.
5.4

Online certificate status server

In this scheme, an online and interactive certificate status
server is used. The server stores updated revocation information for the certificates of interest. These certificates
are the ones needed by the nodes in the server’s domain.
As shown in Fig. 3a, the verification of the certificates
status can be done by request/response packets. When
a node needs to check the status of a certificate, it
simply composes a Certificate Status Query packet with
the certificate identifier and sends it to the server. IDA ,
T s, CertID , and SigA () are the identity of the node that

(a) Verifying a certificate status.

(b) Obtaining an updated CRL.
Fig. 3: Online certificate status server based scheme.

sends the query, the current timestamp, the identifier of
the certificate that the sender needs to verify its status,
and the sender’s signature, respectively. Upon the receipt
of the query, the server composes a signed response with
the status information and sends the response back to the
node. The format of the response packet is given in Fig.
3a, where Status and Te are the certificate status and
the expiry date of the certificate status, respectively. The
certificate status in the server response can be ”Valid”,
”Revoked”, or ”Unknown”. The nodes need to send a
new request when the status expires. This scheme can
provide the status of a particular certificate without the
need to acquire the complete revocation list.
As shown in Fig. 3b, the server should periodically
contact the CA to update its revocation information.
The CA responds with the version of the current CRL
together with a timestamp, all signed by the CA. The
server compares the version of the current CRL with
the one it stores. If the current CRL is newer, the server
requests the new CRL from the CA. Alternatively, the
CA can distribute the CRL when it is updated. It is
worth noting that the P − CRL and I − CRL can be
used to send the certificate revocation information to the
server instead of the entire CRL to reduce the overhead.
5.5

Compressed CRL

Using one certificate with a unique identity jeopardizes
the privacy of the users and enables the attackers to
link the users’ messages. Pseudonymous public key
infrastructure (P P KI) [7], [8], [31] is an extension to the
standard P KI which aims to preserve the users’ privacy
by concealing their real identities. Each node is preloaded with a set of certificates with different pseudonyms
and public/private keys. Each certificate is used only
for a short time, and thus the nodes need to frequently
contact the CA to obtain new sets of certificates. Privacy
can be preserved because the certificates do not have
any information about the real identity of the user and
linking pseudonyms is infeasible for the adversary. The
certificates enable the nodes to authenticate themselves
while preserving their privacy. This authentication can
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prove that the user is a legitimate member in the network, but without revealing its real identity.
In the smart grid, electric vehicles will need to communicate with the grid to charge and inject power. By allowing vehicles to charge during off-peak hours (storing
surplus electricity generated during that time) and discharge during peak hours (returning the stored energy
back into the grid), lots of benefits can be achieved. It can
smooth the variable generations of renewable sources
and improve the grid reliability by using the vehicles’
stored energy when the energy demand exceeds the
supply [32].
However, the location privacy of the vehicles’ owners
is a great concern. When a vehicle charges or discharges
at the owner’s home, it can be known that the owner is at
home. Similarly, it can be known when a vehicle’s owner
is at work and shopping malls. Moreover, regularly
parking at a clinic or at a lawyers office can reveal private
information about a persons financial status, habits, or
health situation. The followings are interested in the
users’ private data:• Employers wondering whether their employees return home late which can negatively affect their
productivity.
• Car insurance companies are interested to know
how the drivers use their cars.
• Law enforcement officials may be interested to
know vehicles’ locations for investigations, e.g., to
confirm the presence of a driver at an certain location at a certain time.
Although P P KI is a very promising approach to
preserve privacy in vehicle-to-grid communications, certificate revocation is a challenge because of the dramatic
increase in the number of certificates in the network. In
P KI, a single certificate should be revoked when revoking a device, but all the certificates assigned to the device
should be revoked in P P KI. Using the regular CRLs is
not efficient because revoking a device requires adding
many certificates to the CRL which much increases its
size. Obviously, distributing a large CRL is inefficient
and bandwidth consuming. Therefore, an efficient certificate revocation scheme is essential for the success
of P P KI. We introduce compressed CRL (C − CRL)
scheme that can significantly reduce the size of the CRL.
Reducing the overhead can enable distributing CRLs
more often with acceptable overhead, which can make
them fresher and reduce the vulnerability period.
The CA creates a group of certificate identifiers that
appear to be unrelated, but in fact they are related by a
secret key chain known only to the CA. As illustrated
in Fig. 4, for each group of certificates, the CA creates
the key chain K1 , K2 , .., Kn by iteratively hashing an
initial key K1 . Then, the CA computes the pseudonyms
ID(1) , ID(2) , ...., ID(n) using a random nonce (R) and
the key chain. From the figure, it can be seen that each
pseudonym is the hash value of the the corresponding
key in the key chain and the previous pseudonym, i.e.,
ID(i) = h(Ki , ID(i−1) ) and 1 ≤ i ≤ n, where h(X, Y )

Fig. 4: C − CRL-based scheme.

denotes the hash value of X concatenated to Y, n is the
size of the hash chain, and ID(0) = R. Each key in the
key chain is used to compute one pseudonym. It is obvious that without knowing K1 , linking the pseudonyms
is infeasible. Also, with knowing Ki+1 and ID(i) , the
pseudonyms {ID(i+1) , ID(i+2) , ...., ID(n) } can be computed but the pseudonyms {ID(1) , ID(2) , ...., ID(i−1) }
cannot be computed because the hash function is one
way, i.e., given Ki , it is easy to compute Ki+1 =
H(Ki ), but it is infeasible to compute Ki−1 , where Ki
= H(Ki−1 ).
From Fig. 4, to revoke a vehicle, the CA releases the
current pseudonym ID(F ) , the current key in the key
chain that is associated with the current pseudonym
(KF ), and the number of revoked certificates (n − F +
1). The vehicles can compute the complete list of revoked certificates’ identifiers locally. They first compute
the key chain by iteratively hashing KF to compute
{KF +1 , KF +2 , ..., Kn }. Then, using the key chain and
ID(F ) , the node can compute the revoked pseudonyms,
i.e., {ID(F +1) , ID(F +2) , ...., ID(n) }. In this way, a large
set of certificates can be revoked by only adding a key
and a pseudonym to the CRL.
In [33], Haas et al. propose a scheme to reduce the
CRL size in the anonymous communications of VANETs. There are two main differences between this scheme
and the one discussed in this section: 1) the efficient
hashing operations are used instead of the symmetric
key encryption/decryption operations; and 2) one secret
value should be stored/computed for each certificate set
instead of two in [33].

6

DISCUSSIONS AND EVALUATIONS

In this section, we evaluate the certificate revocation
schemes discussed in the previous section using the
metrics discussed in Section 4.2. We also discuss the
potential smart grid applications for each scheme. A
comparison between the certificate revocation schemes
is given in Table 1.
6.1

Short-lived certificates

Unlike the certificate revocation list scheme, the shortlived-certificate scheme can save the overhead of dis-
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TABLE 1: A comparison between different certificate revocation schemes.
Short-lived certificates
•

Overhead

•

No distribution to the revocation information
Tradeoff with the certificates’ lifetime

Tamper-proof-device

Online server

CRL

Low

Low storage at the nodes but
always-available communication with the server

Depends on CRL size
and the frequency of
distributing CRLs

Check latency

None

None

Depends on the speed of the
connection with the server

Depends on the CRL
size

Scalability

Tradeoff with the certificates’ lifetime

Scalable but expensive

The server can be a bottle
neck

The CRL size increases with the increase of
the number of certificates

Robustness

Depends on the security
of the CA

Depends on the security of the CA and the
tamper proof device

Depends on the security of
the CA and the server, and
the availability of the communications with the server

Depends on the security of the CA

•

Vulnerability
period

Tradeoff with the certificates’ lifetime

Short
•

Depends on the freshness of
the revocation information
stored at the server
Tradeoff with the communication overhead

Tradeoff with
overhead

the

TABLE 2: Overhead measurements of tamper-proof-device and online certificate status server based schemes.
Packet size
CRC/CRA packets
Query/Response packets

148 Bytes
•
•

Query: 142 Bytes
Response: 144 Bytes

tributing the revocation information. The scheme can
also reduce message authentication delay because it can
reduce the latency of the certificate status check. Instead
of checking both the expiration and the revocation of
the certificates, only the expiration check is required
because unexpired certificates are also unrevoked. There
is an obvious tradeoff between the overhead and the
revocation latency. Shorter certificate lifetime can reduce the revocation latency, but with more overhead
to issue/distribute certificates more often. This could
constitute a high load on the CA and the network. On the
contrary, long certificate lifetime gives the attackers more
time to operate before being revoked, but with lower
certificate renewals overhead. There is an obvious tradeoff between revocation latency and scalability and this
tradeoff can be controlled with the certificates’ lifetime.
The scheme is more scalable with using longer certificate
lifetime but with more revocation latency. The scheme’s
overhead can be reduced by using the certificate renewal
scheme proposed in [5] that can reduce the overhead
of issuing/distributing certificates using hash chain. In
this case, the revocation latency and scalability can be
improved with acceptable overhead.
This scheme is suitable for the applications that require
fast message authentication. It should not be used for
the applications that require immediate revocation of
the misbehaving nodes to decrease the time window
in which the nodes can jeopardize the proper operation

Computational time

Computational energy

Composition: 15.64 ms
Verification: 0.55 ms

•

•

•

Composition: 550 mJ
Verification: 16.2 mJ

•
•

Composition: 15.64 ms
Verification: 0.55 ms

•
•

Composition: 550 mJ
Verification: 16.2 mJ

•

of the grid. Accordingly, the scheme can suit the nodes
that have uncritical privileges that do not enable them to
take important actions if compromised. It is also proper
for the cases in which it is hard to compromise the
nodes. Since the smart meters and the field devices are
unattended and the attackers have full access to them,
to use the short-lived certificates scheme securely, these
devices should have hardware security. The scheme can
also be used in substations or SCADA because the
devices are physically protected.
6.2

Tamper-proof-device based scheme

The main advantage of this scheme is the low communication and computation overhead. Only a couple
of packets are required to revoke certificates. The low
overhead can make the scheme more scalable than shortlived certificates scheme, but the widespread use of the
scheme is costly because tamper proof devices should
be installed in the nodes. The low overhead can improve the scheme’s scalability but the widespread use
of the scheme is costly because tamper proof devices
should be installed in the nodes. Verifying a certificate
revocation status takes no time because a certificate is
valid if the signature is valid. This can expedite message
authentication. Another important advantage is the very
low revocation latency. Certificates are revoked instantly
after receiving a CRC message.
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One signing operation and one symmetric-key encryption are required to compose a CRC or CRA message.
One verifying operation and one symmetric-key decryption are required to verify a CRC or CRA message.
In order to estimate the required computational times
and energy to compose and verify a CRC or CRA
message, we have implemented 1,024-bit RSA public
key cryptosystem and 128-bit AES symmetric-key cryptosystem using Crypto++ library [34] and 1.6 GHz Intel
processor. The signature size is 128 bytes and the signing
and verifying operations require 15.63 ms and 0.53 ms,
respectively. The AES encryption/decryption operations
require 1.52 µs/16 bytes. From [35], the energy consumption of AES encryption/decryption operation is 1.21 µJ
per byte, and the energy consumptions for RSA signing
and verifying operations are 546.5 mJ and 15.97 mJ,
respectively. A node’s identity, packet type, timestamp,
and one certificate identifier require four, one, five, and
five bytes, respectively.
Our measurements indicate that the CRC and CRA
packet size is 148 bytes. The computational delay and
energy consumption for composing a CRC or CRA
message are 15.64 ms and 550 mJ, respectively. The
computational time and energy consumption for verifying a CRC or CRA packet are 0.55 ms and 16.2 mJ,
respectively. These results are summarized in Table 2.
The scheme is suitable for the applications that require immediate revocation of misbehaving nodes. The
low overhead can make the scheme suitable for P P KI
because all the certificates of a device can be revoked
by one message. The immediate revocation property is
important especially for the highly privileged nodes such
as control centers, gateways, some SCADA devices, etc.
6.3

Online certificate status server

This scheme requires low storage at the nodes, but it
does require always-available communications to the
server. The nodes can acquire the certificates’ revocation
status without the need to store complete CRLs. This
is very beneficial when it is inefficient to store CRLs
at the nodes because of limited memory or long CRLs.
Obviously, the server is a single point of failure, i.e., the
nodes cannot check the status of the certificates when
the server fails. The server should be fully secure and
tamper resistant. In addition, the scheme does not scale
well to avoid creating a bottleneck at the server. One
server cannot serve many nodes and deploying many
servers is costly. The scheme can reduce the vulnerability
period provided that the server keeps the most-updated
revocation information. Decreasing the validity period of
the responses decreases the window of vulnerability but
increases the communication overhead with the server.
The certificates revocation verification can be done in a
timely manner if the connection between the devices and
the server is fast.
We refer to Section 6.2 for the computation time and
energy of signing and verifying operations. A node’s

identity, certificate status, timestamp, expiry date, and
certificate identifier require four, one, five, five and five
bytes, respectively. The signature size is 128 bytes. The
size of the query and response packets are 142 and
144 bytes, respectively. These results are summarized in
Table 2.
In masquerade attack, attackers attempt to masquerade the server and fabricate the responses. For response
integrity attack, attackers try to modify the response
sent by the server. For replay attack, an attacker could
resend an old (valid) response prior to the revocation
of a certificate. The scheme is resilient to these attacks
because of signing the responses sent by the server. Since
timestamp is attached to the response packet’s signature,
replayed packets can be identified and discarded.
This scheme is suitable for unscalable networks that
can provide physical protection to the server such as
SCADA and substations. In AM I networks, the gateway
can play the role of the certificate status server, but
this scheme may not be efficient for large scale AM I
networks because of the increased communication and
computation overhead with the server.
6.4

Certificate revocation list

It is inefficient to compose and distribute an updated
CRL momentarily after a certificate is revoked, because
this imposes a huge overhead. Instead, the CA has to
wait until it accumulates a number of revoked certificates
and then release them as a batch. There is a tradeoff between the overhead in terms of distributing of CRLs and
the vulnerability period. This scheme has an interesting
feature for smart grid that is an offline certificate revocation check. CRLs are inappropriate for the applications
that require momentary certificate revocation because
the inherent overhead of CRL distribution prohibits
timely distribution of revocation information [36]. The
CA’s signature on the CRLs can protect the authenticity
and integrity of the CRLs.
Reducing the certificates’ lifetime can help shorten the
CRL because the revoked certificates’ identifiers should
stay in the list for a short time until they are expired.
However, short-lifetime certificates imposes large overhead on the CA due to renewing/distributing the certificates often. The smart grid will implement different
systems with different security/overhead requirements.
A good certificate lifetime should depend on the longevity of its purpose. It is not expected that all the certificates
will have the same lifetime. A certificate’s lifetime should
be determined to balance between the CRL size and
the overhead of composing and distributing them. For
example, when certificates are issued to employees who
may change their position after few years, it would
be appropriate to issue certificates with relatively short
lifetime, so that in case of revocation, the certificates stay
in the CRL for a short time. Some certificates may be
issued to devices that are deployed with the intent to
keep them operating for many years, and these devices
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are housed in a secure environment and have low failure
likelihood. In this case, the certificates’ lifetime can be
long as the probability of revoking them is low. Reducing
the CRL size can expedite the message authentication
because it takes less time to search for a certificate.
In P − CRL, each CA groups the full CRL into a
series of partitioned CRLs that contain the certificates
of interest of a group of nodes. This grouping should
be done in such a way that decreases the number of
partitioned CRLs with acceptable overhead on the CA.
It is possible that one certificate is included in more than
one group. For example, if the full CRL of a CA has
10, 000 revoked certificates and a node’s list of revoked
certificates of interest is only 50, without partitioning, the
node will receive 9, 950 unneeded certificates, but with
partitioning the P − CRL size will be between 50 and
9, 949 certificates.
Partitioning is more efficient when the degree of
overlapping among the nodes’ certificates of interest is
high, i.e., P − CRLs are fewer and shorter. This can
be applicable to the field sensor nodes. However, using
P − CRL may not reduce the overhead a lot in some
applications, e.g., a substation has a large number of
certificates of interest because it communicates with a
large number of devices. In this case, the substation can
receive multiple P − CRLs that cover all its certificates
of interest, or it may revert to a different certificate
revocation scheme.
For C − CRL scheme, the size of the certificate revocation list is linear with the number of revoked certificate
series, irrelative to the number of revoked certificates in
each series. Only a single entry needs to be added to the
C −CRL to revoke a series of certificates. In this scheme,
the CAs can provide the nodes with enough certificates for
privacy preservation with keeping the size of the CRLs
reasonable. Linking the certificates is infeasible without
knowing the secret key used to compute their identifiers,
i.e., the certificates’ identifiers appear unrelated but they
can be linked using a secret key. This unlinkability
property is important to preserve the nodes’ anonymity.
Our scheme needs a secure one-way keyed hash function
that can satisfy the following properties [37]:
1) Given X and K, it is easy to compute h(K, X), but
given h(K, X) and X, it is infeasible to compute K.
2) Given h(K, X) and X, without knowing K, it is
infeasible to link h(K, X) and X.
3) Given X and K, it is computationally infeasible to
find X 6= X 0 such that h(K, X 0 ) = h(K, X).
Fortunately, there are several secure and efficient hash
functions. SHA-1 has 20-byte hash value and can process
16.79 Mega bytes per second and consume only 0.76
J/byte as given in [38].
Backward unlinkability means that linking a certificate
with the previously used ones in the same series is
infeasible. In our scheme, certificates are not linkable
without knowing the key chain used to generate their
identifiers. If a device is revoked, the attackers are able to

compute the certificate identifiers of the revoked certificates, but they cannot compute the identifiers of the used
certificates before revoking the device. The attackers
cannot also link the revoked certificates with the ones
used before revoking the device because it is infeasible
to compute the keys used to compute them due to the
unidirectionality of the hash function, i.e., given KF ,
it is easy to compute {KF +1 , KF +2 , ..., Kn } but it is
infeasible to compute {KF −1 , KF −2 , ..., K1 }. Specifically,
the attackers cannot link the certificates that are used
prior to revocation because the released key (KF ) cannot
be used to generate the certificates’ identifiers that were
used earlier. The backward privacy property is desirable
in several scenarios, e.g., if a vehicle’ credentials are
revoked due to changing the owner, the privacy of
the old owner can be preserved. The CA can map the
certificates’ identifiers to the real identity of the vehicle
when needed. This is important to enforce accountability.
If the system suspects that a vehicle is malicious, the CA
(that is trusted) can identify this node.
The total number of pseudonyms that should be loaded in each vehicle is D × T × 365, where D and T
are the average time each vehicle communicates with
the grid in one day and the pseudonyms’ consumption rate (the number of pseudonyms used/minute),
respectively. For example, if D and T are three hours
and one pseudonym/minute, respectively, the number
of pseudonyms is 65, 700. Without our scheme, revoking
a vehicle will increase the CRL size by 65, 700 elements
but in C-CRL, only one element will be added. Given
the large number of vehicles, the CRL will dramatically
grow. For example, if the total number of vehicles is 5
millions and only 1% of them are revoked, the number
of elements in the CRL and C-CRL are 3, 285 millions
and 50, 000, respectively. Note that during the charging/discharging times, each vehicle needs to frequently
change its pseudonyms to preserve its location privacy.
Using SHA-1, each element in C-CRL requires around 42
bytes, but the size of an element in the CRL is 4 bytes.
Figs. 5 and 6 give the sizes of the C-CRL and CRL at
different numbers of vehicles and certificate revocation
rates, respectively. The figures can show that the size of
C-CRLs are much smaller than the CRLs.

7

RELATED WORK

In [39], Raya et al. propose a certificate revocation
scheme for vehicular ad hoc network (VANETs). They
use Bloom filter to store the revoked certificates’ identifiers compactly. However, Bloom filters suffer from false
positive, i.e., there is a chance that a valid certificate
is mistakenly considered revoked. Unlike VANETs, the
communication availability is a priority in smart grid
and false positives will not be acceptable. A meter may
miss a command to disconnect power because of false
positives. They can also cause financial losses if a meter
misses power pricing information.
Papadimitratos et al [40] propose a scheme to distribute large CRLs efficiently across wide regions in
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Fig. 5: C-CRL size versus the number of vehicles.

Fig. 6: CRL size versus the number of vehicles.

VANETs. In [41], Raya et al. propose a scheme to isolate misbehaving nodes until a centralized revocation
is issued by the CA. In [42], a scheme is proposed to
distribute the load of a server to a set of participating
clients. The revocation information is available if up to
k − 1 participants fail. In [43], Wasef et al propose a
distributed certificate-service scheme for VANETs. The
scheme aims to offer flexible interoperability for certificate service in heterogeneous administrative authorities
and reduce the complexity of certificate management.
Capkun et al [44] propose a fully self-organized
public-key management system that allows users to
generate their public/private key pairs, issue certificates,
and perform authentication without any centralized services. Arboit et al [45] present a decentralized certificate revocation scheme that allows the nodes within
a mobile ad hoc network to revoke the certificates of
malicious nodes. In [46], H. Guo et al. propose a batch
authentication protocol for vehicle to smart grid communication. Instead of verifying each packet for each
individual vehicle, the aggregator waits for some time
to receive multiple responses from a batch of vehicles.
The aggregator verifies the received responses by only
one signature verification.

In [47], H. Khurana et al. have discussed the main
security issues in smart grid. The authors have identified public key management as a challenge due to
the system scalability and complexity. From [48], the
smart meters will have a remote off switch to ensure
that customers who default on their payments can be
switched off remotely. However, the attackers can launch
attacks to interrupt the citizens’ electricity supply. In
order to address this attack, the authors use public key
cryptography to secure the ”turn off” commands. A.
Metke et al. [49] survey the existing key security technologies for extremely large, wide-area communication
networks. Based on studying the security requirements
of the smart grid as well as the scale of the system,
the authors strongly believe that the most effective key
management solution for securing the smart grid will be
based on public key infrastructure.
In [50], M. Qiu et al. measure the energy consumptions
of various security algorithms using energy-constrained
nodes. They propose a group of code optimization methods to increase the energy consumption efficiency of
different security algorithms for smart grid. Chee-Wooi
et al. [51] propose a vulnerability assessment framework
to systematically evaluate the vulnerabilities of SCADA
systems. In [52], a survey on cybersecurity of critical
infrastructures is reported. A supervisory control and
data acquisition security framework has been proposed.
In [53], the authors present a framework for cyber-attack
impact analysis of a smart grid. The authors illustrate
how cause-effect relationships can be conveniently expressed for both analysis and extension to large-scale
smart grid systems.
In [54], the authors investigate the attacks and privacy
concerns in the smart grid. They also expect that the
public key cryptography will be implemented to secure
the smart grid. In [55], the authors highlight the significance of cyber-infrastructure security in conjunction
with power application security to prevent, mitigate,
and tolerate cyber-attacks. Cheng et al. [56] introduce
three main attack categories and their countermeasures
in the smart grid communication networks. In [57], [58],
privacy-preserving power consumption data aggregation schemes for AMI networks have been proposed. M.
Fouda et al. [59] propose a lightweight message authentication scheme for securing smart grid communications.
The PKC has been used in several works to secure the
AMI networks such as [9]. In [60], X. Liang et al. propose
a usage-based dynamic pricing scheme for smart grid in
a community environment, which enables the electricity
price to correspond to the electricity usage in real time.
However, although securing smart grid has recently
gained extensive attention, certificate revocation in smart
grid has not been well studied yet. In [11]–[13], we
have introduced the problem of certificate revocation in
AMI networks. Unlike this work that focuses only on
AMI networks, this paper broadens our investigations
to include certificate revocation in different applications
of the smart grid.
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