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a b s t r a c t
The network coding based applications are vulnerable to possible malicious pollution
attacks. Signature schemes have been well-recognized as the most effective approach to
address this security issue. However, existing homomorphic signature schemes for network coding either incur high transmission/computation overhead, or are vulnerable to
random forgery attacks. In this paper, we propose a novel dynamic-identity based signature
scheme for network coding by signing linear vector subspaces. The scheme can rapidly
detect/drop the packets that are generated from pollution attacks, and efﬁciently thwart
random forgery attack. By employing fast packet-based and generation-based batch veriﬁcation approaches, a forwarding node can verify multiple received packets synchronously
with dramatically reduced total veriﬁcation cost. In addition, the proposed scheme provides one-way identity authentication without requiring any extra secure channels or separate certiﬁcates, so that the transmission cost can be signiﬁcantly reduced. Simulation
results demonstrate the practicality and efﬁciency of the proposed schemes.
Ó 2009 Elsevier B.V. All rights reserved.

1. Introduction
Network coding, as an efﬁcient means of information
dissemination, is a promising approach in many practical
network applications, such as traditional multicast or
broadcast networks [1], wireless sensor networks [2,3],
and peer-to-peer content distribution networks [4–7]. Network coding was ﬁrst introduced in [8] as an alternative to
the traditional routing networks, and it has been shown
that random linear coding can achieve the optimal
throughput for multicast [1,9] and even unicast transmissions [10,11].
Unlike the traditional forwarding approach which
requires duplicating every input message, network coding
allows each intermediate node to encode packets en-route.
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Therefore, each output message sent to the downlink can
be linear combination of input messages received from
the uplinks, as illustrated in Fig. 1 [16]. Generally, network
coding system consists of the transmission, encoding, and
re-encoding of messages at intermediate nodes, such that
the encoded messages can be decoded at their ﬁnal
destinations.
A primary beneﬁt of network coding is that it can improve throughput and minimize the transmission delay
of a network. Another compelling beneﬁt is its robustness
and adaptability. Practical network coding techniques,
such as random linear coding, packet tagging, and buffering, allow the encoding and decoding to proceed in a distributed manner, even if asynchronous packets arrive and
depart in arbitrarily varying rate, delay, and loss. Thus, network coding is well suited for dynamic network scenarios,
where nodes only have partial information about the global network topology. In addition, network coding can
minimize the amount of energy required per packet multicast in wireless networks.
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Fig. 1. Coding at network node.

However, network coding may face potential security
threats due to open multi-hop communications and the
packet encoding at intermediate forwarders. Since network
coding involves mixing of packet inside the network, several primary types of attacks, pollution attacks, random forgery attacks [38], and entropy attacks [5], are particularly
relevant to network coding. The pollution attack is originated from any malicious behaviors of un-trusted forwarders or adversaries, such as injecting polluted information,
modifying and replaying the disseminated messages,
which could be fatal to the whole networks. Although this
may also occur in a traditional network system without
network coding, its effect is far more serious with network
coding. If a junk message is mixed by a forwarder, the output messages of the forwarder will be contaminated. Such
polluted messages should be detected and ﬁltered as early
as possible, since they may spread to all downstream
nodes by re-encoding junk messages. The random forgery
attack is related to homomorphic signature function itself.
Jognson et al. [38] conclude that for an additive homomord
phic signature function deﬁned on the lattice L ¼ ðZ=mZÞ ,
if an adversary can derive signature Sigðx1 Þ; . . . ; Sigðxd Þ,
where x1 ; . . . ; xd are a basis for L, then it can launch successful random forgery attacks to the additive homomorphic
signature function. The entropy attack can be considered
as a special replay attack, where an adversary may use
‘‘stale” encoded packet vectors to forge non-innovative
packets that are trivial linear combinations of existing
packets at the forwarders. Although entropy attack does
not destroy the linear algebraic constraint conditions between the original packet and the appended encoding vector, it reduces the decoding opportunities at sinks and the
overall throughput rate. How to thwart entropy attacks exceeds the scope of this paper, which we have explored at
length in [36].
For secure network coding, it is prerequisite to achieve
efﬁcient message integrity and validity. The noncryptography based schemes [14,15] can only detect or
ﬁlter out polluted messages at the sinks, but not at the forwarders. A well-recognized cryptography-based solution is
to sign each message with a signature. However, the traditional hash function based signature schemes may be

unsuitable for network coding, since the original source
signatures can be destroyed by the subsequent encoding
process, which is performed at each forwarder. The basic
idea in existing cryptography-based schemes is to detect
each packet before it gets mixed into the buffer, including
a homomorphic hash scheme [5], a homomorphic signature scheme [12], and a secure random checksum scheme
[5]. These solutions either require an extra secure channel
[5], incur high computation overhead due to not supporting batch veriﬁcation [12], suffer from relatively high extra
transmission overhead [5,39], endure weak scalability
[12,39], or are vulnerable to the random forgery attack
[12,13], by which an adversary may arbitrarily forge signatures for a given message if sufﬁcient signatures of ‘‘stale”
messages are collected [38]. Recently, Yu et al. [13] propose an efﬁcient homomorphic signature scheme based
on the RSA signature scheme, with which the forwarders
can achieve efﬁcient veriﬁcation at the expense of increased transmission overhead, since the size of a RSA signature is typically very large in the order of hundreds of
bytes. Zhao et al. [39] also present a novel signature
scheme for network coding by authenticating the vector
sub-space. The signiﬁcant drawback in this scheme is that
the size of both the public signature information and public keys is at least the square root of the ﬁle size. Moreover,
the scheme is not efﬁcient for distributing multiple ﬁles
with the same public key, which signiﬁcantly impairs the
system scalability. Finally, to calculate the public signature
information, the scheme requires the source to buffer the
entire ﬁle in advance. Therefore the scheme is not suitable
for streaming live data, which are generated on-the-ﬂy.
These aforementioned deﬁciencies motivate us to explore
a more efﬁcient and scalable scheme for securing network
coding.
In this paper, we propose an efﬁcient dynamic-identity
based signature scheme for secure network coding, which
features the following notable properties: (1) Efﬁciency:
The proposed signature scheme can support fast identitybased batch veriﬁcation, and rapid signature generation
for the output packets. By employing two optimized veriﬁcation techniques, packet-based and generation-based
batch veriﬁcation methods, a node can quickly verify mul-
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tiple received packets in batch such that the total veriﬁcation cost can be dramatically reduced. Thus the proposed
scheme effectively eliminates the performance bottleneck
due to the greatly reduced computational overhead at forwarders. Moreover, with identity-based signature, both
certiﬁcate management cost and the transmission overhead can be signiﬁcantly reduced; (2) Security: To address
the security and robustness of our scheme, a Multi-level
Binary Authentication Tree (M-BAT) approach is proposed
for detecting pollution attacks. In addition, with the oneway dynamic-identity based signature function, the scheme
can efﬁciently thwart random forgery attack, which exists
in most of reported homomorphic signature schemes for
network coding. The proposed scheme also does not need
any extra secure channel, and provides source authentication via one-way identity hash-chain. (3) Scalability: In
the proposed scheme, the signature keys can be updated
with one-way pseudo-identity refreshing in a natural
way, while the public keys keep invariant. Therefore, the
proposed scheme is more efﬁcient for transmitting live
data or distributing multiple ﬁles with the same public
keys. Such features effectively improve deployment scalability of the proposed scheme.
The remainder of the paper is organized as follows. In
Section 2, preliminaries related to the proposed research
are given, including the network coding model, adversary
model, and the pairing concept. In Section 3, the proposed signature scheme is introduced in details. In Sections 4 and 5, the security analysis and performance
evaluation are presented, respectively. In Section 6, the
related works are discussed, followed by the conclusions
in Section 7.
2. Preliminaries
In this section, we brieﬂy present the practical network
coding and the adversary model, followed by the introduction of bilinear pairing, which is the foundation of the proposed scheme.

In the following, we introduce the general algebraic
model of network coding. Let an acyclic network ðV; E; cÞ
be denoted by a set of nodes (or vertices) V, a set of directed links (or edges) E with unit capacity edges, i.e., cðeÞ ¼ 1
for all e 2 E, which means that each edge can carry one
symbol per unit of time. Assume that each symbol is an
element of a ﬁnite ﬁeld Zq , where q is a primer.
In the proposed scheme, we consider a single source
s 2 V and a set of sinks T # V(or a single node t 2 VÞ. Let
n ¼ MinCutðs; TÞ be the multicast capacity. Assume that s
attempts to send some information blocks to the sinks in
T # V. For one block with a given generation number, it
can be divided into n packets fBr1 ; Br2 ; . . . ; Brn g per block.
Similar to the setting in [5,12], each packet Bri ði ¼
1; . . . ; nÞ is further divided into m symbols, which can be
r
r
r
denoted as a vector such as Bri ¼ ½bi;1 ; bi;2 ; . . . ; bi;m , where
r
bi;j 2 Zq ð1 6 j 6 mÞ is the original symbols. The auxiliary
variables t r and g r are the time-stamp and the generation
number, respectively, and hðÞ is a one-way hash function
such as SHA-1.
For each edge e emanating from a node v, let yðeÞ 2 Zq
denote the symbol carried on e, which can be computed
as a linear combination of the symbols yðe0 Þ carried on
P
edges e0 entering node v, namely, yðeÞ ¼ e0 be0 ðeÞyðe0 Þ.
The coefﬁcients be0 ðeÞ form a local encoding vector
bðeÞ ¼ ½be0 ðeÞ on edge e.
In practical networks, symbols ﬂow sequentially over
the edges, and they are grouped into packets. Correspondr
r
r
ing to the source packet Bri ¼ ½bi;1 ; bi;2 ; . . . ; bi;m , each packet
in the network can be considered as a vector Y r ðeÞ ¼
½yr1 ðeÞ; yr2 ðeÞ; . . . ; yrm ðeÞ. Thus, each packet Y r ðeÞ on edge e
can be computed as a linear combination of the packets
Y r ðe0 Þ on the preceding edges or, alternatively, as a linear
combination of the source packets fBr1 ; Br2 ; . . . ; Brn g by
induction

Y r ðeÞ ¼

X

be0 ðeÞY r ðe0 Þ ¼

e0

¼

"
n
X

The principle behind network coding is to allow intermediate nodes to re-encode the incoming packets. In practical network coding [16,35], the information source
outputs a continuous stream of packets, which can be
grouped into blocks with n source packets per block.
Let all the code packets in the network related to the kth
source block be denoted by generation k. To keep tracking
of packets in same generation, each packet is tagged with
its generation number k.
Fig. 1 illustrates a typical network node with three
incoming links and one outgoing link. Packets with generation number (shown as shade) arrive sequentially through
each link and are put into a buffer sorted by generation,
where the packets with the ‘‘active generation” at the head
of the queue. Once there is a transmission opportunity for
an outgoing link, an outgoing packet is formed by taking a
random linear combination of packets with the active
generation.

g i ðeÞ  Bri

i¼1

g i ðeÞ 

r
bi;1 ; . . . ;

i¼1

2.1. Network coding model

n
X

n
X

#
g i ðeÞ 

r
bi;m

:

ð1Þ

i¼1

The coefﬁcients of this combination form a global encoding
vector GðeÞ ¼ ½g 1 ðeÞ; g 2 ðeÞ; . . . ; g n ðeÞ on edge e, which can be
P
computed recursively as GðeÞ ¼ e0 be0 ðeÞGðe0 Þ , using the local
encoding vectors bðeÞ. The vector GðeÞ represents the symbol Y r ðeÞ in terms of the source symbols fBr1 ; Br2 ; . . . ; Brn g.
To facilitate the decoding at the sinks, each packet carried on edge e is appended with its global encoding vector
GðeÞ. This can be achieved by preﬁxing the ith packet vector Bri with the ith unit vector U i and applying the algebraic
operations to the resulting vector, i.e., ½Y r ðeÞ; GðeÞ ¼
Pn
P
r
0
0
e0 be0 ðeÞ½biY r ðe Þ; Gðe Þ ¼
i¼1 g i ðeÞ  ½Bi ; U i . Therefore, the
~ r and corresponding encoded
augmented source packet B
i
e r ðeÞ are denoted as
packet Y

e r ¼ ½Br ; U i 
B
i
i
r

r

¼ ½bi;1 ; . . . ; bi;m ; 0; . . . ; 0; 1; 0; . . . ; 0
|ﬄﬄﬄﬄﬄﬄﬄﬄ{zﬄﬄﬄﬄﬄﬄﬄﬄ} |ﬄﬄﬄﬄ{zﬄﬄﬄﬄ} |ﬄﬄﬄﬄ{zﬄﬄﬄﬄ}
m

i1

ni

~r ; . . . ; b
~r ; b
~r
~r
¼ ½b
i;1
i;m
i;mþ1 ; . . . ; bi;mþn ;
|ﬄﬄﬄﬄﬄﬄﬄﬄ{zﬄﬄﬄﬄﬄﬄﬄﬄ} |ﬄﬄﬄﬄﬄﬄﬄﬄﬄﬄﬄﬄﬄ{zﬄﬄﬄﬄﬄﬄﬄﬄﬄﬄﬄﬄﬄ}
m

n

ð2Þ
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e r ðeÞ ¼
Y

n
X

~r
g i ðeÞ  B
i

i¼1

¼

n
X

¼

g i ðeÞ  ½Bri ; U i 
i¼1
½yr1 ðeÞ; . . . ; yrm ðeÞ; g 1 ðeÞ; . . . ; g n ðeÞ
|ﬄﬄﬄﬄﬄﬄﬄﬄﬄﬄﬄﬄ{zﬄﬄﬄﬄﬄﬄﬄﬄﬄﬄﬄﬄ} |ﬄﬄﬄﬄﬄﬄﬄﬄﬄﬄﬄﬄ{zﬄﬄﬄﬄﬄﬄﬄﬄﬄﬄﬄﬄ}
n

m

~rm ðeÞ; y
~rmþ1 ðeÞ; . . . ; y
~rmþn ðeÞ;
~r1 ðeÞ; . . . ; y
¼ ½y
|ﬄﬄﬄﬄﬄﬄﬄﬄﬄﬄﬄﬄ{zﬄﬄﬄﬄﬄﬄﬄﬄﬄﬄﬄﬄ}
|ﬄﬄﬄﬄﬄﬄﬄﬄﬄﬄﬄﬄﬄﬄﬄﬄﬄ{zﬄﬄﬄﬄﬄﬄﬄﬄﬄﬄﬄﬄﬄﬄﬄﬄﬄ}
m

ð3Þ

n

Tagging each packet with the corresponding global encoding vector allows the distributed decoding procedure and
requires no knowledge of encoding functions for the nodes.
Furthermore, once a sink t 2 T receives n packets
Y r ðe1 Þ; Y r ðe2 Þ; . . . ; Y r ðen Þ, which can be denoted as

2
6
4

Y r ðe1 Þ

3

2

g 1 ðe1 Þ g 2 ðe1 Þ    g n ðe1 Þ

3 2

Br1

3

7 6
7 6 7
... 5 ¼ 4 ...


 5  4...5
Y r ðen Þ
g 1 ðen Þ g 2 ðen Þ    g n ðen Þ
Brn
2 r3
B1
6 7
¼ Gt  4 . . . 5;
Brn

where the Gðei Þ is the global encoding vector associated
with Y r ðei Þ. Then sink t can recover the n source packets.
The matrix Gt is invertible with high probability, if the
coefﬁcients in local encoding vectors are chosen randomly
from Zq with an adequately larger size than that of the network [17,18].
2.2. Adversary model
In the proposed scheme, we assume that a source,
which utilizes the networking systems to provide content
distribution service for multiple sinks, is always trusted
while the forwarders may not be trusted since they may
potentially disrupt the normal coding operation by sending/injecting invalid packets. Therefore, network coding
based applications may be vulnerable to various potential
attacks. Generally, the possible attacks considered in this
paper include Pollution Attacks and Forgery Attacks, which
can further classiﬁed into general forgery attacks and random forgery attacks.
(1) Pollution attacks: The pollution attack can be
deﬁned as that a malicious intermediate node can
inject junk packets into the network to pollute the
output, and further contaminate the entire downstream, preventing proper decoding. Formally, we
describe the pollution attacks as follows. A packet
e r ðeÞ is not equal
e r ðeÞ is a polluted one if the vector Y
Y
to the product of the original augmented packet vecer ; . . . ; B
e r and the global encoding vector, i.e.,
er ; B
tor ½ B
1
2
n

e r ðeÞ –
Y

n
X
i¼1

er
g i ðeÞ B
i

or

e r ðeÞ –
Y

m
þn
X

n
X

j¼1

i¼1

~r ;
g i ðeÞb
i;j
ð4Þ

where GðeÞ ¼ ½g 1 ðeÞ; g 2 ðeÞ; . . . ; g n ðeÞ is the global
e r ðeÞ.
encoding vector embedded into packet Y
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(2) Forgery attacks: The attackers can also try to forge
signatures to prevent the intermediate nodes from
detecting the forged packets, which is deﬁned as
general forgery attack. A variant of forgery attack is
random forgery attack, which can be deﬁned as that,
given signatures on a small set of known messages,
the adversary can forge signatures for other possible
messages [38]. In the context of network coding,
random forgery attacks mean that an attacker
attempts to generate valid signatures for arbitrarily
false encoded packets based on the collected signatures for stale encoded packets.

2.3. Identity-based cryptography and bilinear pairing
Identity-based cryptography (IBC) is a type of publickey cryptography in which the public key of a user is its
unique identity information. The primary IBC schemes include Boneh et al.’s pairing-based scheme [19], Cocks’s
quadratic-residue based scheme [37], etc. As an important
IBC scheme, the pairing-based IBC scheme can offer lower
transmission cost compared with the traditional RSAbased schemes due to the smaller signature overhead.
We brieﬂy introduce the bilinear pairing as follows.
Let G and GT respectively be a cyclic additive group and
a cyclic multiplicative group generated by P with the same
prime order q, i.e., jGj ¼ jGT j ¼ q. Let ^e : G  G ! GT be a
bilinear map, which satisﬁes the following properties:
(1) Bilinear: 8P; Q ; R 2 G and 8a; b 2 Zq ; ^eðQ ; P þ RÞ ¼
^eðP þ R; Q Þ ¼ ^
eðP; Q Þ  ^eðR; Q Þ. Especially, ^
eðaP; bPÞ ¼
^eðP; bPÞa ¼ ^eðaP; PÞb ¼ ^
eðP; PÞab .
(2) Non-degenerate: 9P; Q 2 G such that ^
eðP; Q Þ – 1GT .
(3) Computable: 8P; Q 2 G, there is an efﬁcient algorithm to calculate ^
eðP; Q Þ.
Such a bilinear map ^
e can be constructed by the modiﬁed Weil [19] or Tate pairings [20] on elliptic curves, on
which the Decisional Difﬁe–Hellman (DDH) problem is
easy to be solved while the Computational Difﬁe–Hellman
(CDH) problem is believed hard [21].

3. An efﬁcient dynamic-identity based signature
scheme for network coding
In this section, we propose an efﬁcient dynamic-identity
based signature scheme for network coding, where each
node can rapidly tag/drop packets from pollution attacks
and thwart random forgery attacks.
3.1. Dynamic-identity based signature scheme
The proposed signature scheme is based on identitybased cryptography [19]. There are three parties in the
system: the forwarders (signer and veriﬁer), the sinks
(veriﬁer), and the source (veriﬁer). The source is responsible of generating public/private security parameters, and
the public security parameters can be published with the
trusted third party’s signature.
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Due to the homomorphism of the signature function,
e r ðeÞÞ such as Eq.
it is not required to compute H S ð Y
e r ðeÞ ¼ ½Y r ðeÞ; UðeÞ ¼
(10). For an output packet Y
Pn
er
i¼1 g i ðeÞ  B i , its signature can also be calculated
as

The basic scheme mainly consists of three algorithms:
setup, sign, and verifying.
Setup: In this phase, the source needs to set up the basic security parameters and to generate the following private/public key pairs, pseudo identity and the resultant
identity-aware signature keys.
(1) Bilinear map parameters: Let G and GT be a cyclic
additive group and a cyclic multiplicative group,
where G and GT are generated by P with the same
order q. Let ^
e : G  G ! GT be a bilinear map. H()
is a MapToPoint hash [21] function such that
H : f0; 1g ! G.
(2) The source generates m þ n random numbers
fs1 ; s2 ; . . . ; smþn g 2 Zq as its secret master keys. The
source also derives a temporary pseudo identity
PID from its real identity ID. the source pre-computes the following m þ n temporary secret signature keys:

SK ¼ fSK i jSK i ¼ si HðPIDÞ; 1 6 i 6 m þ ng;

ð5Þ

where H() is a MapToPoint hash [21] function such
as H : f0; 1g ! G. Note that, to preserve the privacy
of signature keys SK i , the temporary pseudo identity
PID will be changed, once a source has sent
bðm þ n  1Þ=nc  n linear independent packet vecth
tors. Specially, for the k identity refreshment, we
can introduce one-way forward hash chain to update the pseudo identity PID as
k

PID ¼ h ðIDÞ;

PK ¼ fPK i jPK i ¼ si P; 1 6 i 6 m þ ng:

ð7Þ

Finally, the source publicizes the security parameters fG; GT ; q; P; PK; IDg to all nodes.Sign: According
to the network coding model, the source calculates
er ; . . . ; B
e r g,
er ; B
the signatures for its packets f B
1
2
n
respectively. Let H S ðÞ denote the homomorphic sige r , the corresponding signanature function. For B
i
e r Þcan be deﬁned as
tureH S ð B
i

erÞ ¼
HS ð B
i

mþn
X

(
~r SK g ¼
b
j
i;j

j¼1

)

mþn
X

~r s HðPIDÞ :
fb
i;j j

ð8Þ

j¼1

Then, the source constructs and delivers a packet
e r Þg to the downstream nodes. Simie r ; HSðB
fPID; k; B
i
i
e r ðeÞ in Eq.
larly, the signature of encoded packet Y
(5) can also be denoted as

e r ðeÞÞ ¼
HS ð Y

mþn
mþn
X
X
~rj ðeÞSK j g ¼
~rj ðeÞsj HðPIDÞg:
fy
fy
j¼1

SK j

n
X

j¼1

g i ðeÞ

i¼1

mþn
X

!!
~r SK
b
j
i;j

j¼1

n
X

¼

!
~r
g i ðeÞb
i;j

i¼1

n
X

¼

e r Þ ð) Eq: ð9ÞÞ:
g i ðeÞH S ð B
i

ð10Þ

i¼1

Verifying: To efﬁciently thwart the pollution attacks and
the random forgery attacks, the forwarders or sinks perform the following dynamic-identity-based packet veriﬁcation procedure.
e r ðe0 Þ;
Step (1) On receiving the encoded packet fPID; k; Y
e
H S ð Y r ðeÞÞg from an incoming edge e0, the forwarders or sinks with the parameters fG; GT ; q;
P; PK; IDg verify the authenticity of both pseudo
identity PID and the corresponding signature by
checking if
k

PID ¼ h ðIDÞ;
e r ðe0 ÞÞ; PÞ ¼ ^e HðPIDÞ;
^eðH S ð Y

mþn
X

!

ð11Þ

~rj ðe0 ÞPK j : ð12Þ
y

j¼1

Eq. (12) holds since

e r ðe0 ÞÞ; PÞ
^eðH S ð Y
¼ ^e

mþn
X

!

~rj ðe0 ÞSK j ; P
y

¼ ^e

j¼1

¼ ^e HðPIDÞ;

m
þn
X

!
~rj ðe0 Þsj P
y

mþn
X

!
~rj ðe0 Þsj HðPIDÞ; P
y

j¼1

¼ ^e HðPIDÞ;

j¼1

m
þn
X

!
~rj ðe0ÞPK j
y

:

j¼1

ð13Þ
The bogus packets are discarded, and the valid packets are
accepted and further used for encoding or decoding. Eq.
(12) indicates that the computation cost to verify a signature primarily consists of two pairing, m þ n point multiplications, and one MapToPoint hash operation. The
computation cost of a pairing operation is much higher
than that of a MapToPoint or point multiplication one.
According to the bilinear property of pairing, the veriﬁcation cost in Eq. (12) could also be reduced by pre-computation optimization as follows:
mþn
Y

^eðy
~rj ðe0 ÞHðPIDÞ; PK j Þ

j¼1

ð9Þ
For securing network coding, each node needs to ape r ðeÞÞ to its output packet Y
e r ðeÞ.
pend signature H S ð Y

mþn
X

¼

e r ðe0 ÞÞ; PÞ ¼
^eðH S ð Y

j¼1

!

er
g i ðeÞ B
i

i¼1

ð6Þ

where h() is a one-way hash function such that MD5
or SHA-1. With the parameter fID; kg, a node can
easily verify the authenticity of pseudo identity PID
k
by checking PID ¼ h ðIDÞ.
(3) The source uses m þ n master keys fs1 ; s2 ; . . . ;
smþn g 2 Zq to compute the following public keys:

n
X

e r ðeÞÞ ¼ H S
HS ð Y

¼

m
þn
Y
j¼1

r

0

^eðHðPIDÞ; PK j Þy~j ðe Þ ¼

m
þn
Y
j¼1

~r ðe0Þ
y

dj j

;

ð14Þ
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where dj ¼ ^eðHðPIDÞ; PK j Þ is pre-computed and distributed
in advance. Thus the time-consuming pairing operation is
replaced with comparable low-cost exponential operation.
3.2. Batch veriﬁcation
We can further reduce the computation overhead and
accelerate the veriﬁcation process of identity-based signatures by using batch veriﬁcation [22–28], which can verify
all received signatures synchronously instead of
sequentially.
As shown in Fig. 1, all packets entering a node will be
tagged by generations. Each emanated packet is formed
by taking a random linear combination of packets with
the same generation. In the following, we introduce two
forms of batch veriﬁcation, packet-based batch veriﬁcation
and generation-based batch veriﬁcation, to optimize the
performance. The generation-based batch veriﬁcation is
well suitable for the interleaving generation coding policy
introduced in [35], which can effectively reduce the delay
spread.
Packet-based batch veriﬁcation: For each outgoing
e r ðeÞ denote the packet
edge e at a forwarder or sink v, let Y
e r ðeÞ can be computed as a linear comcarried on e. Packet Y
e r ðe0 Þ on edges e0 entering a forbination of the packet Y
e r ðe0 Þ. Due to the
e r ðeÞ ¼ P 0 b 0 ðeÞ Y
warder, namely, Y
e e
homomorphic signature function, the signature of this
new packet tagged with generation r can be obtained as

e r ðeÞÞ ¼
HS ðY

X

e r ðe0 ÞÞ:
be0 ðeÞHS ð Y

ð15Þ

Let inðvÞ ¼ fejoutðeÞ ¼ vg and jinðvÞj denote the edge set
and the average number of edges entering a node v, respectively. From the batch veriﬁcation equation, the computation cost to verify such jinðvÞj signatures is dominantly
comprised of ðm þ n þ jinðvÞjÞ point multiplication operations, one MapToPoint hash operation, and two pairing
operations. Compared to the sequential veriﬁcation using
Eq. (12), the number of time-consuming pairing operation
is reduced to two from 2jinðvÞj, and the number of point
multiplication operations is reduced to ðm þ n þ jinðvÞjÞ
from jinðvÞjðm þ nÞ.
Generation-based batch veriﬁcation: To further reduce the veriﬁcation cost, each forwarder can aggregate
the multiple packet-based signatures associated to the
same pseudo-identity PID, and then perform the generation-based batch veriﬁcation on the aggregated signature.
In our scheme, the aggregate signature is equal to
Pk
i¼1 xi , given any k distinct generate-based signatures
sent by the same signer, x1 ; x2 ; . . . ; xk . For example, as
shown in Fig. 1, a forwarder receives three types of packets
tagged with generation fu; v; wg during a given period. Instead of separately verifying the three emanated packets
e v ðeÞ; Y
e w ðeÞg, each forwarder can verify
e u ðeÞ; Y
denoted by f Y
them in batch as follows, by aggregating these three signatures with same source pseudo-identity PID

e u ðeÞÞ þ H S ð Y
e v ðeÞÞ þ H S ð Y
e w ðeÞÞ; PÞ
^eðH S ð Y
¼ ^e HðPIDÞ;

mþn
X

~uj ðeÞ
ðy

þ

~vj ðeÞ
y

þ

~w
y
j ðeÞÞPK j

!
;

ð18Þ

j¼1

e0

~uj ðeÞ; y
~vj ðeÞ; y
~w
where fy
the element in vectors
j ðeÞg is P
P
e u ðe0 Þ; P 0 b 0 ðeÞ Y
e v ðe0 Þ;
e 0
f e0 be0 ðeÞ Y
e e
e0 be0 ðeÞ Y v ðe Þg.
Let e be the number of generations associated to all the
packets entering a node v for a given time window. Without loss of generality, assume that each generation-based
aggregate signature include jinðvÞj packet-based signatures
embedded in the packets entering the node v. So the computation cost to verify such e generation-based signature
primarily consists of m þ n þ ejinðvÞj point multiplication
operations, one MapToPoint hash operation, and two pairing operations. Compared with the sequential veriﬁcation
in Eq. (12), an attractive result is that the number of
time-consuming pairing operation is reduced to two from
2ejinðvÞj, and the number of point multiplication operations is reduced to m þ n þ ejinðvÞj from ejinðvÞjðm þ nÞ.
Thus, the veriﬁcation delay for a node to verify a large
number of received massages can be dramatically reduced,
which can apparently reduce the packet loss ratio due to
the bottleneck of signature veriﬁcation.

Eq. (15) holds since

e r ðeÞÞ ¼ H S
HS ðY

X

!
e r ðe0 Þ
be0 ðeÞ Y

e0

¼ HS

X

n
X

be0 ðeÞ

e0

¼

mþn
X
j¼1

¼

¼

¼

X

i¼1

X

be0 ðeÞ

n
X

e0

be0 ðeÞ

SK j

n
X

j¼1

i¼1

X

n
X

0

be0 ðeÞ

e0

i¼1

X

n
X

X

be0 ðeÞ

!!
~r
g i ðe Þb
i;j
0

i¼1
mþn
X

e0

e0

¼

SK j

!!
er
g i ðe0 Þ B
i

g i ðe Þ

!!
~r
g i ðe0 Þb
i;j

mþn
X

!!
~r
SK j b
i;j

j¼1

!!

erÞ
g i ðe0 ÞH S ð B
i

i¼1

e r ðe0 ÞÞ ð) Eq: ð12ÞÞ:
be0 ðeÞH S ð Y

ð16Þ

e0

e r ðeÞ ¼ P 0 b 0 ðeÞ Y
e r ðe0 Þ ¼ ½y
~r1 ðeÞ; . . . ; y
~rmþn ðeÞ, the
Consider Y
e e
forwarder or sink can verify the authenticity of the corree r ðeÞÞ by checking if
sponding signatures H S ð Y

e r ðeÞÞ; PÞ ¼ ^eðHðPIDÞ;
^eðH S ð Y

mþn
X

~rj ðeÞPK j Þ:
y

ð17Þ

j¼1

The packet-based batch veriﬁcation equation can be
proved similar to that of Eq. (13).

3.3. M-BAT: multi-level binary authentication tree
If the aggregate signatures pass veriﬁcation, all the input packets are accepted. Otherwise, one or more packets
should be polluted, and therefore, further veriﬁcation
should be carried out. Here, we introduce a modiﬁed version of Binary Authentication Tree (BAT) in [29], called
M-BAT (Multi-level BAT) to ﬁnd the malicious packets,
which can efﬁciently address the robustness issues of
aggregate signatures.
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Fig. 2. Multi-level binary authentication tree (M-BAT).

Our approach is based on the data structure in Fig. 2.
The M-BAT primarily consists of two level sub-trees. The
upper-level tree, called generation-based sub-tree, is used
to aggregate the generation-based signatures associated
to same information source, whereas the lower-level tree,
called packet-based sub-tree, is used to aggregate the packet-based signature associated to same generation.
Without loss of generality, for a given interval, the generations of the incoming packets at a forwarder are denoted as fk; k þ 1; . . . ; k þ b  1g, where b ¼ 2g , and the
number of edges e0 entering a forwarder is equal to
a ¼ 2h . For each edge e emanated from this forwarder,
~ r ðeÞ carried on e, tagged with generation r
the packet Y
(k 6 r < k þ bÞ, can be computed as a linear combination
e r ðeÞ ¼
e r ðe0 Þ on edges e0 , namely, Y
of the packet Y
i
Pk1
e r ðe0 Þðk 6 r < k þ bÞ. Then, the lower sub-tree
b
0
ðeÞ
Y
i¼0 ei
i
and the upper sub-tree of an M-BAT can be constructed
as follows, respectively. For the lower sub-tree,
(1) The leaf nodes hr; h; viðv ¼ 0; 2; . . . ; a  1; k 6 r <
k þ bÞ are associated with the signatures arv ¼
e r ðe0 ÞÞ, respectively;
be0v ðeÞH S ð Y
v
(2) Inner nodes hr; 0; 0iðk 6 r < k þ bÞ, as the root of
lower sub-tree and the leaf node of upper sub-tree,
are respectively associated to the signatures of
e r ðeÞÞðk 6 r < k þ bÞ in Eq. (15), which are calcuHS ðY
e r ðeÞÞ ¼ P 0 b 0 ðeÞHS ð Y
e r ðe0 ÞÞ. The inner
lated as H S ð Y
e e
sub-root hr; 0; 0i is associated with an aggregate sigP
r
nature arh0;0i ¼ a1
i¼0 ai .
(3) The other node hr; l; við0 < l < hÞ is associated with
an aggregate signature arhl;vi for the leaf nodes of a
P2 r
sub-tree rooted at hr; l; vi, where arhl;vi ¼ ki¼k
a ¼
1 i
Pk2
e r ðe0 ÞÞ; k1 ¼ 2hl  v, and k2 ¼ 2hl 
b 0 ðeÞH S ð Y
i¼k1

ei

i

ðv þ 1Þ  1. The authenticity of the signature arhl;vi
can be veriﬁed by checking if

^eðarhl;vi ; PÞ ¼ ^e

k2
X
i¼k1

!
e r ðe0 ÞÞ; P
be0 ðeÞHS ð Y
i
i

¼ ^e HðPIDÞ;

mþn
X
i¼1

!
~ri ðeÞPK i
y

;

ð19Þ

~r ðeÞð1 6 i 6 m þ nÞ is the elewhere each symbol y
Pk2 i
e 0
ment in vector
i¼k1 be0i ðeÞ Y r ðei Þ. Eq. (19) can be
proofed similarly as that of Eq. (13).
On the other hand, the upper sub-tree is used to perform generation-based binary veriﬁcation, it is constructed
as follows:
(1) The leaf node hg; viðv ¼ r  k; k 6 r < k þ bÞ is a
counterpart of the root node hr; 0; 0i of a lower
sub-tree. It is associated with a packet-based aggree r ðeÞÞ, which is tagged with
gate signature bv ¼ H S ð Y
generation r ðk 6 r < k þ bÞ;
(2) The root h0; 0i is associated with an aggregate signaP
ture bh0;0i ¼ k1
i¼0 bi . Each inner node hl; vi ðl 6 g  1Þ
is associated with an aggregate signature
Pk2
bhl;vi ¼ i¼k1 bi in the leaf nodes of the sub-tree
P2
P2
b ¼ ki¼k
HS 
rooted at hl; vi, where bhl;vi ¼ ki¼k
1 i
1
gl
gl
e iþk ðeÞÞ; k1 ¼ 2  v, and k2 ¼ 2  ðv þ 1Þ  1. The
ðY
authenticity of the aggregate signature bhl;vi can be
veriﬁed by checking if

^eðbhl;vi ; PÞ ¼ ^e

k2
X

!
e iþk ðeÞÞ; P
HS ðY

i¼k1

¼ ^e HðPIDÞ;

mþn
X

!
~ri ðeÞPK i ;
y

ð20Þ

i¼1

P2 e
~ri ðeÞ is the element in vector ki¼k
where y
Y iþk ðeÞ.
1
Similar to binary-searching algorithm, searching a BAT
is a process that recursively veriﬁes the sub-tree dictated
by the current authentication status of aggregate signatures. Consider the ﬁrst step to verify the aggregate signature at root node bh0;0i . If the aggregate signature at bh0;0i is
genuine, all the signatures in the leaf-nodes are authentic.
Otherwise, it further veriﬁes the aggregate signatures of
the left-child node bh1;0i or right nodes bh1;1i in the same
way, respectively. This binary checking process will be
iteratively carried out in Up-to-Bottom way until all bogus
packets are found.
The performance evaluation of M-BAT is not trivial,
which relies on the number of bogus signatures. According
to the theoretical analysis for identity-based binary batch
veriﬁcation in [29], the number of time-consuming pairing
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operations to check k signatures with r bogus ones is
approximately equal to 2ðr þ 1Þ logðk=rÞ þ 4k þ 2 on
average.
4. Security analysis
In this section, we will respectively analyze the hash
collision, signature forging, and pair-wise byzantine attacks, which is generally related to the batch veriﬁcation.
We assume that the source is always trusted, and the forwarders may not be trusted.
4.1. Hash collision
To thwart the signature scheme, an adversary may
either generate a hash collision for the signature
e r ðeÞÞ or may forge a signature which can pass the
HSðY
veriﬁcation.
Firstly, we show that even if an adversary is with the
knowledge of SK i ð1 6 i 6 m þ nÞ, generating a hash collision message is still as hard as computing discrete logarithm problem (DLP).
Proposition 1. For m þ n distinct points SK i ð1 6 i 6 m þ nÞ
on an elliptic curve E=Fq contained in a cyclic subgroup of
e ðeÞ ¼ ðy
~mþn ðeÞÞ 2
~ ðeÞ; . . . ; y
prime order q, given a message Y
P 1
e
~
with
its
signature
H
ð
Y
ðeÞÞ
¼ mþn
Fmþn
S
q
k¼1 fyk ðeÞSK k g, genere 0 ðeÞ ¼ ðy
~01 ðeÞ; . . . ; y
~0mþn ðeÞÞ 2
ating a hash-collision message Y
mþn
e
from Y ðeÞ is equivalent to solve a hard DLP problem,
Fq
e ðeÞÞ ¼ H S ð Y
e 0 ðeÞÞ.
~
e 0 ðeÞ and HS ð Y
where YðeÞ–
Y
Proof. First, consider the case that m þ n ¼ 2. Let SK 1 and
SK 2 be two distinct points of order q on E=Fq . Given a valid
e ðeÞÞ ¼
e ðeÞ ¼ fy
~2 ðeÞg with its signature H S ð Y
~1 ðeÞ; y
message Y
~2 ðeÞSK 2 , an adversary attempts to generate a
~1 ðeÞSK 1 þ y
y
e ðeÞ– Y
e 0 ðeÞÞ
e 0 ðeÞ ¼ fy
~01 ðeÞ; y
~02 ðeÞgð Y
hash-collision message Y
0
0
~
~
~
~
such that y1 ðeÞSK 1 þ y2 ðeÞSK 2 ¼ y1 ðeÞSK 1 þ y2 ðeÞSK 2 . This
~01 ðeÞÞSK 1 þ ðy
~2 ðeÞ  y
~02 ðeÞÞSK 2 ¼ O. Suppose
~1 ðeÞ  y
means ðy
0
0
~1 ðeÞ, then ðy
~2 ðeÞ  y
~2 ðeÞÞSK 2 ¼ O. Since SK 2 is
~1 ðeÞ ¼ y
that y
~02 ðeÞÞ  0modq, that
~2 ðeÞ  y
a point of order q, we have ðy
~02 ðeÞ in Fq . This contradicts the assumption that
~2 ðeÞ ¼ y
is, y
e ðeÞ–Y
~ 0 ðeÞ in F2 . Furthermore, if we ﬁx y
~01 ðeÞ and deﬁne
Y
q
~02 ðeÞ, the problem becomes to determine x over group
x¼y
~1 ðeÞ  y
~01 ðeÞÞSK 1 þ y
~2 ðeÞSK 2 Þ. EviE=Fq such that xSK 2 ¼ ððy
dently, this is a hard DLP problem.
For the case that m þ n > 2, given a message
e ðeÞÞ ¼ Pmþn y
e ðeÞ 2 Fmþn with H S ð Y
~
Y
k¼1 k ðeÞSK k , the hashq
e 0 ðeÞ– Y
e ðeÞ
e 0 ðeÞ 2 Fmþn should satisfy Y
collision message Y
q
Pmþn 0
Pmþn
~
~
and
k¼1 yk ðeÞSK k ¼
k¼1 yk ðeÞSK k , which also means
Pmþn
0
~
~
ð
y
ðeÞ

y
ðeÞÞSK
¼
O.
Similar to the case when
k
k
k¼1
k
m þ n ¼ 2, it is easy to proof that in order to satisfy
Pmþn
~
~0
k¼1 ðyk ðeÞ  yk ðeÞÞSK k ¼ O, there exist at least two dise ðeÞ and Y
e 0ðeÞ. Without loss of generality, let
tinct items in Y
~0i ðeÞ and y
~j ðeÞ–y
~0j ðeÞ. Consider that
~i ðeÞ–y
the two items be y
SK i ¼ si HðPIDÞ ð1 6 i 6 m þ nÞ, where secret si are randomly chosen from Fq , we have

~i ðeÞ  y
~0i ðeÞÞSK i þ
ðy

mþn
X
k¼1;k–i

~k ðeÞ  y
~0k ðeÞÞs1
fðy
2 sk SK j g ¼ O;

where the coefﬁcients r k ¼ s1
2 sk are unknown to the random oracle for the hash-collision algorithm. Fixing items
~0i ðeÞ, the prob~0k ðeÞj1 6 k 6 m þ n; k–ig and deﬁne x ¼ y
fy
lem becomes how to determine x over group E=Fq such that
P
1
~i ðeÞSK i þ mþn
~
~0
which
xSK i ¼ ðy
k¼1;k–i ððyk ðeÞ  yk ðeÞÞs2 sk SK j ÞÞ,
is also a hard DLP problem. 

4.2. Signature forging and random forgery attacks
In this sub-section, we will show that forging a signature is at least as hard as solving the so-called computational Difﬁe–Hellman problem on the elliptic curve and
computing discrete logarithms.
Signature forging: A smart adversary may attempt to
derive the identity-aware signature keys SK i ð1 6 i 6
m þ nÞ from the transmitted packets, since each signature
e r ðeÞÞ is a linear equation with m þ n unknown keys
HS ð Y
SK i , i.e.,

e r ðeÞÞ ¼
HS ðY

mþn
X
j¼1

~rj ðeÞSK j ¼
y

mþn
X

~rj ðeÞsj HðPIDÞÞ:
ðy

j¼1

However, as shown in Eq. (6), since the pseudo identity PID
k
of a source will be altered as PID ¼ h ðIDÞ after it sends
bðm þ n  1Þ=nc  n linearly independent packets, the
adversary can only collect at most bðm þ n  1Þ=nc  n linear
independent packets in term of key SK i ð1 6 i 6 m þ nÞ.
Thus, it cannot derive the identity-aware signature keys
SK i by solving the bðm þ n  1Þ=nc  n linear independent
equations.
Therefore, as far as a group of signature keys SK i with a
pseudo identity PID are concerned, each signature
e r ðeÞÞ ¼ Pmþn fy
~rk ðeÞSK k g can be actually regarded as a
HS ðY
k¼1
‘‘one-time” identity-based signature. Without the private
key SK i ð1 6 i 6 m þ nÞ, it is infeasible to forge a valid signature. Because of the NP-hard computation complexity
problem of Difﬁe-Hellman in G, it is difﬁcult to derive
by
using
the
private
keys
SK i ð1 6 i 6 m þ nÞ
fPID; HðPIDÞ; Pg and PK i ð1 6 i 6 m þ nÞ. At the same time,
e r ðeÞÞ ¼ Pmþn fy
~rk ðeÞSK k g is a Diophantine equasince H S ð Y
k¼1
e r ðeÞÞ
and
tion,
with
the
knowledge
of
HS ð Y
~rk ðeÞ ð1 6 k 6 m þ nÞ, it is still difﬁcult to get the private
y
keys SK i ð1 6 i 6 m þ nÞ. Therefore, forging the ‘‘one-time”
signature by attempting to derive SK i is computationally
difﬁcult.
Random forgery attacks: In [38], Johnson et al. conclude that ‘‘In any additive signature scheme on the lattice
L ¼ ðZ=mZÞd , if one can get signature Sigðx1 Þ; :::; Sigðxd Þ,
where x1 ; . . . ; xd are a basis for L, then one can succeed at
any random forgery.” Therefore, knowing the signatures
on a basis is useless to forge a message, if computing the
representation of a given message in that basis is hard.
In previous homomorphic signature schemes for network coding [5,12,13,36], the signature keys keep invariant. However, in our scheme, the identity-aware signature
keys SK i ¼ si HðPIDÞ ð1 6 i 6 m þ nÞ, as the basis of a
ðm þ nÞ-dimension signature, is dynamically alterable,
since the pseudo identity PID will be altered as
k
PID ¼ h ðIDÞ after the source sends bðm þ n  1Þ=nc  n linearly independent packets, as shown in Eq. (6). Therefore, an
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adversary can only collect at most bðm þ n  1Þ=nc  n linee r ðeÞÞ ¼ Pmþn fy
~rk ðeÞSK k g in
arly independent signature H S ð Y
k¼1
term of SK i ð1 6 i 6 m þ nÞ, thus it is difﬁcult to derive the
by solving such
dynamic signature keys SK i
bðm þ n  1Þ=nc  n linearly independent equations. In
other words, it is most unlikely for an adversary having signatures on a basis of SK i ð1 6 i 6 m þ nÞ to forge a message, since it is computationally hard to derive the linear
representation of a given message.

ﬁlter out such non-innovative packets is another important
issue to be explored [36].

5. Performance evaluation
In this section, we evaluate the proposed scheme by
simulation, and compare it with Charles et al.’s scheme
and Yu et al.’s scheme in terms of computation and communication overheads, respectively.

4.3. Pair-wise byzantine attacks
Generally, the batch veriﬁcation may be exposed to a
speciﬁc attack, called the pair-wise byzantine attack [5].
For instance, an adversary with any two correct packets
M i ði ¼ 1; 2Þ is easy to create the following two corrupted
packets, M01 ¼ M1 þ e and M 02 ¼ M2  e. When they are veriﬁed in batch, the veriﬁer will fail to capture the corrupted
packets due to M 01 þ M 02 ¼ M1 þ M 2 .
To address such byzantine attack in RSA-based batch
veriﬁcation, a small exponent test method [23] is introduced by multiplying each message with a random coefﬁcient, respectively. Similarly, the proposed M-BAT
algorithm addresses this attack by generating each new
encoding vector with random local vectors. Thus, an adversary can only launch a successful pair-wise attack, if it can
create two packets that after being multiplied by random
coefﬁcients will counteract each other, which is very infeasible. For example, for a successful pair-wise attack, an
adversary with two correct messages M i ði ¼ 1; 2Þ is required to forge two messages M01 and M 02 satisfying
w1 M 01 þ w2 M 02 ¼ w1 M 1 þ w2 M 2 . However, due to the randomness of coefﬁcients w1 and w2 , it is very unlikely to
generate such two message M01 and M 02 .
4.4. Discussion
As shown in the security analysis, the signatures on a
set of vectors ðv1 ; . . . ; vm Þ can be used to generate a valid
signature on any vectors from the vector space
V ¼ spanðv1 ; . . . ; vm Þ. Therefore, the proposed schemes
can efﬁciently thwart pollution attacks by signing linear
subspaces in the sense that a signature r on a subspace V
authenticates exactly those vectors in V.
Unlike polluted packets, an adversary may also arbitrarily forge non-innovative packets by launching a special
replay attack, called entropy attack [5]. Such noninnovative packets preserve the linear algebraic
constraints on the original packets and the appended
encoding vectors. However, these packets with no new
coding information will reduce the decoding opportunities
at sinks and the overall throughput rate. How to efﬁciently

5.1. Computation overhead
We deﬁne the computation cost of the primarily cryptographic operations as follows. Let C me denote the time cost
to perform one modular exponent operation, C mul the time
cost to perform a point multiplication over an elliptic
curve, C mtp the time of a MapToPoint hash operation, and
C par the time of a pairing operation. We neglect all the trivial operations such as addition operations for the sake of
simplicity.
Table 1 shows the combination of the dominant operations of the three signature schemes in terms of signing or
verifying an encoded packet, respectively. The proposed
scheme has the optimal computation complexity on average, considering that the point multiplication over an elliptic curve (160-bits) has a lower cost than modular
exponential operations (1024-bits) with the same security
level. Speciﬁcally, when signing a packet, both the proposed scheme and Charles et al.’s scheme need approximately ðm þ nÞC mul , while Yu et al.’s scheme requires
ðm þ n þ 1ÞC me . To verify a packet, the proposed scheme requires C mtp þ 2C par þ ðm þ nÞC mul and Charles et al.’s
scheme needs ðm þ nÞC par þ ðm þ n þ 1ÞC mul , whereas Yu
et al.’s scheme involves ðm þ n þ 2ÞC me . Clearly, the number of time-consuming pairing operations in the proposed
scheme is remarkably reduced to two from ðm þ nÞC par , due
to the adoption of the identity-based batch veriﬁcation.
Note that since Yu et al.’s scheme and Charles et al.’s
scheme are not identity-based signature schemes, additional one C me or C mul operations are required to verify
the public key’s certiﬁcate.
Table 2 shows the comparisons of computation complexity in term of different optimized veriﬁcation policies.
Both the basic veriﬁcation and pre-computation veriﬁcation have the similar performance. The packet-based batch
veriﬁcation for authenticating jinðvÞj signatures and the
generation-based veriﬁcation for authenticating ejinðvÞj
signatures can signiﬁcantly reduce the veriﬁcation cost in
term of the normalized veriﬁcation cost per packet, with
the result of fðm þ n þ jinðvÞjÞC mul þ 2C par g=jinðvÞj and
respectively.
fðm þ n þ ejinðvÞjÞC mul þ 2C par g=ðejinðvÞjÞ,

Table 1
Comparisons of computation overhead.
Scheme

Signing

Verifying

Yu et al.’s scheme
Charles et al.’s scheme
The proposed basic scheme

ðm þ n þ 1ÞC me
ðm þ nÞC mul
ðm þ nÞC mul

ðm þ n þ 2ÞC me
ðm þ nÞC par þ ðm þ n þ 1ÞC mul
C mtp þ 2C par þ ðm þ nÞC mul
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Table 2
Computation comparisons of optimized policies.
Optimized policies

Veriﬁcation cost

Normalized cost per packet

Basic veriﬁcation
PRE veriﬁcation
PB veriﬁcation

2C par þ ðm þ nÞC mul
C par þ ðm þ nÞC me
ðm þ n þ jinðvÞjÞC mul þ 2C par

2C par þ ðm þ nÞC mul
C par þ ðm þ nÞC me

GB veriﬁcation

ðm þ n þ ejinðvÞjÞC mul þ 2C par

ðmþnþejinðvÞjÞC mul þ2C par
ejinðvÞj

ðmþnþjinðvÞjÞC mul þ2C par
jinðvÞj

Note: (1) PRE: Pre-computation veriﬁcation with one signature; (2) PB: Packet-Based veriﬁcation with jinðvÞjsignatures; (3) GB: Generation-Based veriﬁcation with ejinðvÞj signatures.

Note that the number of MapToPoint hash operations
HðPIDÞ is only one, so it is ignored in Table 2.
Packet veriﬁcation is the primary workload of nodes
(forwarders or sinks). Efﬁcient veriﬁcation approaches
can eliminate the performance bottleneck and be helpful
to achieve the optimal rate when a source sends packets.
To compare the veriﬁcation cost of the three schemes, we
ﬁrst give the benchmarks of the primitive cryptographic
operations on Intel CoreTM 2 Duo 1.83 GHz Linux machine:
C mul ¼ 0:75 ms;C mtp ¼ 1:18 ms;C par ¼ 2:75 ms, and C me ¼
0:83 ms. We also implement a super-singular curve of
embedded degree k ¼ 6 over F397 with C program. The
choice of the elliptic curve can certainly inﬂuence the overall computation cost of the proposed scheme. For example,
Barreto et al. [30] reduce the cost of generating a BLS signature [21] on a super-singular curve of embedded degree
k ¼ 6 over F397 , whereas the BLS scheme uses a super-singular curve y2 ¼ x3 þ 2x  1 over F3l where l is a positive
exponent.
Fig. 3 shows the relationship between the veriﬁcation
cost and the number of symbols per packet ðm ¼ 2nÞ.
The veriﬁcation cost of different schemes approximately

increases linearly along with the growth of the number
of symbols per packet. The veriﬁcation cost of Charles
et al.’s scheme is always the largest. The veriﬁcation cost
of the Zhu et al.’s scheme is close to that of the basic veriﬁcation scheme, while the veriﬁcation cost of the two
optimized methods (the packet-based or generationbased batch veriﬁcation) is much faster than the other
two schemes. Evidently, the packet-based or generationbased batch veriﬁcation can signiﬁcantly reduce the veriﬁcation delay in term of normalized veriﬁcation cost. In
Fig. 3, we only show the veriﬁcation cost for e ¼ 2 and
jinðvÞj ¼ 2. As shown in Table 2, the normalized veriﬁcation
cost
is
approximately
inverse
proportional
to
valuejinðvÞj or e. Hence, the proposed scheme effectively
eliminates the computation workload at each forwarder,
and can achieve the lower packet loss ratio when the network trafﬁc load increases, due to the identity-based
batch veriﬁcation.
In adverse scenario with bogus packets, the batch veriﬁcation is disabled. We can adopt the M-BAT algorithm to
address the robustness issue. The performance of BAT has
been discussed in [29].

Verifying Cost v.s. The Number of Codewords per Message
1800
Basic Verification
Zhu et al.'s Scheme
Charles et al's Scheme
Normalized PRE Verification
Normalized PB Verification(|in(v)|=2)
Normalized GB Verification(ε=2, |in(v)|=2)

1600

Verifying Cost (ms)

1400
1200
1000
800
600
400
200
0

0

100

200
300
400
500
600
The Number of Codewords per Message

700

Fig. 3. Veriﬁcation cost vs. number of codes per encoded message ðm ¼ 2nÞ.
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Table 3
Comparisons of transmission overhead per packet.
Yu et al.’s scheme

Charles et al.’s scheme

The proposed scheme

(128 + 675) bytes

(22 + 125) bytes

(44 + 22) bytes

5.2. Communication overhead
Communication overhead contains a signature and a certiﬁcate appended to the original packet, while the packet
itself is not considered. Table 3 shows the comparison of
the three schemes in terms of communication overhead.
Yu et al.’s scheme can be considered as a RSA-based signature, and the size of its signature is 128 bytes. The signature of the proposed signature scheme and Charles
et al.’s scheme is similar to that of a BLS-based aggregate
signature scheme. Since the size of signature in BLS scheme
[21] is equal to that of the ECDSA signature of IEEE1069.2
[31], the size of a signature in the proposed scheme and
Charles et al.’s scheme is equal to that of the ECDSA, or
22 bytes.
In addition, we should take the certiﬁcate into consideration, which incurs extra communication overhead. In
Charles et al.’s scheme or Yu et al.’s scheme, a certiﬁcate
must be transmitted along with the signature. If we adopt
the certiﬁcate in IEEE 1609.2 Standard [31], which has 125
bytes in length, the total transmission overhead of Charles
et al.’s scheme is 22 + 125 bytes, as shown in Table 3. Yu
et al.’s scheme also has to incorporate a certiﬁcate in the
packet, which is 675 bytes long in the case of using RSA
certiﬁcate according to X.509-v3 Standard [32]. The total
transmission overhead of Yu et al.’s scheme is 128 + 675
bytes. In contrast, the proposed scheme does not need
any certiﬁcate due to the adoption of identity-based cryptography; instead, only a 44 bytes short-length identity is
sent, i.e., jPIDj ¼ jID1 j þ jID2 j ¼ 44 bytes. Thus, the total
transmission cost of the proposed scheme is 44 + 22 bytes.
6. Related works
Security issue in network coding has attracted increasing attentions recently. To secure network coding against
pollution attacks, several efﬁcient solutions have been appeared, which can be primarily divided into two categories
from the view of cryptography.
In [14], Ho et al. propose a non-cryptography-based
scheme on how distributed randomized network coding
can be extended to detect Byzantine modiﬁcation attacks
without the use of cryptographic functions. For the
scheme, a computation-efﬁcient hash value is embedded
into each packet. The sinks can use the hashes to detect
integrity of the corresponding packets and with high probability, when there are Byzantine attacks. However, the
sinks cannot recover the source packets correctly, even
though the polluted packets have been detected. In [15],
Jaggi et al. introduce an information-theoretically secure
network coding, which can efﬁciently tolerate the presence
of Byzantine adversaries. The basic idea is to embed extra
parity information into the source packets so that the sinks
can use such information to recover the source packets

when suffering Byzantine attacks. To achieve optimal rate,
Jaggi et al. present several polynomial-time algorithms,
which can efﬁciently target adversaries with different
attacking capabilities even without any knowledge of the
topology. However, similar to Ho’s scheme, Jaggi’s scheme
can only allow the sinks, instead of the forwarders, to
detect Byzantine attacks. Since it cannot drop the junk
packets en-route, the scheme is unsuitable for resourceconstrained networks. Following Jaggi et al. scheme, Wang
et al. [33] introduce a broadcast-mode transformation for
network coding, which efﬁciently impedes the inﬂuence
of potential adversaries by limiting them to a single transmission opportunity per generation. With a sufﬁcient
diversity of internally-disjoint paths from source to sink(s),
the multicast capacity may not be greatly affected by this
transformation. In addition, combined with error-control
coding, this approach may be effective in dealing with
adversaries, particularly in such application scenarios,
where cost-prohibitive approaches may be infeasible.
Cryptography-based schemes primarily include homomorphic hash scheme [5,34,36], homomorphic signature
scheme [12,13], and secure random checksum scheme
[5]. All of these techniques try to detect a polluted packet
before it gets mixed into the buffer of forwarders. In [34],
Krohn et al. present a practical security scheme for peerto-peer content distribution by using homomorphic hashing function, which enables a downloader to efﬁciently
perform on-the-ﬂy veriﬁcation of erasure-encoded blocks,
where each block is linear combination of original ﬁle
blocks. Gkantsidis et al. [5] extend Krohn et al.’s approach
and present a homomorphic hashing scheme for securing
peer-to-peer ﬁle distribution via network coding against
pollution attacks. The scheme remarkably reduces the cost
of verifying blocks on-the-ﬂy while efﬁciently preventing
the propagation of malicious blocks. Due to the homomorphic hash function, the hash value of each linear encoded
block can be efﬁciently calculated as the homomorphic
hash combination of the original ﬁle blocks. However,
Gkantsidis et al.’s scheme needs an extra secure channel
for the source to distribute its hashes to all nodes before
sending the source blocks.
Charles et al. [12] design a different homomorphic signature scheme based on Weil pairing. The signature is calculated based on augmented packet which covers both the
packet and its encoding vector. Hence, the scheme requires
no secure channel. However, this scheme relies on timeconsuming pairing computations over elliptic curves, and
cannot efﬁciently support batch veriﬁcation [24]. Experimental results show that Charles et al.’s scheme is much
slower than Gkantsidis et al.’s scheme in terms of packet
veriﬁcation [13]. Following [5,12], Yu et al. [13] propose
an efﬁcient signature-based scheme, which inherits the basic framework in [12] and the homomorphic signature in
[5]. It provides comparable computation-efﬁciency with
Gkantsidis et al.’s scheme, while offering similar security
of Charles et al.’s scheme.
Zhao et al. [39] also present a signature scheme for network coding by authenticating the spanned vector subspace V ¼ spanðv1 ; . . . ; vm Þ. With the public signature
information, a node can verify if w 2 V for any received
packet w. One of the signiﬁcant drawbacks in this scheme
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is that the size of both the signature information and the
public keys is at least the square root of the ﬁle size. Moreover, the scheme is not efﬁcient for distributing multiple
ﬁles with the same public key, which signiﬁcantly impairs
the system scalability. Finally, to pre-compute the public
signature information, the source is required to buffer
the entire ﬁle in advance, which enables the scheme not
suitable for transmitting on-the-ﬂy streaming data.
Recently, Fan et al. [40] present an efﬁcient privacy-preserving scheme against trafﬁc analysis attacks in Network
Coding. To thwarting the entropy attacks, Jiang et al. [36]
propose a self-adaptive probabilistic subset lineardependency test algorithm for securing network coding,
which can fast ﬁlter out the resultant packets from entropy
attacks and thus efﬁciently improve the data availability.
7. Conclusions
In this paper, we have proposed an efﬁcient security
scheme for network coding against pollution attacks and
random forgery attacks. Two identity-based veriﬁcation
techniques, packet-based and generation-based batch veriﬁcation, enable a node to verify multiple received signatures synchronously and require neither separate
certiﬁcates nor extra secure channels. In addition, our
scheme provides source authentication via the forward
one-way hash identity-chain. We have demonstrated that
the proposed scheme can achieve high efﬁciency and security in packet signature and ﬁltering, and meet the important and emerging requirements for securing network
coding. Our future works include efﬁcient privacypreservation signature scheme design in Xor-based wireless network coding.
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