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Abstract—In this paper, we propose a Timed Efficient and
Secure Vehicular Communication (TSVC) scheme with privacy
preservation, which aims at minimizing the packet overhead in
terms of signature overhead and signature verification latency
without compromising the security and privacy requirements.
Compared with currently existing public key based packet
authentication schemes for security and privacy, the communication and computation overhead of TSVC can be significantly
reduced due to the short message authentication code (MAC) tag
attached in each packet for the packet authentication, by which
only a fast hash operation is required to verify each packet.
Simulation results demonstrate that TSVC maintains acceptable
packet latency with much less packet overhead, while significantly
reducing the packet loss ratio compared with that of the existing
public key infrastructure (PKI) based schemes, especially when
the road traffic is heavy.
Index Terms—Vehicular communications, security, TESLA,
hash chain.

I. I NTRODUCTION

W

Ith the advance and pervasiveness in wireless communication technologies, it is envisioned that vehicles
will be able to communicate with each other as well as with
the roadside infrastructure located in some critical sections of
the road. With the wireless communication devices equipped
in vehicles (also known as On-Board Units (OBUs)) and
the Roadside Units (RSUs), a self-organized network can
be formed, which is called a Vehicular Ad Hoc Network
(VANET). Due to various envisioned vehicle safety application scenarios and emerging service demands, VANETs have
attracted extensive attentions from all aspects of governments,
car manufacture industry, and research community.
According to Dedicated Short Range Communications
(DSRC) [1], each vehicle on the road is broadcasting routine
traffic related messages with the information of position,
current time, direction, speed, acceleration/deceleration, and
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1 There is an accident in my area, which blocks the left lane.
2 Left lane closed ahead due to accident. Please prepare to change into the right lane.
3 Left lane closed ahead due to accident. You can take Exit 278 to avoid traffic jam.

Fig. 1.

Road Emergency Response Operation under VANET

traffic events, etc. Emergency messages are sent when any abnormal situation is encountered, such as emergent braking and
traffic jam ahead. Routine traffic related messages are one-hop
broadcast without message relay, while emergency messages
are transmitted through a multi-hop path, where the receiver
of the messages continues broadcasting the messages to the
following vehicles. Currently, the IEEE 802.11p task group is
working on the DSRC standard which enhances the 802.11
protocols to support the wireless communications between
vehicles and the roadside infrastructure [2]. By frequently
broadcasting and receiving routine traffic related messages,
drivers can get better awareness of their driving environment.
Early actions can be taken to respond to an abnormal situation
to avoid any possible damage or to follow a better route by
circumventing a traffic bottleneck. For example, as shown
in Fig. 1, whenever there is an accident in highway, several
lanes can be blocked, and drivers can experience a long delay.
However, the delay can be mitigated if the drivers are informed
in advance so that they can follow an enroute or change lane
to avoid traffic jam. Also, the scene of the accident could be
cleaned in a timely fashion by emergency crews if authorities
are reported and police and emergency crews respond to the
accidents immediately.
The creation of VANETs is obviously a great plus to the
traffic management and road driving safety. However, any
malicious behavior of users, such as a modification and replay
attack with respect to the disseminated messages, could be
fatal to the other users, and should be identified and rejected
from the networks. In addition, the user related privacy in-
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formation, such as the driver’s name, license plate, speed,
position, and traveling route, has to be protected and inaccessible by the public. Furthermore, in the case of a dispute
such as a crime/car accident scene investigation, the authorities
should be able to reveal the identity of the message senders.
Such a privacy preservation requirement is also referred to
as conditional privacy. Therefore, security and privacy are
the most fundamental issues in determining the applicability
of all the VANET based protocols and devices. The studies
on security and privacy in VANETs have been extensively
reported in past few years, which can mainly be divided into
the following two categories. The first one is by the way of the
traditional public key based digital signatures [3], [4], while
the other one is group signature based security scheme [5]. In
both categories, each message needs to be signed by using an
asymmetric algorithm at the sender before it is sent, and the
receiver needs to verify the received message. According to
DSRC [1], a vehicle sends a message with a time interval from
100ms to 300ms. Obviously, digitally signing messages at a
speed of less than 10 messages per second is not an issue for
any conventional digital signature scheme, but the signature
verification speed is an important performance measure that
determines the applicability of VANET application scenario,
particularly when the number of messages to be verified is
large. The following is a simple example demonstrating the
signature verification speed. In the case that 100 ∼ 500 cars
are within the communication range, the receiver needs to
verify around 1000 ∼ 5000 messages per second, which may
lead to a high computation burden to the receivers. Therefore,
the corresponding public key infrastructure (PKI)-verification
algorithm is required to be very efficient; otherwise, a large
amount of messages could be lost and sent in vain. Unfortunately, the traditional public key based digital signature
techniques are prohibitively inefficient in many cases due
to their computational complexity. Furthermore, each packet
has to be attached with the corresponding sender’s public
key certificate, which usually takes a significant portion of
the packet size and causes non-trivial additional bandwidth
consumption. Therefore, the design of a security scheme in
VANETs should also take the following issues into consideration, including signature overhead of each packet, packet
sending rate, and requirements on packet loss rate and packet
latency [4]. These issues are critical and must be well addressed before the developed scheme can be applicable to
practical vehicular communications. Furthermore, a developed
security scheme should not compromise the security and privacy level. In this paper, we introduce a new security scheme,
called Timed Efficient and Secure Vehicular Communication
(TSVC) scheme, which is based on TESLA (Timed Efficient Stream Loss-tolerant Authentication) [7]. Enlightened
by TESLA authentication protocol, the proposed scheme only
needs to perform symmetric MAC operation at the receiver,
which is sufficient to authenticate the source of the message,
instead of performing any asymmetric verification. In addition,
since only a short MAC tag is attached at each message, the
extra message length and the bandwidth overhead due to the
security mechanism can be significantly reduced. Moreover,
the proposed scheme is much different from any of the other
reported PKI based schemes in the resultant packet loss ratio,

which is found almost independent of the traffic density. We
will demonstrate by extensive simulation that the proposed
TSVC scheme significantly reduces packet loss ratio than
the existing PKI based security schemes especially when
the traffic is becoming denser while maintaining acceptable
packet latency. The proposed scheme is feasible due to the
unique features of VANETs, such as a fixed message release
interval, and temporally stable geographical groups which will
be discussed later.
The remainder of the paper is organized as follows. Section
II discusses the related work. Section III presents the proposed
TSVC scheme. In Section IV, the security of the proposed
scheme is analyzed. Performance evaluation is presented in
Section V through extensive simulation. Finally, Section VI
concludes the paper.
II. R ELATED W ORK
A number of previous studies have tackled the issues
of security and privacy in VANETs [3]–[6]. Raya et al in
[3] introduced a security protocol in VANETs by way of
installing a large number of private keys and the corresponding
anonymous certificates (probably 43,800 certificates) for each
vehicle. A vehicle randomly selects one of the anonymous
certificates and uses its corresponding private key to sign each
launched message. The other vehicles use the public key of the
sender enclosed in the anonymous certificate to authenticate
the source of the messages. Instead of taking any real identity
information of the drivers, these anonymous certificates are
generated by taking the pseudo IDs of the vehicles. Each
certificate has a short life time to meet the driver’s privacy
requirement. Also, the whole list of anonymous certificates
corresponds to a unique real identity of the drivers are kept
by the authorities in order for the police to verify the realworld identities of the vehicle owners in the occurrence of
any possible traffic dispute.
The Vehicle Safety Communications (VSC) project group
[4] proposed to using a list of short-lived anonymous certificates to keep the privacy of the drivers. The certificates are
blindly signed by the Certificate Authority (CA) in order to
deal with the insider attacks, e.g., CA abuses its authority and
mishandles driver information. A linkage marker is devised
for the escrow authorities to connect the blindly signed anonymous certificates with the corresponding vehicle together. In
[5], a security protocol based on group signature and Identitybased signature scheme was proposed to meet the unique
requirements of vehicular communication networks. The proposed protocol not only guarantees security and privacy, but
also provides easy traceability property when the identity of
the sender of a message has to be revealed by the authority.
In [6], a secure traffic aggregation scheme was developed to
minimize the communication overhead and initiate a tradeoff
between the security and efficiency. First, the map or the geographic region is dissected into predetermined small cells (e.g.,
every 400 meters along the road), each of which determines a
dynamic vehicle group. A unique group leader is automatically
elected as the one who is the closest to the geographic center
of the cell. The dissemination of messages is delegated to
each group leader who performs message aggregation for all
the vehicles in the group and forwards the messages to the
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neighboring groups. Although this scheme may yield low
communication overhead, the vehicle closest to the center of
a cell may change frequently, leading to a frequent update of
the group leader of a cell (e.g., once in a few seconds). The
update of the group leader consumes all the efforts such as
negotiation and reselection of the leader, and aggregation of
new signatures. Therefore, the scheme can be further improved
in terms of the efficiency and practical applicability. This paper
aims to reduce the overhead incurred in the security scheme
without compromising the security and privacy preserving.
Compared with [6], we follow a more natural and dynamic
approach to group the vehicles on the road. In addition, a
designated group leader is not required, which largely reduces
the resultant computation overhead in negotiating for a new
group leader, identifying group members, or realizing the roles
as relay nodes, etc.
III. T IMED E FFICIENT AND S ECURE V EHICULAR
C OMMUNICATIONS S CHEME
A. Preliminaries
1) One-Way Hash Chain: One-way hash chain was first
proposed in [8] for the secure password authentication, which
quickly became an important cryptographic primitive in many
other applications, such as micropayment systems [9], secure
data forwarding in wireless ad hoc networks [10], and stream
data authentication [11]. A one-way hash chain is a repeated
application of a hash function H(x) to randomly selected seed
S, which has the following properties:
• H(x) can take a message of arbitrary-length input and
produce a message digest of a fixed-length output;
• Given x, it is easy to compute y = H(x). However, it is
hard to compute x = H −1 (y), when given y.

• Given x, it is computationally infeasible to find x = x

such that H(x ) = H(x);
• It is computationally infeasible to find any two pair x



and x such that x = x and H(x ) = H(x).
The operation result of the hash function for n − 1 times is
denoted as h1 , h2 , · · · , hn , respectively, where h1 = H(h2 ),
hi−1 = H(hi ), hn = S, 1 < i ≤ n. h1 is called the tip or
the commitment of the chain. Then, the holder of the hash
chain can release the chain elements in the opposite order
of the order that the chain is generated. In this way, any
hash chain element can be kept secret until it’s released, and
upon receiving a chain element, its authenticity can be easily
validated with a simple hash operation.
One-way hash chain can always be used to reduce the
authentication load of a series of messages. However, the main
problem of the hash chain mechanism is the lack of ability in
handling message loss. Further, the traditional one-way hash
chain has a fixed length, but the number of messages varies
with application. In addition, the messages to be authenticated
should be known in advance which incurs a big constraint for
most real time applications.
2) TESLA Authentication Protocol: TESLA is an efficient
and message-loss tolerant protocol for broadcast authentication with low communication and computation overhead [7].
It is widely used in areas of sensor networks [12]. It uses
one-way hash chain where the chain elements are the secret
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keys to compute message authentication code (MAC). With
TESLA, a sender sends data packets at a predefined schedule,
which has been known in advance to the receivers as well
as the commitment to a hash chain as a key commitment.
Each hash chain element as a MAC key corresponds to a
certain time interval. For each packet, the sender attaches
a MAC tag to it. This MAC tag is derived using the next
corresponding MAC key in the hash chain based on negotiated
key disclosure delay schedule between the sender and the
receiver. Obviously, upon receiving the packet, the receiver
can’t verify the authenticity of the packet yet. After key
disclosure delay, the sender discloses MAC key, and then the
receiver is able to authenticate the message after verifying
the released MAC key is indeed the corresponding element of
the chain. One requirement for TESLA scheme is the loose
synchronization among the nodes. The disadvantage is the
delayed message authentication.
B. System Formulation
Let each vehicle act as a leader and form a dynamic
group with the current neighboring vehicles that are within its
transmission range. In Fig. 2, vehicles O1 , N1 , N2 , and N3
form a vehicle group with vehicle O1 as the leader. Obviously,
a vehicle may belong to many dynamic groups, e.g., vehicle
N3 belongs to group B with vehicle O2 as the leader as well.
We assume that the maximum delay of a message traveling
within a typical transmission range over a wireless channel
can be estimated. In [4], the estimated communication latency
is identified to be about 10ms. Also, all the vehicles are
loosely synchronized, which can easily be achieved by some
time synchronization protocols [7], [13], [14]. Currently, there
exist two methods for the sender and the receivers to be time
synchronized, i.e., direct time synchronization and indirect
time synchronization [15]. Considering the high-mobility of
vehicles in VANET and loose time synchronization requirement, we prefer all the vehicles synchronize securely via an
external time reference, i.e., indirect time synchronization. For
example, each vehicle is equipped with a highly accurate
atomic clock and then the clock can be synchronized to a
central time server during its annual or bi-annual vehicle
check, such as license renewal, emission test. We divide
the message authentication into two categories based on the
message type: routine message and emergency message, where
the former one obviously dominates the total traffic amount
while the latter one is much less frequent. In this work, we
concentrate on solving the former one.
The general idea of the proposed scheme for the routine
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traffic related messages is described as follows. As a sender,
a hash chain is generated in advance before using them
as encryption keys to generate MAC codes. A signature is
produced for the first message with the conventional public
key signature technique. For the following messages, on the
other hand, the MAC tag of each message is computed with
the corresponding encryption key in the hash chain, which is
disclosed after a short delay. Messages can be authenticated
when the encryption keys are released. Based on the expected
transmission delay of each message along with the serial
number of the key used in a hash chain, the receiver can check
whether the next hash key used to generate the MAC tag of the
received message has been released or not. If not, the message
should be discarded to prevent message forgery attack.
Emergency messages that are sent with a much lower
frequency are processed at higher priority. Normal signature
and verification schemes are adopted, where the best security
assurance and a constant delay can be achieved.
C. TSVC Scheme
1) Vehicle Group Formation: One of the unique features
of VANETs is that the vehicles driving on the highway
maintain a temporally stable relative distance with the neighboring vehicles. Since the communication range is typically
250m ∼ 1000m [1], this neighborhood relationship may last
from several seconds to several minutes according to the
driving speed of individual vehicles. By taking advantage of
this property, we can group the vehicles according to their
physical locations. For a specific vehicle O1 , all the other
vehicles that are within its one-hop communication range are
defined as in the same group as O1 . The group relationship
is dynamic and is updated when any other vehicle comes into
the communication range or any group member leaves the
group. The majority of the group members remain stable for
a comparatively long time.
2) TSVC Scheme: Let all the vehicles be installed with a
list of anonymous public/private key pairs < P Ki , SKi > in
the vehicle registration phase or annual check-up, where the
corresponding anonymous certificates are Certi with pseudo
identities P V IDi as its certificate identities [3]. For the
purpose of traceability, vehicle registration authority keeps
records of those anonymous certificates and their corresponding real identities. Each pair of keys has a short life time,
e.g., a few minutes. Each vehicle has to generate a hash chain
h1 , h2 , ..., hn initiated from a random seed S, where hn = S,
and hi = H j−i (hj ) with i < j. Each element in the hash
chain is in charge of generating a number of MAC codes for
a number of messages as the cryptographic keys and will be
released after a short delay δ which is called key disclosure
delay. Without loss of generality, we assume the number of
messages each encryption key works on is 1; thus, each hash
element will generate one MAC code for one message. Also
we set the time interval in TESLA authentication protocol as
the packet release interval which means one data packet and
its corresponding key release packet are generated during one
time interval.
The length of the hash chain can be predetermined according to the life time of each anonymous certificate and

h1
P1 Kr_P1

h2
P2 Kr_P2

h3
P3 Kr_P3

h4
P4

Kr_P4

h5
P5 Kr_P5

packet release interval

* hi is the hash element encapsulated in the key release packet Kr_Pi ,
and also is the key used to calculate MAC of the data packet Pi .

Fig. 3.

Relationship between a hash chain and the corresponding packets

the message sending interval. Once the anonymous public
key pairs are updated, a new chain is initiated and comes
into role. Note that all the hash chains can be initialized in
advance before going into function to reduce system operation
delay. Let the routine safety messages sent by a vehicle be
denoted as M1 , M2 , ..., Mk , and Mi is encapsulated in packet
Pi , 1 ≤ i ≤ k. Further, let packets be launched with a fixed
interval of 300ms. The packet authentication process is shown
in Fig. 3:
There are two categories of packets. The first category is
called data packet, denoted as Pi , which is specialized in
sending data information while the second category is the Key
Release Packet (KRP), denoted as kr_Pi , which is dedicated
for releasing the encryption keys hi . Such a design is to reduce
the packet end-to-end delay because the interval between two
traffic safety packets are usually longer than the maximum
tolerable human reaction latency. KRP is disclosed a fixed
time δ after the previous data packet is released.
The proposed security scheme is illustrated in Fig. 4. For an
arbitrary sender O, it generates the MAC tags of the messages
using hj as the encryption keys, where 1 ≤ hj ≤ n. Therefore,
the data packet to be sent has the following format:
Pj = P V ID, Mj , M AChj (Mj ||Tj ), Tj , index, j ≥ 1 (1)
where Mj is the safety message, P V ID is the pseudo ID of
vehicle O, which is kept in accordance with the ID that is
being used in the current public key certificate CertO ; Tj is
the time when the sender sends the data packet, which is used
to defeat replay attack.
Then, the sender O prepares the first key release packet by
signing the commitment of the hash chain h1 according to the
traditional public key based signature techniques, and the first
key release packet has the following format:


kr_P1 = P V ID, SigSKO (h1 , index, T1 ), h1 , index,

T1 , CertO ,

(2)
where h1 is the key, which is used to generate the MAC tag for
the first message M1 , CertO is the currently used anonymous
public key certificate, SKO is the corresponding private key

to CertO , T1 is the time when the sender sends the first key
release packet, and index represents the index of the current
hash value in the hash chain that O is releasing in the packet,
i.e., 1 for the first key release packet. It is worth pointing out
that the KRP is released δ seconds later than the previous data
packet. The following key release packet has the following
format:
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Source O
First Message:
Generate hash chain h1 , h2 , · · · , hn
Generate the first message M1
Compute M ACh1 (M1 ||T1 )
P1 = P V ID, M1 , M ACh1 (M1 ||T1 ), T1 , index
Wait for δ seconds

σ = SignSKO (h1 , index = 1, T1 )

kr_P1 = P V ID, σ, h1 , index, T1 , CertO 
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Receivers R1 , · · · , Rn

P

1
−
−−−−−
−−−
→

Buffer P1

kr_P

1
−−−−−−−−
−→



?

VP KO (h1 , index, T1 , σ) = 1
If yes, accept kr_P1
If no, drop it
?

M ACh1 (M1 ||T1 ) = M ACk1 (M1 ||T1 )
If yes, accept P1
If no, drop it

···
Following Messages:
Generate Message Mj ,j > 1
Compute M AChj (Mj ||Tj )
Pj = P V ID, Mj , M AChj (Mj ||Tj ), Tj , index

Pj

−
−−−−−−−−
→
Wait for δ seconds

kr_Pj = P V ID, hj , index = j, Tj , j > 1

Buffer Pj

kr_Pj

−−−−−−−−−→

?

Verify hi = H j−i (hj )
(i is the last successfully received key)
If no, drop it
If yes, continue. Verify
?

M AChj (Mj ||Tj ) = M ACkj (Mj ||Tj )
If so, accept and consume Mj
Otherwise drop it
* k1 and kj are the hash elements in kr_P1 and kr_Pj respectively.
Fig. 4.

The proposed security scheme



kr_Pj = P V ID, hj , index = j, Tj , j > 1,

(3)

where hj is used to generate the MAC tag for message Mj .
Upon receiving the first data packet, the receivers simply put
the received packet in the buffer and wait until the first key
release packet arrives1 . After receiving the first key release
packet that is signed by the source of the message, the
receivers perform the following verification after validating
the sender’s anonymous certificate CertO :
⎧


?
⎪
⎨ VP KO (h1 , index, T1 , SigSKO (h1 , index, T1 )) = 1,
where index = 1;
⎪
?
⎩
M ACh1 (M1 ||T1 ) = M ACk (M1 ||T1 ),

(4)

where k is the h1 contained in the first key release packet.
Therefore, it is crucial for vehicle O’s neighboring vehicles
to receive the first key release packet in order to authenticate
the data packets from O. Basically, there are two ways to
accomplish it by either using any mobile reliable broadcast
protocol [20] or treating the missed vehicles as newly joining
group members, which will be discussed in Section III-D3.
1 Whenever

receiving any packet, the receivers first checks if the timestamp
found in packet is reasonable, and if so, continue. Otherwise, the receivers
drop the packet since the receivers could be subject to replay attack.

The receivers will then store the information such as the
P V ID and T1 in order to synchronize the later packets that
are sent by the same source. In case the verification fails,
the packet is dropped. Otherwise, every receiver keeps an
entry (packet#, source, c1 , Lif etime) in its local cache table
corresponding to the sender O, in which it stores the packet
index, i.e., 1, to the field packet#, P V ID to the field source,
the authenticated hash chain element h1 to c1 . Lif etime
serves as a timer controlling how long the entry is active.
If the timer hits 0, the entry is expired, and removed from the
receiver’s cache table. Whenever a new packet arrives from
a source, the receivers update the timer of the corresponding
entry in the table.
When receiving data packet Pj , j > 1, the receivers simply
put the received packet in the buffer without trying to verify
them. As soon as the next key release packet kr_Pj arrives, the
receivers will start to verify the previous data packet. At first,
the receivers will check the legitimacy of the received hash
chain member, which is done by checking if the following
equation holds,
H j−packet# (hj ) = c1

(5)

where hj is included in the key release packet kr_Pj , and
c1 and packet# are from the entry corresponding to P V ID,
which is found in its local cache table. If the Eq. 5 does
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not hold, the packet kr_Pj is dropped; otherwise, the receivers start to validate the data packet Pj by checking if
M ACkj (Mj ||Tj ) = M AChj (Mj ||Tj ), where Mj , Tj and
M AChj (Mj ||Tj ) are the previously buffered values of the
data packet, kj is the hash element in kr_Pj . If the verification
succeeds, Pj is accepted and consumed by the application
layer, and then, in the entry corresponding to P V ID, the
receivers update the first and third fields with index and hj
along with a new timer for the last field; otherwise, Pj is
dropped.
In summary, the proposed scheme can achieve the same
guarantee on the message integrity, anonymity, and authenticity as the traditional PKI based schemes, which will be
detailed in Section IV. In spite of the anonymity among the
public, the scheme can well maintain a conditional traceability
property for the authorities such as police, because all the
accepted messages can be uniquely tied to an anonymous
public key certificate of its sender. Thus, by checking this
unique public key certificate, the authority can trace the unique
real world identity of the message sender as that in the
traditional PKI based schemes.
3) Security Requirement and Key Disclosure Delay δ: The
security requirement to prevent the message forgery attack
for the TSVC scheme is that the key release waiting time
should be longer than the time for a message to travel from
the source to all the recipients. If any receiver r can receive the
released key before the original data packet arrives at another
receiver, e.g., r, receiver r who holds the key can forge a
message by generating a valid MAC tag to this message and
sending the tagged message to r. Note that this forged message
can pass r’s verification. This situation can be avoided by
properly choosing the key disclosure delay δ. In the vehicular
communications with IEEE 802.11p, since the longest transmission range is about 1000m [1], δ should be slightly greater
than the time duration for a message to travel for 1000m
in the wireless channel. In [4], the communication latency
is identified as about 10ms. In our scheme, therefore, δ is set
to be 100ms, which is about 10 times of the communication
latency for the concern to achieve absolute safety that also
can meet the requirement for the maximum allowable latency.
This parameter setting will be verified through simulation as
presented in section V.
Before performing a normal message authentication process as discussed above, validity of the messages needs to
be checked to see if the security requirement can be met.
This means the receivers have to know which interval that
packet belongs to and whether the corresponding key has
been released already. If it is not true, the packet is dropped
without trying to authenticate it. Note that due to the stringent
time requirement of the real time applications in VANETs,
late or outdated messages should be dropped. Therefore, if a
message arrives after the maximum allowable latency such as
the maximum human’s reaction time, the message should be
dropped without putting it into the buffer.
D. Discussion
1) The Capability to Deal with Message Loss: Wireless
communication channels are lossy in nature. Inherent from

TESLA which is packet loss tolerant, our scheme is also
packet loss tolerant. If a data packet is lost, no further action
will be taken. On the other hand, if the KRP kr_Pi is lost, the
legitimacy of the previous message can still be verified upon
receiving kr_Pj with j > i. The broken hash chain can be
connected by applying the hash function H(x) j − i times and
checking if H j−i (hj ) = hi . If so, the newly arrived hash value
hj is acceptable. However, if multiple continuous packets are
lost such that the time to wait for the new key release packet
is longer than the maximum tolerable message delay, Mj is
neglected. In that case, the subsequent messages can still be
authenticated when new data packets arrive as we discussed
in section V.
2) Bandwidth Efficiency: We analyze the reduction of
bandwidth consumption due to the decrease of the average
packet size compared with the regular public key based
protocols.
For a signed message, additional load caused by security
is the length of the certificate of the public key 2 and the
digital signature of the message. Among the existing digital
signature schemes such as RSA, DSA, ECDSA, and BLS,
the most appropriate candidate for the VANET application in
terms of the packet overhead and verification time is ECDSA3 .
The minimum additional space caused by ECDSA is 181 bytes
for each message, including the digital signature and public
key certificate. Thus, the total length of a traditional signed
packet is around 281 bytes including the message payload
which is around 100 bytes [4].
To evaluate the average cost of delivering a message in our
scheme, we assume that the first KRP are signed with the
ECDSA scheme and the used hash algorithm is SHA-1; the
life time of an anonymous certificate is 10 minutes; routine
traffic messages are sent every 300ms. Thus, the total number
of routine traffic messages Ntotal is 2000. The length of data
packet is
⎧
⎨ LPi
⎩

= LMi + LP V ID + LMAC + LT + Lindex
= 100 + 4 + 20 + 4 + 4
= 132 bytes,

(6)

where timestamp and P V ID are taken as 4 bytes each,
respectively. The length of the first KRP is
⎧
Lkr_P1
⎪
⎪
⎨
⎪
⎪
⎩

= LP V ID + Lsig + Lhash + Lindex
+ LT + LCert
= 4 + 56 + 20 + 4 + 4 + 125
= 157 bytes,

and the length of the subsequent KRP is
⎧
⎨ Lkr_Pi = LP V ID + Lhash + Lindex
= 4 + 20 + 4
⎩
= 28 bytes, i > 1,

(7)

(8)

where index is taken as 4 bytes. Therefore, the average packet
length due to the cryptographic algorithm in our scheme is:
2 We assume that a signing certificate for an OBU is used in our scheme,
and the size of an OBU signing certificate is about 125 bytes [27].
3 We assume that ECDSA-224 is used.
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⎧
LavgP
⎪
⎪
⎨
⎪
⎪
⎩

= (Lkr_P1 + LPi × NP + Lkr_Pi
× (Nkr_P − 1))/Ntotal
= (157 + 132 × 2000 + 28 × 1999)/2000
≈ 160 bytes,

v

(9)

which is much shorter than that of the traditional PKI based
digital signature schemes.
3) Tolerating Group Membership Fluctuation: We investigate how to mitigate the impact due to dynamic vehicle
group membership fluctuation while maintaining acceptable
communication consumption and authentication delay.
The memberships of a group may fluctuate when a vehicle joins or leaves the group. Clearly, the case that the
vehicle leaves the transmission range can be easily handled
by removing the group leader’s entry in its local cache table
after a time threshold. The reason that the leaving vehicle
keeps the information record of the group leader briefly
is to avoid temporary group membership changes. On the
other hand, when a vehicle (denoted as A) newly joins the
group of vehicle (denoted as O), A needs to catch up with
the authentication key information contained in the first key
release packet kr_P1 in order to authenticate any possible
received message from O. Intuitively, this issue could be easily
solved if A could obtain the first authenticated tip of hash
chain kr_P1 from O, by which A can verify this signed tip
of the encryption key h1 and subsequently authenticate any
received message from O. Therefore, it is straightforward and
effective in dealing with the membership fluctuation when
the fluctuation rate is low; however, it may be subject to
heavy signaling and processing overhead when the membership fluctuation is serious. In the following, we introduce an
alternative approach where the first authenticated tip of the
hash chain kr_P1 with key release packets is periodically
broadcast by each vehicle group, in order to allow a newly
joining vehicle to authenticate its received messages at the
expense of additional bandwidth assumption in the periodical
broadcasting as well as longer authentication delay. It is clear
that determining the length of broadcasting period becomes an
issue of design, where taking a larger (or smaller) broadcast
interval leads to less (or more) bandwidth consumption yet
longer (or shorter) authentication delay. Note that the traffic
routine/safety messages are designed to provide early warning
to the other drivers, and the late arrival of routine/safety
messages may significantly diminish their effectiveness. Thus,
it is challenging to initiate a graceful tradeoff between the
authentication latency and the bandwidth consumption in the
effort of periodically broadcasting the tip of hash chain.
We first consider a single-lane highway scenario as shown
in Fig. 5, where vehicle A is entering the transmission range
of O. We are interested in how many vehicles are affected by
the test slot in the proposed security mechanism. Assume that
each vehicle is at the center of an imaginary cell defined by
its transmission range R, and the vehicle location on highway
are randomly distributed according to a uniform distribution
with density η vehicles per unit kilometer. This assumption has
been widely adopted in traffic flow modeling [16]–[18]. The
probability density function of the distance between vehicle
A and reference vehicle O is given by
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Single-lane highway scenario

f (l) =

1
, 0 ≤ l ≤ T (v − v0 )max ,
T (v − vo )max

(10)

where l denotes the distance between A and O, and v0 and v
are the reference velocity and entering velocity, respectively.
This assumption is reasonable due to the following aspects: 1)
in any time snapshot each vehicle may have equal probability
of being placed on the lane segment; 2) regularly, there are few
hotspots on the highway which have higher density than other
areas on the road. In the city, we can frequently see that some
areas are crowded with cars, such as taxi loading/unloading
area, but vehicles seldom gather on the highway under normal situation. Moreover, v is assumed to follow a truncated
Gaussian distribution with parameter (v, σ). On the highway,
drivers must observe the speed restrictions; however, there
are still a few overspeeding vehicles and low speed vehicles.
Khoury et al in [19] used the FHWA(Federal Highway Administration) Highway Statistics 2002, and applied the MonteCarlo simulation model as well as a closed form analytical
estimation model to demonstrate that the vehicle speed on the
highways fit into a truncated Gaussian distribution. Thus, the
probability that A enters the O’s virtual cell in test time T is
denoted as P (l − R < (v − v0 )T |v), and can be expressed as:
⎧
PT
⎪
⎪
⎪
⎪
⎪
⎪
⎪
⎪
⎨
⎪
⎪
⎪
⎪
⎪
⎪
⎪
⎪
⎩

= P rob{one vehicle enters the
  transmission range within T}
=

P (l < (v − v0 )T + R|v)f (v) dldv
 vH
1
√
=
((v − v0 )T
σ 2πT (v − v0 )max vL
2
+ R) · exp(− v−v
2σ2 ) dx, where v > v0

(11)

or PT = 0, v ≤ v0 . On a single lane, each vehicle has
the probability of entering the reference cell, PT , which can
be regarded as a "success" trial; and the probability of not
entering, 1 − PT , can be regarded as a "failure" trial. If the
number of vehicles on the lane, which is approximated by
ηT (v − v0 )max , is supposed to be n independent trials, we
can use the Binomial distribution to model the distribution of
the number of vehicles entering the reference cell. Then, the
average number of entering vehicles is given by
E[k] = nPT

(12)

where n is the number of vehicles on the lane, which can be
approximated by ηT (v − v0 )max .
Notice that with the assumption of uniform distribution
for the vehicles along each lane, single-lane scenario can be
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easily extended to a multiple-lane scenario by multiplying the
number of lanes to attain E[k]. Because of the radio reflection
among vehicles, the virtual cell may be taken as a rectangle,
which validates our assumption.
Fig. 6 shows the average bandwidth consumption of each
message corresponding to different broadcast intervals for
disseminating the authenticated tip of hash chain. It is observed that the larger the broadcast interval is, the smaller the
average bandwidth is consumed by each message. In addition,
the bandwidth consumption decreases less significantly after
the broadcast interval reaches around 10. More interestingly,
the saving of bandwidth becomes steady after the broadcast
interval is greater than 20. Thus, with the simulation configurations, it is suggested that the broadcast interval is set to
around 6 seconds, which is the knee in the curve obtained in
the analysis, such that the vehicles can fully enjoy the most
rapid decrease of bandwidth consumption while increasing
broadcast interval.
Also, from Fig. 6, we observe that the saving of bandwidth
usage is very limited when T = 20 is used as the broadcast
interval instead of 10. Based on the fact that a vehicle is able
to sense the velocity of an approaching vehicle, our suggested
policy for achieving adaptive authenticated tip broadcasting is
described as follows. When a vehicle observes that there is a
large velocity deviation among neighboring vehicles, it takes
a small broadcast interval, such as T = 10, which can help it
to achieve an acceptable authentication delay at the expense
of larger bandwidth consumption. Otherwise, it takes a normal
broadcast interval such as T = 20 in order to obtain the
optimal gain between the authentication delay and bandwidth
consumption.
Next, we investigate the impact of adopting the proposed
periodic broadcasting mechanism on newly joining vehicles.
Let the average velocity v on a highway be 100km/h. Fig. 7
illustrates the average number of affected vehicles (denoted as
E[k]) versus vehicle velocity standard deviation (denoted as σ)
with respect to different broadcast intervals. It is observed that
under small σ, the number of affected vehicle is moderate and
does not necessarily increase significantly with the increase

0

Fig. 7.
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of σ. However, the number of affected vehicle increases
significantly with the increase of σ when σ is large. This
indicates that the length of broadcast interval may impose a
significant impact on the proposed mechanism in terms of
the average number of affected vehicles, especially when σ is
large.
IV. S ECURITY A NALYSIS
The security of the proposed TSVC scheme is analyzed as
follows.
• Data source privacy: The privacy of the data source is
well protected because each vehicle is preloaded with a
list of anonymous public/private key pairs as well as their
corresponding public key certificates at the initialization
stage. When a vehicle broadcasts the data packets, it just
needs to pick up one pair of keys, where the private key
is used to sign the first key release packet. Therefore, the
real identity will not be disclosed during the whole TSVC
scheme since only the pseudo ID of the data source has
been used. Furthermore, since each anonymous public
key certificate has a short life time, it is difficult to track
an individual driver by way of an anonymous certificate.
• Traceability: The authorities can always reveal the real
identities of the message senders by looking up in the
database for matching between a real identity and the
pseudo ID in order to guard the truth when there is any
dispute.
• Data source authentication: With the proposed TSVC
scheme, the data source can be efficiently authenticated
to fit into the vehicular communication scenarios, which
is described as follows: The first key release packet was
signed by a private key corresponding to one anonymous
public key certificate, where ECDSA is used. Since
ECDSA is a secure and efficient digital signature scheme,
anyone can explicitly authenticate the first key release
packet. Afterwards, the key enclosed in the first key
release packet can then be used to authenticate the first
data packet. At the same time, since the secure one-way
function is employed in the scheme, the subsequently
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TABLE I
SIMULATION CONFIGURATION
Highway simulation range
2500m ∗ 50m
City simulation range
500m ∗ 500m
Communication range
300m
Simulation time
100s
Channel bandwidth
6M bs
Wireless Protocol
802.11
Pause time
0s
Digital signature signing delay
1.52ms
Message verification delay
4.14ms
MAC generation/verification delay
1ms
Length of TSVC data packet
120 bytes
Length of signed message
200 bytes
Buffer size for TSVC
80 packets *
Buffer size for PKI
2 packets
* The buffer size should be large enough to store the number of messages
that will be received during the key disclosure delay δ.

Fig. 8.

•

A city map generated by [22] with span of 500 meters

arriving data packets can also be fast authenticated. If
an adversary can forge the first authenticated key release
packet, it will contradict with the hardness of the elliptic
curve discrete logarithm problem. On the other hand, if
an adversary can forge the latter authenticated packets,
it will contradict with the one-way assumption of secure
hash function. Therefore, the data source authentication
can be achieved in our TSVC scheme.
Resilient to the replay attack: Because a timestamp is
embedded into each packet to verify its validity, the
replay attack is also prevented.
V. P ERFORMANCE E VALUATION

Simulation is conducted to verify the efficiency and applicability of the proposed scheme using ns-2 [26]. We are
interested in the system performance concerning with the
average Packet Delay (PD) and average Packet Loss Ratio
(PLR) under the proposed security scheme, which is further
compared with a number of traditional public key based
security schemes. For the PLR, we only consider the packet
loss caused by security mechanisms instead of lossy wireless
channels.
Roadside communication on both scenarios of highway
and city traffic supporting three lanes in each direction is
simulated. In the highway scenario, each vehicle is first
located with an even inter-vehicle distance and then starts
traveling with a uniformly random speed within a range of
v ± 10km/hr, where v is the average velocity of each vehicle
in the simulation. In the city scenario, in order to fully estimate
the real world city road environment and vehicular traffic,
we use the mobility model generation tool developed in [22],
which is specialized to generate realistic traffic scenario files
for vehicles in ns-2. This tool takes advantages of the publicly
available Topologically Integrated Geographic Encoding and
Referencing (TIGER) database from the U.S. Census Bureau,
which contains detailed street maps for each city in the
USA. The map adopted in the simulation is in Fig. 8 which

corresponds to a part of the Afton Oaks area, Houston, TX,
USA. Vehicles are first scattered randomly on one intersection
of the roads and repeatedly move towards another randomly
selected intersection along the path constrained by the map.
Vehicles are driving with a random fluctuation range of
5miles/hr according to the road speed limit that ranges from
35 ∼ 75miles/hr. All the simulation parameters are listed in
Table I.
We first run a simulation to test the message transmission
time through the wireless channel based on the highway
situation with IEEE 802.11p. Because most of the transmission
delay is incurred by wireless channel contention, which means
the longest transmission time happens when the density of the
traffic is the highest, we simulate the crowded traffic scenario
in which the communication range is set as 300m, and the
inter-vehicular distance is set as 5m. From the simulation result, the longest transmission delay is 6.467ms. Therefore key
disclosure delay δ for the later experiments is conservatively
set as 100ms which is much larger than the actual delay and
thus ensures the absolute security.
We then run two sets of simulations. The first set of simulations investigates the impact of the vehicle’s moving speed
in high way scenario, whereas the second set of simulations
investigates the impact of vehicle’s density in both highway
and city scenario.
The metric of PD is composed of all the periods since the
moment that the data packet is formed at the sender’s side from
the application layer to the moment that the receiving vehicle
has the opportunity to react to the received data. Therefore,
the latency for a successful transmission of a message is given
by
1

tsign (M )+ttrans +tqueue +tverif y (Cert)+tverif y (M ) (13)
for the traditional public key based protocols, and
ttrans + tqueue + tverif y (M AC) + t1−hash

(14)

for the TSVC scheme. The delay induced by any cryptographic
operation in the proposed scheme is automatically considered
as ns-2 simulation delay according to the measurement of
those algorithms based on cryptographic library MIRACL
[25].
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In the first set of simulations, v (i.e., the average speed of
the vehicles) is changed from 10m/s ∼ 40m/s (36km/hr ∼
144km/hr). The initial inter-vehicle distance is 30 meters.
The simulation results on the PD and PLR are shown in
Fig. 9. In both of the schemes, the variation of speed does
not affect much on PD and PLR. It can be seen that the
proposed TSVC scheme yields larger PD which is negligibly
higher than the key disclosure delay δ. The delay for TSVC is
slightly higher than 100ms. According to [4], the maximum
allowable message latency is around 100ms to meet the human
beings’ reaction. Thus, both of the two schemes can meet this
requirement. For PLR, TSVC yields much lower packet loss
ratio compared with that of PKI based schemes under this
normal traffic density.

In the second set of simulations, the impact of node density
for both highway and city traffic is studied. The city traffic has
different traffic model with highway scenario and is usually
denser than that in the highway. From Fig. 10, it can be seen
that TSVC has higher but acceptable packet delay than PKI.
Moreover, the packet delay for both of the two schemes does
not vary a lot with the increase of the traffic density. From
Fig. 11, the traditional public key based protocol suffers a
much higher packet loss ratio which has reached to 47% when
the vehicle density is greater than 40 which makes it infeasible
in practical use; however, our TSVC scheme maintains stable
packet loss ratio which is not affected by the increase of the
vehicle density.
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VI. C ONCLUSIONS
We have proposed a novel TSVC security scheme for
achieving efficient and secure vehicular communication,
which not only meets the various security requirements
and the driver’s conditional privacy requirement, but also
achieves high efficiency in terms of packet overhead and
computation latency. We have demonstrated its practicality
to the real-world applications. Our current research is to
investigate the secure key revocation of compromised vehicles
in VANETs, which is an important issue for any security
scheme.
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