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Abstract—Frequency hopping-based anti-jamming techniques
are not always applicable in vehicular ad-hoc networks (VANETs) due to the high mobility of onboard units (OBUs) and the
large-scale network topology. In this paper, we use unmanned
aerial vehicles (UAVs) to relay the message of an OBU and
improve the communication performance of VANETs against
smart jammers that observe the ongoing OBU and UAV communication status and even induce the UAV to use a specific
relay strategy and then attack it accordingly. More specifically,
the UAV relays the OBU message to another roadside unit (RSU)
with a better radio transmission condition if the serving RSU is
heavily jammed or interfered. The interactions between a UAV
and a smart jammer are formulated as an anti-jamming UAV
relay game, in which the UAV decides whether or not to relay
the OBU message to another RSU, and the jammer observes the
UAV and the VANET strategy and chooses the jamming power
accordingly. The Nash equilibria of the UAV relay game are
derived to reveal how the optimal UAV relay strategy depends
on the transmit cost and the UAV channel model. A hotbooting
policy hill climbing (PHC)-based UAV relay strategy is proposed
to help the VANET resist jamming in the dynamic game without
being aware of the VANET model and the jamming model.
Simulation results show that the proposed relay strategy can
efficiently reduce the bit error rate of the OBU message and
thus increase the utility of the VANET compared with a Qlearning based scheme.
Index Terms—VANET, jamming, reinforcement learning,
game theory, unmanned aerial vehicles.

I. I NTRODUCTION
Vehicular ad-hoc networks (VANETs) support vehicle-tovehicle communications and vehicle-to-infrastructure communications to improve the transmission security, help build
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unmanned-driving, and support booming applications of onboard units (OBUs) [1]. The high mobility of OBUs and
the large-scale dynamic network with fixed roadside units
(RSUs) make the VANET vulnerable to jamming [2]. A
jammer sends faked or replayed signals and aims to block the
ongoing transmissions between OBUs and the serving RSUs.
By applying smart radio devices to observe the ongoing
VANET communication and evaluate the underlying policy, a
smart jammer not only has flexible control over the jamming
frequencies and signal strengths but also induces the VANET
to use a specific communication strategy and then attacks it
accordingly.
The anti-jamming communication of VANETs can be
significantly improved by using unmanned aerial vehicles
(UAVs) to relay the OBU message. Being faster to deploy,
UAVs generally have better channel states due to the lineof-sight (LOS) links and smaller path-loss exponents [3], [4]
when they communicate with OBUs and RSUs, compared
with the serving RSUs at a fixed location on the ground that
might be severely blocked by a smart jammer. Therefore,
UAVs help relay the OBU message to improve the signalto-interference-plus-noise-ratio (SINR) of the OBU signals,
and thus reduce the bit-error-rate (BER) of the OBU message,
especially if the serving RSUs are blocked by jammers and/or
interference.
Game theory has been used to study the anti-jamming
power control in wireless networks [5], [6]. However, to our
best knowledge, the jamming resistance in the UAV-aided
VANETs is still an open problem. In this paper, we formulate
an anti-jamming UAV relay game, in which the UAV decides
whether or not to relay an OBU message to another RSU,
and the smart jammer chooses its jamming power under a
UAV channel model with the path loss, log-normal shadowing
and Rayleigh fading [7]. The Nash equilibria (NEs) of the
game are derived and the conditions that each NE exists
are provided to disclose how the VANET transmission, the
jamming model and the UAV channel model impact the
BER of the OBU message in the UAV-aided VANET against
jamming.
The UAV relay process in the dynamic game can be viewed
as a Markov decision process (MDP), and thus reinforcement
learning (RL) such as Q-learning can achieve the optimal
strategy via trials-and-errors if the game is long enough [8],
[9]. As a model-free RL technique for the mixed-strategy
game, the policy hill climbing (PHC) algorithm can achieve
the optimal policy without knowing the jamming model and
the VANET model [10]. Compared with Q-learning, the PHC-
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based relay strategy that provides more randomness in the
decision can fool the jammers with uncertainty. Therefore,
we propose the PHC-based UAV relay strategy to improve
the anti-jamming performance of the VANET communication.
In this scheme, the jammer cannot predict the optimal relay
policy and thus cannot attack the UAV accordingly.
As a type of transfer learning [11], the hotbooting technique
is applied to accelerate the learning process and thus improve
the VANET communication performance against jamming.
More specifically, the hotbooting technique initializes the
value of the quality function or Q-function for each actionstate pair with the experiences in similar scenarios to avoid the
random exploration of the standard PHC that initializes the
Q-function with an all-zero matrix. Simulation results show
that our proposed hotbooting PHC-based relay strategy can
efficiently reduce the BER of the OBU message and increase
the utility of the UAV.
The contributions of this work can be summarized as
follows:
• We formulate a UAV relay game to study the resistance
against smart jamming in the UAV-aided VANET. The
NEs of the game and the conditions under which the
NEs exist are provided.
• We propose a hotbooting PHC-based UAV relay strategy
to resist smart jamming without the knowledge of the
UAV channel model and the jamming model. Simulation
results show that this scheme achieves a lower BER of
the OBU message and a higher utility compared with a
Q-learning based relay strategy.
The rest of this paper is organized as follows. We review
the related work in Section II and present the system model
of the UAV-aided VANET in Section III. We present the
anti-jamming UAV relay game in Section IV and study the
anti-jamming UAV relay stochastic game in Section V. A
hotbooting PHC-based UAV relay strategy is presented in
Section VI. Simulation results are provided in Section VII
and conclusion is drawn for this work in Section VIII.
II. R ELATED W ORK
The distributed medium access control (MAC) scheme
as proposed in [12], [13] supports the emergency message
dissemination to reduce the transmission delay in VANETs.
The vehicle-assisted data delivery protocols as proposed in
[14] can forward a packet to a new vehicle on the road with
the shortest data-delivery delay in VANETs. The jamming
detection model formulated in [15] provides the correlation
between jamming detection error and data reception time of
the VANETs. The jamming defense game as formulated in
[16] helps design the defense resource allocation in VANETs.
UAVs have been used to relay mobile messages for ground
terminals. The optimization of multi-antenna UAVs and mobile ground terminals in [7] improves the uplink sum rate in
a wireless relay network. The relay scheme as proposed in
[17] uses UAVs to maximize the capacity of a wireless relay
network. The UAV-aided intrusion detection scheme presented
in [3] uses UAVs to relay the alarm messages regarding lethal
attacks of vehicles to improve the detection accuracy and

reduce the energy consumption in vehicular networks. The
iterative UAV relay algorithm proposed in [18] optimizes the
power control and relay trajectory to improve the throughput
of mobile networks. The UAV-enabled mobile relaying system
as investigated in [19] uses the difference-of-concave program
to optimize the transmit power of the mobile device and the
relay, and maximize the secrecy data rate.
The UAV placement strategy as developed in [20] enhances
the coverage of public safety communications. The UAVaided sensor deployment in [21] improves the localization
and navigation to monitor post-disaster areas. The field tests
in [22] show the impact of the UAV altitude on the communication quality in autonomous vehicles. The UAV-aided
wireless sensor network as investigated in [23] can reduce the
packet loss and power consumption of the network against
node failures. The UAV-assisted data gathering system as
developed in [24] reduces the required execution time and the
energy consumption in wireless sensor networks. The tradeoff
between the coverage and the time required to cover the entire
target area of the UAV is studied in [25] to determine the
number of stop points of the UAV in an underlaid device-todevice communication network.
The ambient noise immunity based anti-jamming algorithm
developed in [26] adjusts the false detection threshold to
improve the packet delivery rate in VANETs. The hideaway
strategy as proposed in [2] determines when to keep silent
based on the packet transmission ratio to improve jamming
resistance. The jamming detection scheme as proposed in
[27] can improve the message invalidation ratio in timecritical networks. The MAC-based jamming detection scheme
as presented in [28] reduces the false alarm rate and the time
required to monitor vehicular networks.
Reinforcement learning techniques have been widely applied to improve security in wireless networks [8], [9], [29].
The non-cooperative power control algorithm as presented in
[29] in the repeated game can improve the throughput of
wireless ad hoc networks. The prospect theory based dynamic
game as formulated in [8] shows the impact of the subjectivity
of end-users and jammers on the throughput of cognitive radio
networks with Q-learning algorithm. The deep Q-network
algorithm as proposed in [9] uses both frequency and spatial
diverting to improve the SINR of the signals and the utility
of the secondary user in cognitive radio networks.
In [30], we formulated a UAV-aided VANET transmission
game with several OBUs and RSUs. In this paper, we extend
the study to the anti-jamming UAV relay stochastic game with
random channel power gains for the OBU-UAV link and the
OBU-RSU1 link, and consider the impact of the UAV-RSU2
distance and the speed of the OBU on the BER of the OBU
message. We also evaluate the dynamic games with a smart
jammer that changes the jamming policy according to the
learning algorithm of the UAV.
III. UAV- AIDED VANET S
A. Network Model
In this work, we consider an OBU that moves along the
road at a speed denoted by v (k) ∈ [0, V] at time slot k, where
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Fig. 2: Markov chain based channel model between the OBU
and RSU1 with N states, where pi,m,n is the probability that
hi changes from Hm to Hn in a time slot.

Fig. 1: Illustration of a UAV-aided VANET, in which the OBU
moving with speed v (k) sends a message at time slot k to
a server via the serving RSU (RSU1 ) and the UAV that is
connected with RSU2 and is less affected by the jammer.

V is the maximum speed and time is partitioned into slots
of a constant duration. The OBU aims to send a message
to a server via several RSUs and a UAV in a time slot,
as illustrated in Fig. 1. The RSUs at fixed locations are
connected via fibers with each other and the server. Equipped
with sensors such as cameras and a global positioning system
receiver, the OBU gathers the sensing information and sends
a message to the server via the serving RSU denoted by
RSU1 . We assume that both the UAV and RSU1 receive the
message from the OBU and then the UAV decides whether
to connect to the server via RSU2 afterwards in the time slot.
For simplicity, the constant channel power gains are assumed
to be constant in each time slot.
(k) (k) (k) (k) (k)
Let d(k) = [d1 , d2 , d3 , d4 , d5 ] denote the topology
(k)
vector of the network at time slot k, where d1 denotes the
(k)
distance between the OBU and RSU1 , d2 is the distance
(k)
between the OBU and the UAV, d3 corresponds to the dis(k)
tance of the jammer-RSU1 link, d4 is the distance between
(k)
the jammer and the UAV, and d5 is the distance between the
(k)
(k)
UAV and RSU2 . The distances d2 and d1 depend on the
speed of the OBU at time slot k. The OBU sends a message to
a server via RSU1 and the UAV that is connected with RSU2
at time slot k with a fixed transmit power P (k) . The SINR of
the signals received by r (r = 1 for RSU1 or r = 2 for the
UAV) sent from the OBU and the SINR of the signals received
by RSU2 sent from the UAV at time slot k are denoted by
(k)
(k)
ρr and ρ3 , respectively. The BER of a signal denoted by
pe (ρ) depends on the SINR per bit, ρ, of the received signal
for a given modulation mode. The BER of the OBU message
(k)
at time slot k denoted by Pe depends on the OBU-RSU1
link, the OBU-UAV link and the UAV-RSU2 link, and is given
by
( (
) (
(
)))
(k)
(k) (k)
Pe(k) = min pe ρ1 , pe min ρ2 , ρ3
. (1)
The BER of the message depends on the minimum of the
BER of the OBU-RSU1 signal as shown in the first term,

and the BER of the weaker signal of the OBU-UAV link and
the UAV-RSU2 link at that time as represented in the second
term. According to the channel quality and the BER of the
OBU message, the UAV decides whether or not to relay the
OBU message to RSU2 , which is denoted by x ∈ A = {0, 1},
where A is the feasible action set of the UAV. The UAV relays
the OBU message at time slot k with a fixed transmit power
(k)
(k)
PU and a transmit energy cost CU if x = 1, and keeps
silent otherwise. The system server can gather the sensing
message sent from the OBU via RSU1 or the UAV.
The jammer at a fixed location sends faked or replayed
signals at time slot k to block RSU1 with a jamming cost
(k)
CJ estimates the transmit power of the OBU and the
UAV. In addition, the smart jammer applies smart radio
devices to eavesdrop the control channel of the VANET and
estimate the VANET transmission policy. According to the
estimated VANET communication, the smart jammer changes
its jamming power y ∈ [0, PJM ], where PJM is the maximum
jamming power. For simplicity, we assume a constant noise
power in the received signal denoted by σ and the jammer is
too far away from the UAV and RSU2 to block them.
B. Channel Model
The channel power gain vector of the system denoted by
(k)
(k)
(k)
(k)
(k)
h(k) = [h1 , h2 , h3 , h4 , h5 ] at time slot k consists of
(k)
the channel power gain of the OBU-RSU1 link h1 , the OBU(k)
(k)
UAV link h2 , the jammer-RSU1 link h3 , the jammer-UAV
(k)
(k)
link h4 , and the UAV-RSU2 link h5 . Similar to [19], the
channel gain is modeled as
(
)
(k) −αi
di
(k)
(k)
hi = θ0 ∆i
(2)
d0
where θ0 is the channel power gain at the reference distance
(k)
d0 , the channel time variation ∆i depends on the Doppler
shift due to the node mobility. The path-loss exponent αi is set
according to [31] and [32], e.g., αi = 2 for the OBU-UAV,
jammer-UAV and UAV-RSU2 links and αi = 4 otherwise.
The path loss of the jammer-UAV radio link is assumed to
be much higher than that of the jammer-RSU1 link due to a
longer distance. Similarly, the radio link between the OBU
and the UAV has a higher path loss compared with that of
the OBU-RSU1 link.
Due to the uncorrelated locations of RSU1 and the UAV,
(k)
(k)
h1 is independent with h2 . The UAV transmission fails
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TABLE I: Summary of symbols and notations
P (k)
(k)
PU
V
v (k)
σ
h(k)
d(k)
(k)
ρr
(k)

ρ3

A
α
δ
(k)
uU/J
(k)
UU/J
(k)
CU/J

Transmit power of the OBU at time slot k
Transmit power of the UAV at time slot k
Maximum OBU speed
Speed of the OBU at time slot k
Received noise power
Channel gain vector at time slot k
Distance vector at time slot k
SINR of the signals received by r from the OBU
at time slot k
SINR of the signals received by RSU2 from the
UAV at time slot k
Action set of the UAV
Learning rate of the UAV
Learning discount factor of the UAV
Utility of the UAV/jammer at time slot k
Expected utility of the UAV/jammer at time slot k
Transmit cost of the UAV/jammer at time slot k

if the UAV is too far away from the OBU, and the UAV
can cover the whole geographic area if it is high enough.
For simplicity, the channel power gain is quantized into N
(k)
levels with hi ∈ {Ha }1≤a≤N , i = 1, 2, and is modeled
as a Markov chain with N states. As shown in Fig. 2, the
transition probability of the channel gain hi from Hm to Hn
(k)
during time slot k denoted by pi,m,n depends on the OBU
speed given by
(
)
(k)
(k)
(k−1)
pi,m,n = Pr hi = Hn | hi
= Hm .
(3)
For ease of reference, some important notations are summarized in TABLE 1.
IV. A NTI - JAMMING T RANSMISSION G AME
The interactions between the UAV and the jammer are
formulated as an anti-jamming relay game. In this game, the
UAV decides whether or not to relay the OBU message to
RSU2 , x ∈ A, while the smart jammer chooses its jamming
power y ∈ [0, PJM ]. The UAV relay decision depends on the
channel quality and the BER. The utility of the UAV at time
(k)
slot k denoted by uU is based on the SINR of the signal
received by the RSUs and the UAV and the transmit cost,
which is given by
(
(
(k)
(k)
P (k) h1
P (k) h2
(k)
uU (x, y) = x max
,
min
,
(k)
(k)
σ + yh3
σ + yh4
))
(k) (k)
(k)
PU h5
(1 − x)P (k) h1
(k)
− xCU +
.
(4)
(k)
σ
σ + yh
3

In (4), the first term in the max function represents the SINR
of the signal sent by the OBU and received by RSU1 at time
slot k, and the second term represents the SINR of the weaker
signal over the OBU-UAV link and the UAV-RSU2 link at
time slot k.

(k)

The utility of the jammer at time slot k, denoted by uJ ,
depends on the energy consumption of the UAV and the
jamming cost, and is given by
(
(
(k)
(k)
P (k) h1
P (k) h2
(k)
uJ (x, y) = −x max
,
min
,
(k)
(k)
σ + yh3
σ + yh4
))
(k) (k)
(k)
PU h5
(x − 1)P (k) h1
(k)
(k)
+ xCU +
− yCJ . (5)
(k)
σ
σ + yh
3

The time index k in the superscript is omitted unless necessary.
The NE of the anti-jamming game denoted by (x∗ , y ∗ )
corresponds to the best response strategy if the opponent
follows the NE strategy. By definition, we have
uU (x∗ , y ∗ ) ≥ uU (x, y ∗ ), ∀x ∈ {0, 1}
[
]
uJ (x∗ , y ∗ ) ≥ uJ (x∗ , y), ∀y ∈ 0, PJM .

(6)
(7)

Theorem 1. The anti-jamming transmission game in the UAVaided VANET has an NE (0, 0), if
(
(
P h1 h3
(PU h5 − P h1 )2
2
σ > min
, min
,
CJ
CU2
))
P 2 (h2 − h1 )2
(8)
CU2
or
P h1 > max(PU h5 , P h2 ).

(9)

Proof: By (4), if (8) holds, we have
P h1
PU h5
− CU ≤
= uU (0, 0).
(10)
σ
σ
Thus, (6) holds for√(x∗ , y ∗ ) = (0, 0).
By (5), let ỹ = P h1 /(CJ h3 ) − σ/h3 < 0, we have
uU (1, 0) =

P h1
− yCJ
σ + yh3
∂uJ (0, ỹ)
P h1 h3
=
− CJ = 0
∂y
(σ + ỹh3 )2

uJ (0, y) = −

(11)
(12)

and ∂ 2 uJ /∂y 2 ≤ 0, indicating that if (8) holds, uJ (0, y) is
concave with respect to (w.r.t.) y. Thus, ∀y ∈ [0, PJM ], we
have
P h1
P h1
uJ (0, 0) = −
≥−
− yCJ = uJ (0, y). (13)
σ
σ + yh3
Thus, (7) holds for (x∗ , y ∗ ) = (0, 0), and thus (0, 0) is an NE
of the game. Similarly, we can prove that (0, 0) is an NE of
the game if (9) holds.
Note that the proof for the following theorems is similar
to the proof of Theorem 1 and is omitted. Now we consider
the BER of the OBU message in the VANET with quadrature
phase-shift keying (QPSK). By (1), we have
(
(√
))
(√ )
ρ1
min(ρ2 , ρ3 )
1
, erfc
.
Pe = min erfc
2
2
2
(14)
Corollary 1. If (8) holds, the BER of the OBU message in
the UAV-aided VANET with QPSK at the NE of the game is
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given by
1
Pe = erfc
2

(√

min(P h2 , PU h5 )
2σ

or

)
.

(15)

(
P h1 CJ σ 2 ≥ max PU2 h25 h3 ,

)
P 2 h22 h33 σ 2 CJ
(
)2 .
√
√
σ (h3 − h4 ) CJ + h4 P h1 h3

(24)

Corollary 2. If (9) holds, the BER of the OBU message in
the UAV-aided VANET with QPSK at the NE of the game is
given by
(√
)
P h1
1
.
(16)
Pe = erfc
2
2σ

Theorem 4. The anti-jamming
transmission game in the
( √
) UAVaided VANET has an NE 1, P h2 /(CJ h4 ) − σ/h4 , if

Remark: Both the jammer and the UAV should keep silent
to reduce the power consumption if the jamming cost and the
transmit cost are high as shown in (8) or the link between
the OBU and RSU1 is in a good condition as shown in (9).
In the case, the BER of the OBU message decreases with the
transmit power of the OBU as shown in (15) and (16).

(26)

Theorem 2. The anti-jamming transmission game in the UAVaided VANET has an NE (1, 0), if
CU σ + P h1 ≤ PU h5 <
or
CU σ
≤ P < min
h2 − h1
h4 < h3 .

(

P h2 σ
σ + PJM h4

CJ σ 2 PU h5
,
h1 h4
h2

(17)

)
(18)
(19)

Corollary 3. If (17) holds, the BER of the OBU message in
the UAV-aided VANET with QPSK at the NE of the game is
given by
(√
)
1
PU h5
Pe = erfc
.
(20)
2
2σ
Corollary 4. If (18) and (19) hold, the BER of the OBU
message in the UAV-aided VANET with QPSK at the NE of
the game is given by
(√
)
1
P h2
Pe = erfc
.
(21)
2
2σ
Remark: The UAV relays for the OBU to improve its
performance if the transmit cost is low and the link between
the OBU and the UAV is in a good condition as shown in
(17). The jammer keeps silent if the jamming cost is high as
shown in (18).
Theorem 3. The anti-jamming
transmission game in the
( √
) UAVaided VANET has an NE 0, P h1 /(CJ h3 ) − σ/h3 , if
(
P h1 h3
P h1 h3
≤ CJ ≤ min
,
M
2
σ2
(σ + PJ h3 )
))
( 2 2
PU h5 h3 P h3 (h2 h3 − h1 h4 )2
,
(22)
max
P h1 σ 2
h1 σ 2 (h3 − h4 )2
(
)
PU h5
P h1
P (h2 − h1 )
CU ≥ min
−
(23)
,
σ
σ
σ + PJM h3

P h2
P h1
CU ≤
−
M
σ + PJ h4
σ + PJM h3
(
)
P h4 (h1 h4 − h2 h3 )2
P h1 h4
,
max
h2 σ 2 (h4 − h3 )2
(σ + PJM h4 )2
(
)
P h1 h4 PU2 h25 h4
,
≤ CJ ≤ min
.
σ2
P h2 σ 2

(25)

Theorem 5. The anti-jamming transmission game in the UAVaided VANET has an NE (0, PJM ), if
(
)2
CJ σ + PJM h3
< P h1 h3
(27)
(
PU h5
P h1
CU ≥ min
−
,
σ
σ + PJM h3
)
P h1
P h2
−
(28)
M
σ + PJ h4
σ + PJM h3
or
(
)
P h1 σ > max PU h5 (σ + PJM h3 ), P h2 σ .
(29)
Theorem 6. The anti-jamming transmission game in the UAVaided VANET has an NE (1, PJM ), if
P h2
P h1
−
σ + PJM h4
σ + PJM h3
CJ (σ + PJM h4 )2
PU h5
<P ≤
h1 h4
h2
h2 σ > h1 (σ + PJM h4 ).
CU ≤

(30)
(31)
(32)

Numerical results with P = 10, PU = 2, σ = 0.1,
h1 = 0.2, h3 = 0.4, h4 = 0.2 and h5 = 0.3 in Fig. 3
show that the BER of the OBU message at the NE of the
game decreases with the jamming cost CJ . For instance, the
BER decreases from 4.8‰ to 1.8‰ and the utility of the UAV
increases by 38%, as CJ changes from 0.5 to 0.8, because the
smart jammer is less motivated to attack the VANET under a
higher jamming cost. The utility of the UAV increases with the
channel gain h2 , and the utility of the jammer decreases with
it. For example, the utility of the UAV increases by 47.5% as
the channel gain h2 changes from 0.45 to 0.8.
V. A NTI - JAMMING T RANSMISSION S TOCHASTIC G AME
In the anti-jamming relay stochastic game, the UAV decides
whether or not relay the OBU message, x ∈ A, and the
smart jammer chooses its jamming power y ∈ [0, PJM ] under
the time-variant random channel power gains, which can be
modeled as a Markov chain with N states. As shown in Fig.
2, the transition probability of hi at time slot k in the Markov
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(k)

−3

2

the stochastic game is denoted by UJ , and given by (5) as
[
]
(k)
(k)
(k)
(k)
UJ (x, y) = Eh(k) ,h(k) uJ (x, y) = xCU − yCJ
1
2
(
(
)
N ∑
N
(k) (k)
∑
P (k) Hn PU h5
(k) (k)
−
p1,m p2,n x max min
,
,
(k)
σ
σ + yh4
m=1 n=1
)
(k)
N
∑
(x − 1)p1,m P (k) Hm
P (k) Hm
+
.
(34)
(k)
(k)
σ + yh3
σ + yh3
m=1

1.5

Similar to (6) and (7), the NE of the anti-jamming stochastic
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Fig. 3: Anti-jamming communication performance of the
UAV-aided VANET in the game at the NE, with P = 10,
PU = 2, CU = 1, σ = 0.1 and h = [0.2, h2 , 0.4, 0.2, 0.3].
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(k)
chain based channel model is denoted by pi =
(k) (k−1)
(k)
(k−1)
where pi,n (hi
) = Pr(hi = Hn | hi
).

(k)
[pi,n ]1≤n≤N ,

According to the channel model in Fig. 2, the expected
utility of the UAV in the stochastic game at time slot k over
(k)
the N × N realizations of the channel power gains, h1 and
(k)
(k)
h2 , is denoted by UU , and given by (4) as
[
]
(k)
(k)
UU (x, y) = Eh(k) ,h(k) uU (x, y)
1
2
)
(
(
N ∑
N
(k) (k)
∑
P (k) Hn PU h5
(k) (k)
,
,
=
p1,m p2,n x max min
(k)
σ
σ + yh4
m=1 n=1
)
(k)
N
∑
(1 − x)p1,m P (k) Hm
P (k) Hm
(k)
+
− xCU .
(33)
(k)
(k)
σ + yh3
σ + yh3
m=1
Similarly, the expected utility of the jammer at time slot k in

-8
0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

The transfer probability of h1

(b) Expected utility

Fig. 4: Anti-jamming communication performance of the
UAV-aided VANET at the NE, with P = 10, PU = 2,
h = [h1 , h2 , 0.4, 0.2, 0.5], CU = 1 and CJ = 0.8.

game denoted by (x∗ , y ∗ ) is given by definition as follows:
UU (x∗ , y ∗ ) ≥ UU (x, y ∗ ), ∀x ∈ {0, 1}
[
]
UJ (x∗ , y ∗ ) ≥ UJ (x∗ , y), ∀y ∈ 0, PJM .

(35)
(36)

Theorem 7. The anti-jamming transmission stochastic game

7

in the UAV-aided VANET has an NE (0, 0), if
CJ σ 2 >

N
∑

p1,m P Hm h3
m=1
N ∑
N
∑

(37)

Theorem 8. The anti-jamming transmission stochastic game
in the UAV-aided VANET has an NE (1, 0), if

(
p1,m p2,n max P Hm ,

CU σ ≥

m=1 n=1

)

min (P Hn , PU h5 ) −

N
∑

CJ σ 2 >
p1,m P Hm .

(38)

m=1

Proof: By (33), if (38) holds, we have
(
(
N ∑
N
∑
P Hm
P Hn
UU (1, 0) =
p1,m p2,n max
, min
,
σ
σ
m=1 n=1
))
PU h5
− CU
σ
N
∑
p1,m P Hm
= UU (0, 0).
(39)
≤
σ
m=1
Thus, (35) holds for (x∗ , y ∗ ) = (0, 0).
By (34), if (37) holds, we have
N
∑
∂UJ (0, y)
p1,m P Hm h3
=
− CJ < 0
∂y
(σ + yh3 )2
m=1

(40)

indicating that UJ (0, y) decreases with y, and ∀y ∈ [0, PJM ]
we have
UJ (0, 0) = −
≥−

N
∑
p1,m P Hm
σ
m=1

(41)

N
∑
p1,m P Hm
− yCJ = UJ (0, y).
σ + yh3
m=1

Similarly, we can prove that (36) also holds for (x∗ , y ∗ ) =
(0, 0), and thus (0, 0) is an NE of the game.
Algorithm 1 Hotbooting process in the UAV relay
1:
2:
3:
4:
5:
6:
7:
8:
9:
10:
11:
12:
13:
14:
15:
16:

Initialize α, β, δ, ξ, s(0) , A
1
E = ∅, Q = 0, V = 0, π = A
for n = 1, 2, 3, ..., ξ do
for k = 1, 2, ..., K do
Choose x(k) ∈ A via (47)
if x(k) = 1 then
Relay the OBU message to RSU2 with a fixed
(k)
transmit power PU
end if
Receive the SINR ρ1 , ρ2 , ρ3 , and the BER Pe from
server
(k)
Obtain utility (uU
)
∗
Calculate Q ( s(k) , x(k)) via (44) and (45)
Calculate [π ∗ s(k) , x(k) via (46)
]
(k)

(k)

(k)

(k)

s(k+1) = ρ1 , ρ2 , ρ3 , Pe
end for
end for
Output Q∗ and π ∗

Remark: Both the jammer and the UAV should keep silent
to reduce the power consumption if the jamming cost and the
UAV transmit cost are high as shown in (37) and (38).

CU σ <
PU h5

))

N
∑

p1,m P Hm h3
m=1
N ∑
N
∑

(42)

(
(
p1,m p2,n max P Hm , min P Hn ,

m=1 n=1
N
∑

−

p1,m P Hm .

(43)

m=1

Numerical results with P = 10, PU = 2, h =
[h1 , h2 , 0.4, 0.2, 0.5], CU = 1 and CJ = 0.8 as shown in Fig.
4 show that the BER of the OBU message at the NE of the
stochastic game increases with the transition probability of h1
and that of h2 . For instance, the BER increases by 72% and
the utility of the UAV decreases by 13.3% as p2,1,2 changes
from 0.5 to 0.8, because the UAV has more trouble to gain
the optimal strategies with the unstable channel conditions.
VI. DYNAMIC A NTI - JAMMING G AME WITH H OTBOOTING
PHC- BASED R ELAY S TRATEGY
The repeated interactions between the UAV and the smart
jammer in the VANET can be formulated as a dynamic game,
in which the jammer determines its jamming power based on
the previous VANET transmission, and the UAV chooses its
relay strategy based on the system state, which consists of
the radio channel state and the BER of the OBU message
observed in last time slot. The next system state observed
by the UAV is independent of the previous states and actions,
for a given system state and UAV relay strategy in the current
time slot. Therefore, the UAV relay process in the dynamic
game can be viewed as an MDP and the UAV can apply
reinforcement learning techniques such as PHC to derive its
optimal strategy via trials without the knowledge of jamming
model.
In the dynamic game, the UAV decides whether or not
to relay the OBU message based on the system state at
time slot k denoted by s(k) that consists of the link quality
between the UAV and the OBU, that between RSU1 and
the OBU, the SINR between RSU2 and the UAV, and the
BER of the OBU message at the previous time slot, i.e.,
(k−1) (k−1) (k−1)
(k−1)
s(k) = [ρ1
, ρ2
, ρ3
, Pe
].
The learning rate denoted by α ∈ (0, 1] shows the weight
of the current experience, and the discount factor δ ∈ [0, 1]
corresponds to the uncertainty on the future utility. The Qfunction of the action x at state s is denoted by Q (s, x) and
is updated in each time slot according to iterative Bellman
equation as follows:
Q (s, x) ← (1 − α)Q (s, x)
+ α (uU (s, x) + δV (s′ )) ,

(44)

where s′ is the next state if the UAV chooses x at state s, and
the value function V (s) maximizes Q (s, x) over the UAV
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Algorithm 2 Hotbooting PHC-based UAV relay strategy

3:
4:
5:
6:
7:
8:
9:
10:
11:
12:
13:
14:
15:

Call Algorithm 1
Initialize α, β, δ, A, s(0)
Q = Q∗ , V = 0, π = π ∗
for k = 1, 2, ... do
Choose x(k) ∈ A via (47)
if x(k) = 1 then
Relay the OBU message to RSU2 with a fixed
(k)
transmit power PU
end if
Collect the SINR ρ1 , ρ2 , ρ3 , and the BER Pe from
server
(k)
Obtain utility
( (k)uU (k) )
Update Q (s ,)x
via (44)
Update V ( s(k) via)(45)
Update π [ s(k) , x(k) via (46) ]
(k+1)

s
=
end for

0.018
0.016

Hotbooting PHC
PHC
Q−learning

0.014
0.012

BER

1:
2:

0.01
0.008
0.006
0.004
0.002

0

500

1000

1500

Time slot

(a) BER of the OBU message

(k) (k) (k)
(k)
ρ1 , ρ2 , ρ3 , Pe

7.5

action set given by
V (s) ← max Q (s, x) .
x∈{0,1}

(45)

The mixed-strategy table in the PHC-based relay denoted
by π (s, x) is updated by increasing the probability corresponding to the highest valued action by β ∈ (0, 1], and
decreasing other probabilities by −β/(|A| − 1), i.e.,
π (s, x) ← π (s, x)

β,
x = max Q (s, x̂)
x̂∈{0,1}
+
 −β , o.w.
|A|−1

6.5

6

Hotbooting PHC
PHC
Q−learning

5.5

5

4.5

4

0

500

1000

1500

Time slot

(b) Utility of the UAV

(46)

The UAV then selects whether or not to relay the OBU
message x ∈ A according to the mixed strategy π (s, x), i.e.,
Pr (x = x∗ ) = π (s, x∗ ) , x∗ ∈ A.

Utility of the UAV

7

(47)

A hotbooting technique as shown in Algorithm 1 exploits
the experiences from large-scale UAV-aided VANET experiments to initialize the Q-value and the mixed-strategy π
for each action-state pair to reduce the random exploration
at the beginning of the repeated game and accelerate the
learning process of the relay. More specifically, we consider
ξ anti-jamming VANET transmission experiments in similar
scenarios before the game. Each experiment that lasts K time
slots, during which the UAV observes the current state, i.e.,
the anti-jamming transmission performance such as the BER
of the OBU message in the VANET and then chooses the
relay strategy with the mixed-strategy π (s, x) according to
(44)-(46).
The initial Q-values Q∗ and the mixed-strategy table π ∗
as the output of Algorithm 1 via ξ experiments are used to
initialize the Q-values and mixed-strategy table in Algorithm
2, with Q = Q∗ and π = π ∗ . As shown in Algorithm 2,
the UAV observes the current state s(k) consisting of the
channel quality of the OBU-RSU1 link, the OBU-UAV link

Fig. 5: The communication performance of the UAV-aided
VANET in the dynamic game, with CU = 1 and CJ = 0.5.

and the UAV-RSU2 link and the BER of the OBU message at
the previous time slot from the server. The relay decision
x(k) is chosen according to (47). The utility of the UAV
(k)
uU is evaluated and both the Q-function and mixed-strategy
π are updated via (44)-(46) in each time slot. In this way,
the UAV learns the jamming strategy in the anti-jamming
transmission dynamic game and achieves the optimal relay
strategy to improve the long-term anti-jamming transmission
performance.
VII. S IMULATION R ESULTS
Simulations have been performed to evaluate the performance of the proposed UAV relay strategy in the dynamic
game against smart jamming. In the simulations, both the
UAV and the jammer were stationary and observed the
ongoing VANET communication. The jammer applied greedy
strategy to choose the jamming power regarding the expected
reward uJ in (5) during the VANET communication in each
time slot. The radio link between the jammer and RSU2
was much worse than that between the jammer and RSU1
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Fig. 6: Communication performance of the UAV-aided
VANET in the dynamic game against the smart jammer that
changes the jamming policy every 500 time slots in Case
1, with the channel conditions changing randomly every 100
time slots in Case 2.

Fig. 7: Communication performance of the UAV-aided
VANET in the dynamic game with d4 = 60 m in Case 1,
and d4 = 50 m in Case 2.

due to a longer distance, which leads to a lower channel
gain. Unless specified otherwise, we set P = 10, PU = 2,
CU = 1, CJ = 0.5, σ = 0.1, h3 = 0.4 and h4 = 0.2.
More specifically, the transmit power of the UAV was 5 times
higher than that of the OBU, with a unit relay energy cost.
The jammer had a lower channel gain to the UAV than RSU1
due to a longer distance, i.e., h3 = 0.4 > h4 = 0.2. Similar to
the channel model in [33], the Doppler shift was consider in
the OBU-RSU1 and OBU-UAV channel models. The channel
gain transition probability linearly increases with the moving
speed of the OBU, and is given by
 (k)
φv

if (m, n) = (1, 2) or (N, N − 1)

V ,



φv (k)
1−
, if 1 ≤ m = n ≤ N
(k)
pi,m,n = φv(k) V

if 2 ≤ m ≤ N − 1 and n = m ± 1


2V ,


0,
otherwise,
(48)

As shown in Fig. 5, the BER of the OBU message decreases
with time, e.g., from 14.1‰ at the beginning of the game to
3‰ after 1500 time slots, which is about 65.7% lower than
that of the Q-learning based strategy. This is because the PHCbased relay strategy increases the randomness of the UAV
compared with Q-learning. The utility of the UAV increases
by about 52.2% after 1500 time slots, which is about 42%
higher than Q-learning. Our proposed scheme takes about 500
time slots (about 0.45 seconds) to converge to the optimal
policy under static network environment and keeps using it
unless the network state or the attack policy changes. The
convergent speed of the hotbooting PHC-based relay is 56.3%
faster than the standard PHC, due to the hotbooting technique
formulates the emulated experiences.

where φ denotes the impact of the environmental changes.

The anti-jamming transmission performance of the dynamic
game is shown in Fig. 6, in which a smart jammer changed its
jamming power according to the expected learning results of
the UAV relay every 500 time slots in Case 1. The channel
conditions changed randomly every 100 time slots in Case
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VIII. C ONCLUSION

7

Utility of the UAV

by 19% as d4 changes from 50 to 60 m. That is because the
UAV has a better radio link with OBU and RSU2 due to the
longer distance from the jammer.
The performance of the dynamic relay game is shown in
Fig. 8, with CU = 0.5 and CJ = 0.1 in Case 1, and CU = 1
and CJ = 0.5 in Case 2. The average BER of the OBU
messages increases with the OBU speed, e.g., from 3‰ to
6.54‰ as v changes from 4 to 18 m/s in Case 1, which is
about 63% lower than Q-learning. That is because the high
mobility of the OBU increases the transition probabilities of
h1 and h2 and leads to an unstable channel condition. The
average utility of the UAV decreases by about 24% as v
changes from 4 to 18 m/s, which is about 21% lower than
Q-learning. The average BER in Case 2 is higher than that
in Case 1, because the UAV has less motivation to relay the
OBU message with a higher transmission cost.
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Fig. 8: Communication performance of the UAV-aided
VANET in the dynamic game with CU = 0.5 and CJ = 0.1
in Case 1, and CU = 1 and CJ = 0.5 in Case 2.

2. The proposed strategy is more robust against the smart
jammer, e.g., our proposed scheme reduces the BER of the
OBU message in Case 1 by 40.9% and increases the utility
of the UAV by 18.3% compared with Q-learning at time
slot 1000. In Case 2, the BER of the OBU message of the
hotbooting PHC-based relay is 37.5% lower than Q-learning
at time slot 100. Our proposed scheme applies the hotbooting
technique to accelerate the learning process in the jamming
resistance, yielding a faster learning speed compared with the
radio channel variations.
The BERs of the OBU messages averaged over 1500 time
slots (approximately 1.36 seconds) are presented in Fig. 7,
showing that the BER increases with the UAV-RSU2 distance
and decreases with the jammer-UAV distance. For example,
the BER in Case 1 decreases from 9.4‰ to 2.3‰ as d5
changes from 60 to 50 m, which is 30.4% lower than the
Q-learning based strategy. The average utility of the UAV
decreases with the UAV-RSU2 distance and increases with
the jammer-UAV distance, e.g., the average utility increases

In this paper, we have formulated a UAV-aided VANET
transmission game and derived the NEs of the game to
disclose the impacts of the UAV transmit cost and the radio
channel condition on communication performance of the
VANET against smart jamming. A hotbooting PHC-based
anti-jamming relay strategy has been proposed for a UAV to
achieve the optimal relay policy without knowing the VANET
model and the jamming model. Simulation results have shown
that the proposed relay strategy can efficiently improve the
anti-jamming transmission performance of the VANET. For
example, this scheme reduces the BER of the OBU message
in the VANET by 65.7% and increases the utility of the UAV
by 42% compared with the Q-learning based relay strategy.
We will carry out a more in-depth game theoretic study of
the anti-jamming UAV relay in VANETs in the future, which
incorporates more jamming models, including a smart jammer
that can choose both the jamming strength and the mobility.
A backup anti-jamming transmission mechanism need to be
provided to protect VANETs at the beginning stage of the
learning process. In addition, we should develop new RL techniques with low computation and communication overhead
to improve the anti-jamming communication performance of
UAV-aided VANETs.
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