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Abstract—In this paper, we investigate the PHY-layer authentication that exploits radio channel information (such as received
signal strength indicators) to detect spoofing attacks in wireless
networks. The interactions between a legitimate receiver and
spoofers are formulated as a zero-sum authentication game.
The receiver chooses the test threshold in the hypothesis test
to maximize its utility based on the Bayesian risk in the spoofing
detection, while the spoofers determine their attack frequencies
to minimize the utility of the receiver. The Nash equilibrium of
the static authentication game is derived and its uniqueness is
discussed. We also investigate a repeated PHY-layer authentication game for a dynamic radio environment. As it is challenging
for the radio nodes to obtain the exact channel parameters in
advance, we propose spoofing detection schemes based on Qlearning and Dyna-Q, which achieve the optimal test threshold in
the spoofing detection via reinforcement learning. We implement
the PHY-layer spoofing detectors over universal software radio
peripherals and evaluate their performance via experiments in
indoor environments. Both simulation and experimental results
have validated the efficiency of the proposed strategies.
Index Terms—PHY-layer authentication, spoofing detection,
game theory, reinforcement learning.

I. I NTRODUCTION
Wireless networks are vulnerable to spoofing attacks, in
which a spoofer claims to be another node by using a faked
identity such as the MAC address of the latter. Spoofers
can obtain illegal advantages and further perform man-in-themiddle attacks and denial of service attacks [2]. PHY-layer
authentication techniques exploit physical layer properties of
wireless communications to detect spoofing attacks. Received
signal strengths (RSSs) [2]–[4], channel impulse responses [5],
[6], received signal strength indicators (RSSIs), channel state
information [7]–[9] and channel frequency responses [10], [11]
have been used as the fingerprints of wireless channels to
detect spoofing attacks.
As the radio channel responses in wideband wireless communications are difficult to predict and thus to spoof, the
channel-based spoofing detector in [10] discriminates transmitters at different locations, in which a hypothesis test compares
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the channel frequency responses of the messages with the
same MAC address. The accuracy of the PHY-layer spoofing
detection depends on the test threshold in the hypothesis test
performed at the receiver. It is challenging for the receiver
to choose a proper test threshold in the spoofing detector
without knowing the exact values of the channel parameters in
a dynamic radio environment against spoofers that can flexibly
choose their attack probabilities to hide and attack effectively.
As both users and attackers have autonomy and flexible control over their transmissions, game theory has shown strengths
to improve security in wireless networks, such as jamming
attacks [12], [13], and collusion attacks [14]. By applying reinforcement learning techniques, such as Q-learning, a player
can achieve the optimal strategies in a dynamic environment
without being aware of the system information. For example,
the channel selection strategy with Q-learning in [12] can
address jamming attacks, and the channel accessing with Qlearning in [15] copes with jammers in a hostile environment.
In addition, Dyna-Q increases the learning speed by utilizing
the hypothetical experiences from the world model built from
real experiences [16].
In this paper, we apply game theory to investigate the
PHY-layer authentication in dynamic wireless networks, which
compares the channel states of the data packets to detect
spoofing attacks. The authentication process is formulated as
a zero-sum authentication game consisting of the spoofers and
the receiver. The receiver determines the test threshold in the
PHY-layer spoofing detection, while each spoofer chooses its
attack frequency to maximize its utility based on the Bayesian
risk [17]. Spoofers cooperatively attack the receiver to avoid
collisions. We derive the Nash equilibrium (NE) [18] in the
static authentication game based on the channel frequency
responses. Both the optimal test threshold in the PHY-layer
spoofing detection and the optimal spoofing frequency depend
on the relative channel time variation and the ratio of channel
gains of the spoofer over the legitimate node. Simulation
results show that the PHY-layer spoofing detection at the NE
is robust against radio environmental changes.
We propose the PHY-layer authentication algorithms by
exploiting the channel states of the radio packets, which
determine the test threshold based on reinforcement learning,
in dynamic wireless networks without knowing complete
channel parameters such as the channel time variations. More
specifically, the optimal test threshold in the hypothesis test is
achieved by trial-and-error to maximize the long-term utility
in the dynamic PHY-layer authentication game. The proposed
PHY-layer authentication can be integrated with traditional
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authentication mechanisms at MAC and network layers. For
example, each packet accepted by PHY-layer authentication
can be further authenticated at MAC/IP levels using the standard schemes based on the specific protocol stack. By combining with higher-layer authentication, the proposed PHY-layer
authentication scheme can save the time and energy to process
most spoofing packets at higher layers. The proposed spoofing
detection schemes are implemented over universal software
radio peripherals (USRPs) and their performance is verified
via field tests in typical indoor environments.
To summarize, the contributions of our work are as follows:
(1) We investigate the PHY-layer authentication that exploits
the channel states of the radio packets to detect spoofing
attacks, and formulate the authentication process between the
spoofers and the receiver as a static zero-sum game;
(2) The NE of the static authentication game based on the
channel frequency responses is derived. The condition and the
uniqueness of the NE is presented;
(3) We propose a spoofing detector that applies Q-learning
to achieve the optimal test threshold in the hypothesis test
based on the RSSIs of the radio packets in dynamic environments, and further improves the detection accuracy and utility
of the receiver by learning from the hypothetical experiences
via the Dyna architecture. The spoofing detections are implemented over USRPs and verified over experiments in indoor
environments.
The rest of this paper is organized as follows. Related work
is reviewed in Section II. We describe the system model of the
spoofing detection in Section III and formulate the PHY-layer
authentication game in Section IV. The NE of the static game
is investigated in Section V, and the learning-based spoofing
detections are presented in Section VI. Experimental results
are presented in Section VII. Finally, Section VIII concludes
this work.
II. R ELATED W ORK
The spatial correlation of RSS was exploited in [3] to
detect spoofing attacks. The proximity-based authentication
in [4] uses the RSS variations in proximity tests at mobile
stations. The channel impulse responses can be exploited to
discriminate transmitters in wireless networks [5]. The channel
state information was utilized to distinguish radio transmitters
even with similar signal fingerprints in [7]. The time-varying
carrier frequency offsets between the transmit-receive pairs
were exploited in the authentication [19]. The channel-phase
responses in multi-carrier systems can be used in the PHYlayer authentication in [20].
Indirect reciprocity principle was applied to address a wide
range of attacks in wireless networks [14]. Frequency hopping
strategies in [13] was used by secondary users to update their
anti-jamming strategies with imperfect knowledge. The twolayer game model was introduced in [21] to investigate the
joint threats from the advanced persistent threat attackers and
the insiders. A defense mechanism with stochastic learning
was presented in [22] to address jammers. Reinforcement
learning has been applied in [23] for the mobility control
in wireless networks. The event detection algorithm proposed

in [24] accelerates the event detection in wireless sensor and
actor networks, in which reinforcement learning techniques
help each actor move towards an event.
In [1], we proposed a PHY-layer spoofing detector based on
Q-learning and formulated a PHY-layer authentication game.
In this work, we extend the study in [1] by proposing a
Dyna-Q based spoofing detector to improve the authentication
speed. In addition, we derive the NE of the static PHY-layer
authentication game and evaluate the performance of the PHYlayer spoofing detectors in experiments with USRPs.
III. S YSTEM M ODEL
We consider a wireless network that consists of a receiver
and N transmitters, including the potential spoofers that
impersonate another node with a fake MAC address. For
simplicity, the MAC address of the i-th transmitter is denoted
by ζi ∈ L, where L is the set of MAC addresses, with
1 ≤ i ≤ N . The i-th spoofer sends a fake packet in a time
slot with a probability denoted by yi ∈ [0, 1].
Once receiving a packet, the receiver estimates the channel
states associated with the packet. More specifically, the pilots
or preambles of the packet can be used to estimate the
channel response of the corresponding transmitter, centered
at frequency f0 with bandwidth W . The receiver samples
the channel response at the M tones for each packet in the
spectrum [f0 −W/2, f0 +W/2]. The channel vector (or record)
of the [k-th ]packet from the i-th[ transmitter
is denoted by
]
k
k
k
k
(or
r̂
=
r̂
rki = ri,m
i
i,m 1≤m≤M ), where ri,m
1≤m≤M
k
(or r̂i,m
) is the channel vector (or record) at the m-th tone of
the k-th packet from the i-th transmitter.
A hypothesis test is performed to determine whether a
packet with the channel vector rki is indeed sent by the ith transmitter. Let ϕ(r) be the MAC address of the node
that sends a packet with the channel vector r. The null
hypothesis H0 indicates that the packet is indeed sent by the
i-th transmitter. The alternative hypothesis H1 represents that
the real transmitter of the packet is not i, i.e., the packet is
sent by a spoofer in reality. Thus, the spoofing detection is
based on the hypothesis test given by
H0 : ϕ(rki ) = ζi
H1 : ϕ(rki ) ̸= ζi .

(1)

Based on the uniqueness of channel states, the receiver
authenticates the k-th packet based on the received signal
strength indicators. If the channel vector based on the RSSIs,
rki , and the channel record, r̂ki , are similar, the packet is
assumed to be sent from the i-th transmitter; Otherwise, the
packet is spoofing. The statistic (of the )hypothesis test in the
spoofing detector, denoted by L rki , r̂ki , is given by
(
)
rk − r̂ki
L rki , r̂ki = i
2
r̂ki

2

,

(2)

where ∥·∥ is the Frobenius norm. The test statistic L can
be viewed as the normalized Euclidean distance between the
channel vector rki and the channel record r̂ki . If the test statistic
is less than the test threshold denoted by x, the receiver accepts
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the null hypothesis H0 ; Otherwise, the receiver accepts H1 .
Thus the hypothesis test in the PHY-layer spoofing detection
is given by
H0

L ≶ x.
H1

(3)

According to (2), we have L ≥ 0 and thus x ≥ 0.
The false alarm rate, denoted by Pf , is the probability that
a legitimate packet is viewed as a spoofing one, i.e.,
Pf = Pr (H1 |H0 ) ,

(4)

where Pr (· |· ) is the conditional probability. Similarly, the
miss detection rate, denoted by Pm , is the probability that
a spoofing packet passes the detection, which is given by
Pm = Pr (H0 |H1 ) .

(5)

By (4) and (5), the probability for a receiver to accept a
legitimate packet is given by Pr (H0 |H0 ) = 1 − Pf and the
probability to reject a spoofing packet is Pr (H1 |H1 ) = 1 −
Pm . The detection accuracy of the PHY-layer authentication
in (3) depends on the test threshold x: A large test threshold
increases the miss detection rate of the spoofing detection,
while a small x increases the false alarm rate. Therefore, it
is critical for the receiver to choose a proper test threshold in
the spoofing detection.
The receiver applies the higher-layer authentication to process the packets that pass the PHY-layer authentication. A
packet is accepted if and only if both the PHY-layer and
higher-layer authentications accept it. The channel record, r̂ki ,
is updated once a packet from transmitter i is accepted by
the higher-layer authentication, i.e., r̂ki ← rki ; Otherwise,
r̂ki ← r̂k−1
. For ease of reference, important notations are
i
summarized in Table I.
IV. PHY- LAYER S POOFING D ETECTION G AME
The one-slot interaction in the PHY-layer spoofing detection
in (3) can be formulated as a zero-sum game consisting of
the N spoofers and the receiver. The receiver applies the
PHY-layer authentication to detect spoofing attacks, while
each spoofer sends packets using the MAC address of a
legitimate transmitter. The receiver chooses the test threshold,
x ∈ [0, ∞), in the hypothesis test to detect the spoofing.
The i-th spoofer chooses its spoofing frequency, denoted by
yi ∈ [0, 1], 1 ≤ i ≤ N . The set of spoofing probabilities
of all the N spoofers is denoted by y = [yi ]1≤i≤N . The
N
∑Ncooperative spoofers sent packets without collisions with
i=1 yi ≤ 1. As no more than one spoofer attacks in a time
slot,
probability for the receiver to obtain a spoofing packet
∑the
N
is i=1 yi .
The utility of the receiver depends on the spoofing detection
accuracy. The payoff that a receiver obtains by accepting a
legitimate packet (or rejecting a spoofing one) is denoted by
G1 (or G0 ). The cost for a receiver to falsely reject a legitimate
packet (or accepting a spoofing one) is denoted by C1 (or C0 ).
The Bayesian risk [17] of the spoofing detection under a prior

TABLE I: Summary of Important Symbols
Symbols
N
yi
W
M
rki
r̂ki
L
Pf
Pm
x
G1/0
C1/0
us/r (x, y)
σ2
ρ
b
κ
T
Un
µ ∈ (0, 1]
δ ∈ (0, 1]
s
Q (s, x)
V (s)
ε
Φ
Φ′
R
R′
Π
J

Notations
Number of spoofers
Spoofing probability of the i-th spoofer
Bandwidth
Number of tones
Channel vector of the k-th packet claiming to be
sent by the transmitter i
Channel record for transmitter i
Test statistic
False alarm rate
Miss detection rate
Test threshold
Payoff by accepting a legitimate packet (or rejecting a spoofing one)
Cost if falsely rejecting a legitimate packet (or
accepting a spoofing one)
Utility of the spoofer (or receiver)
Average power gain from the legitimate transmitter
to the receiver
SINR of the packets sent by the legitimate transmitter
Relative change in the channel gain
Ratio of the channel gain of the spoofer to that of
the legitimate transmitter
Number of packets received in each time slot
Sum utility of the receiver in n-th time slot
Learning rate of Q-learning
Discount factor of Q-learning
State observed by the receiver
Q-function of the receiver choosing threshold x in
s
Best threshold to maximize Q value of the receiver
in s
Probability that the receiver chooses the suboptimal actions
Occurrence count vector of each state-action pair
Occurrence count vector of the next state
Modeled reward function
Reward record
Probability that the system reaches the next state
Additional Q-function updating times

distribution of the spoofing attacks, denoted by Ξ(x, y), is
given by

(
)
N
)
∑
)
Ξ(x, y) = G1 1 − Pf (x) − C1 Pf (x)
1−
yi
(

(

i=1

(

(
)
+ G0 1 − Pm (x) − C0 Pm (x)

N
)∑

yi ,

(6)

i=1

where the first term corresponds to the gain from a legitimate
packet, while the second term presents the gain under a
spoofing packet.
In the zero-sum game, the utility of the spoofer (or receiver) denoted by us (x, y) (or ur (x, y)) follows us (x, y) =
−ur (x, y). Based on the Bayesian risk in (6), the utilities of
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ur (x, y ∗ ) in the spoofing detection, while the spoofer aims to
maximize its utility us (x∗ , y). Therefore, we have

the players are given by
ur (x, y) = −us (x, y) = Ξ(x, y)
= G1 + (G0 − G1 )

N
∑

yi

(

− (G1 + C1 )Pf (x) 1 −

N
∑

)
yi

yi .

(7)

i=1

A. Authentication based on Channel Frequency Responses
As a concrete example, we consider the spoofing detector in
[10] based on the channel frequency responses associated with
the packets instead of their RSSIs. In this case, the receiver
obtains a channel vector for the k-th packet from transmitter i,
denoted by Hik , and stores the channel records for transmitter
i, denoted by Ĥik . Assume small channel time variations,
small estimation errors, zero phase drift between the channel
measurements, and the frequency-selective Rayleigh channel
models. The generalized likelihood ratio test, denoted by L′ ,
is chosen in [10] by
L′ = Hik − Ĥik

2

.

y ∗ = arg max us (x∗ , y).

(12)

0≤y≤1

i=1

− (G0 + C0 )Pm (x)

(11)

x≥0

i=1

N
∑

x∗ = arg max ur (x, y ∗ )

(8)

The false alarm rate and the miss detection rate of the
hypotheses test as in the spoofing detection in [10] are given
by
(
)
2xρ
Pf (x) = 1 − Fχ22M
(9)
2σ 2 + bρσ 2
)
(
2xρ
Pm (x) = Fχ22M
,
(10)
2σ 2 + (1 + κ)ρσ 2
where Fχ22M (·) is the cumulative distribution function of the
chi-square distribution with 2M degrees of freedom, σ 2 is
the average power gain from the legitimate transmitter at
the receiver, ρ is the signal-to-interference-plus-noise ratio
(SINR) of the packets sent by the legitimate transmitter, b is
the relative change in the channel gain due to environmental
changes, and κ is the ratio of the channel gain of the spoofer
to that of the legitimate transmitter.
The PHY-layer spoofing detection game based on the channel frequency responses with a single spoofer, denoted by
G = ⟨{r, s} , {x, y} , {ur , us }⟩, consists of a receiver (r) and a
spoofer (s). The receiver chooses its test threshold, x ∈ [0, ∞),
while the spoofer determines its attack frequency, y ∈ [0, 1].
The utilities of the players in the zero-sum game are given by
(7).

Lemma 1. If b ≤ κ + 1, the unique NE of the static PHYauthentication game G is given by
(
x∗ = solx G1 − G0 − Pf (x)(G1 + C1 )
)
+ Pm (x)(G0 + C0 ) = 0 ,
(13)
where sol(·) is the solution of the equation, and
(
)−1
(
)M
(κ+1−b)ρ2 x∗
G0 + C0
2 + bρ
∗
y = 1+
.
e σ2 (2+bρ)(2+(1+κ)ρ)
G1 + C1 2 + (1 + κ)ρ
(14)
Otherwise, if b > κ + 1, no NE exists in the game G.
Proof. See Appendix A.
According to Lemma 1, the NE of the game depends on the
relative channel time variation (b) and the ratio of the channel
gains of the spoofer to the legitimate node (κ). Under small
relative channel time variations (i.e., b ≤ κ + 1), both the
receiver and spoofer choose their strategies according to the
payoffs of the receiver in the spoofing detection. Otherwise,
under large channel time variations (i.e., b > κ + 1), the
channel responses can not be used as the fingerprint of radio
channels to detect spoofing and thus the receiver does not have
an optimal test threshold.
Corollary 1. If b = κ + 1, the spoofing detection performance
of the static authentication game G at the NE is given by
Pf = 1 − Pm =

G1 + C0
.
G1 + C1 + G0 + C0

(15)

Proof. If b = κ + 1, by (9) and (10), we have Pf (x∗ ) =
1 − Pm (x∗ ). By (13), we have (15).
As indicated in (15), the false alarm rate increases with
both G1 and C0 , while the miss detection rate decreases with
them. Under the high cost to accept a spoofing packet and the
high payoff to accept a legitimate packet, the spoofer attacks
more frequently and thus the receiver chooses a lower test
threshold to reject the spoofing packets, resulting in a high
false alarm rate. Similarly, if both the cost to reject a legitimate
packet and the payoff to reject a spoofing packet are high, the
test threshold increases, yielding a small spoofing probability.
Consequently, the false alarm rate decreases with G0 and C1 ,
while the miss detection rate increases with them.

V. NASH E QUILIBRIUM IN THE AUTHENTICATION G AME

VI. S POOFING D ETECTION WITH R EINFORCEMENT
L EARNING

The Nash equilibrium of a game consists of the bestresponse strategies, i.e., no player can increase its utility by
unilaterally choosing a different strategy [18]. The NE of the
static PHY-authentication game G is denoted by (x∗ , y ∗ ). The
receiver chooses the test threshold x∗ to maximize its utility

Reinforcement learning techniques such as Q-learning and
Dyna-Q can be used to find the optimal strategy in a dynamic
environment with incomplete information [16]. In a dynamic
radio environment with receivers unaware of the channel
model and spoofing frequency, the optimal test threshold in the
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spoofing detection can be achieved by the receiver via trialand-error. In general, the optimal authentication threshold x∗
decreases with the attack frequency.

As a simple reinforcement learning technique, Q-learning
enables each agent to learn its optimal strategy in dynamic
environments. In the spoofing detection with Q-learning, the
receiver builds the hypothesis test in (3) to determine the
sender for each of the T packets received in the time slot.
The test threshold x is chosen from K + 1 levels, i.e.,
x ∈ {l/K}0≤l≤K . The state observed by the receiver at time
n, denoted by sn , consists of the false alarm rate and miss
detection
[ rate of the] spoofing detection at time n − 1, i.e.,
n−1
sn = Pfn−1 , Pm
∈ S, where S is the set of the states
observed by the receiver. For simplicity, both the error rates
are quantized into X + 1 levels, i.e., Pf , Pm ∈ {l/X}0≤l≤X .
The receiver chooses its action xn based on the state sn to
maximize its expected sum utility, denoted by Un , which is
given by
nT
∑

ukr (x, y),

(16)

k=(n−1)T +1

where ukr is the immediate utility given by (7).
The spoofing detection with Q-learning depends on the
learning rate, denoted by µ ∈ (0, 1], which indicates the weight
of the current Q-function, denoted by Q(sn , xn ). The discount
factor denoted by δ ∈ (0, 1] represents the uncertainty on the
rewards in the future. The value of the state s, denoted by
V (s), is the maximum value of the Q-function. The receiver
updates its Q-function as follows:
Q(sn , xn ) ← (1 − µ)Q(sn , xn ) + µ (Un + δV (sn+1 )) (17)
V (sn ) ←

max

l
x∈{ K
}0≤l≤K

Q (sn , x) .

(18)

The optimal test threshold x∗ is chosen by
x∗ = arg

max

1: Initialize: ε, µ, δ, Q (s, x) = 0, V (s) = 0,∀x ∈ {l/K}0≤l≤K
2: for n = 1, 2, 3, ... do
3:
4:

A. Authentication with Q-learning

Un =

Algorithm 1 Spoofing detection with Q-learning.

l
x∈{ K
}0≤l≤K

Q (sn , x) .

(19)

Based on the ε-greedy policy, the receiver chooses the suboptimal actions with a small probability ε, while the optimal
action that maximizes the utility is chosen with probability
1 − ε. Thus
{
1 − ε, ẋ = x∗
Pr (x = ẋ) = ε
.
(20)
ẋ ∈ { Kl }0≤l≤K , ẋ ̸= x∗
K,
The spoofing detection with Q-learning is summarized in
Algorithm 1.
B. Authentication with Dyna-Q
As an extension of Q-learning, Dyna-Q applies the Dyna
architecture in [16] to formulate a learned world model that
consists of the major functions of the on-line planning receiver.
By obtaining the hypothetical experiences from the world
model, Dyna-Q increases the learning speed in a dynamic
environment with unknown parameters. The spoofing detection

5:
6:
7:
8:
9:
10:
11:
12:
13:
14:
15:
16:
17:
18:
19:

Observe the current state sn
Select a threshold xn via (20)
for k = 1 to T do
Read the MAC address ζi of the k-th packet
Extract ri and r̂i
Calculate L via (2)
if (L ≤ xn and the k-th packet passes the higher-layer
authentication) then
r̂i ← ri
Accept the k-th packet
else
Send spoofing alarm
end if
end for
Observe sn+1 and Un
Update Q (sn , xn ) via (17)
Update V (sn ) via (18)
end for

with Dyna-Q can improve the performance over Q-learning.
As shown in Algorithm 2, the receiver first applies Q-learning
to obtain real experiences in the spoofing detection.
At time n, the receiver observes the false alarm rate and miss
detection rate
detection at the last time slot,
[ of the spoofing
]
n−1
i.e., sn = Pfn−1 , Pm
∈ S. Based on state sn , the receiver
applies the test threshold xn chosen based on -greedy policy
in (20) in the spoofing detection for the T packets received in a
time slot, and then observes the resulting security performance
to estimate its immediate utility and update its sum utility Un
as in Eq. (16). The real experiences in the n-th time slot are
given by (sn , xn , sn+1 , Un ). Similar to Q-learning, the receiver
updates the Q-function via Eqs. (17) and (18).
After obtaining real experiences, the receiver updates the
experience records for each state-action pair, which consist of
the occurrence count vector, Φ, the occurrence count vector of
the next state, Φ′ , the modeled reward function, R, the reward
record, R′ , and the state transition probability, Π. The count
vector Φ′ for the current experience increases by 1, i.e.,
Φ′ (sn , xn , sn+1 ) ← Φ′ (sn , xn , sn+1 ) + 1.

(21)

The occurrence count vector Φ consists of all the possible
realizations of sn+1 , i.e.,
∑
Φ (sn , xn ) ←
Φ′ (sn , xn , s′ ).
(22)
s′ ∈S
′

The reward record R is based on the sum utility in (16), which
is given by
R′ (sn , xn , Φ (sn , xn )) ← Un .

(23)

Thus the modeled reward function is the average over all the
occurrence realizations,
R (sn , xn ) ←

1
Φ (sn , xn )

∑

Φ(sn ,xn )

ψ=1

R′ (sn , xn , ψ).

(24)
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Algorithm 2 Spoofing detection with Dyna-Q.

VII. P ERFORMANCE E VALUATION

1: Initialize: ε, µ, δ, J, Q (s, x) = 0, V (s) = 0, Φ (s, x) = 0,
2:
3:
4:
5:
6:
7:
8:
9:
10:
11:
12:
13:
14:
15:
16:
17:

Φ′ (s, x, s′ ) = 0,
R′ (s, x, Φ (s, x, s′ )) = 0, R (s, x) = 0, Π (s, xj , s′ ) = 0,
∀x ∈ {l/K}0≤l≤K , s, s′ ∈ S
for n = 1, 2, 3, ... do
Authenticate the received T packets as Step 3-18 in Algorithm
1
Update Φ′ (sn , xn , sn+1 ) via (21)
Update Φ (sn , xn , ) via (22)
Update
the
state
transition
probability
function
Π (sn , xn , sn+1 ) via (25)
Update the reward record R′ (sn , xn , Φ (sn , xn )) via (23)
Update the reward function R (sn , xn ) via (24)
for j = 1 to J do
Randomly select a state-action pair (sj , xj )
Select the next state sj+1 via Π (sj , xj , s)
Obtain the reward Uj = R (sj , xj )
Update Q (sj , xj ) via (26)
Update V (sj ) via (27)
end for
end for

Simulations were performed to evaluate the NE strategy of
the static spoofing detection game under various scenarios.
Experiments over USRPs also have been performed to evaluate
the spoofing detections in dynamic spoofing detection games.
A. Numerical Results
The NE of the static spoofing detection game G was
evaluated via simulations with G1 = G0 = 6, C1 = 2,
C0 = 4, σ = 1 and M = 10. As shown in Fig. 1(a), the
optimal test threshold increases with the channel time variation
b to avoid rejecting legitimate packets, as the test statistic in
(2) increases with it. As the test statistic in the presence of
spoofer increases with the channel time variation index b, a
spoofer is more likely to fail under large channel variations.
Thus the optimal attack probability y ∗ decreases with b, as
shown in Fig. 1(b). In Fig. 1(c), both the false alarm rate and
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The state transition probability from the current state, sn , with
action xn to the next state, sn+1 , maps the current stateaction pair (sn , xn ) to the distribution of the next state sn+1 .
More specifically, the probability for the system to reach the
state sn+1 from the state-action pair (sn , xn ), denoted by
Π (sn , xn , sn+1 ) ∈ Π, is updated by
Φ′ (sn , xn , sn+1 )
.
Φ (sn , xn )

(25)

Next, the receiver uses these real experience records
(Φ, Φ′ , R, R′ , Π) to build the Dyna architecture to obtain
the hypothetical experience. In the Dyna architecture, the
receiver performs J additional Q-function updating processes
in the modeled environment. In the j-th updating process, the
receiver first randomly and repeatedly chooses a state-action
pair (sj , xj ) to try all the actions at all the states. The modeled
system updates its state based on the state transition probability
Π in (25). Based on the reward function R in (24), the receiver
updates its modeled reward, Uj , in the state-action pair (sj ,
xj ). According to the next state and the modeled reward, the
receiver updates its Q-function by
Q(sj , xj ) ← (1 − µ)Q(sj , xj ) + µ (Uj + δV (sj+1 ))
V (sj ) ←
max
Q (sj , x) .
l
x∈{ K
}0≤l≤K

6

5

4

3

κ=-3 dB, ρ=10 dB
κ=-3 dB, ρ=20 dB
κ=0 dB, ρ=10 dB

2

(26)
(27)

By repeating the Q-function updating processes J times,
Q(s, x) converges faster than that with Q-learning. The parameter J weighs the real experiences. If J is so large that the
real experiences are negligible, the modeled Dyna architecture
may deviate from the real wireless system. On the other hand,
the convergence speed of the detection is slow under a small
J.
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Fig. 2: Network topology of the experiments in a 12 × 9.5 × 3 m3
office room, consisting of 12 transmitters and a receiver.
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Fig. 1: Performance of the spoofing detection game at the NE with
σ = 1 and M = 10.
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Fig. 3: Test statistic of the PHY-layer spoofing detection with W =
200 MHz and M = 5, in which the nodes located at #2, #7, #10 and
#12 in the topology as shown in Fig. 2 send spoofing packets.

miss detection rate of the spoofing detection at the NE increase
with the channel variation index b, because it is challenging
to discriminate transmitters according to their channel states
under significant radio environmental changes. If the ratio of
the channel gains of the spoofer to the legitimate node is
high, the spoofer and the legitimate transmitter have the quite
different power levels, which improves the detection accuracy.
As the channel estimation error at the receiver decreases with
SINR, both the false alarm rate and miss detection rate of
the PHY-layer spoofing detection decrease with SINR. Even
if κ = −3 dB, b = 0.2, and ρ = 10 dB, the spoofing
detection still achieves good performance with Pf = 1.5% and
Pm = 1.19%. Fig. 1(d) shows that the utility of the receiver
increases with κ and ρ, as the detection accuracy increases
correspondingly. For example, if b = 0.2 and ρ = 10 dB, the

utility of the receiver for κ = 0 dB increases to 5.96 from
5.88 for κ = −3 dB.
B. Experimental Results
The proposed spoofing detection schemes were implemented on USRPs and experiments were performed in an indoor environment. As benchmark, we considered the spoofing
detection with a fixed threshold. In the experiments, we
considered 12 transmitters in a 12 × 9.5 × 3 m3 office room
as shown in Fig. 2, with G1 = C1 = 6, G0 = 9, C0 = 4,
f0 = 2.4 GHz, M = 5, y = 0.25, µ = 0.8, δ = 0.7, ε = 0.1,
X = 29 and J = 10. As shown in Fig. 3, the maximum
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Fig. 4: Performance of the spoofing detection with W = 200 MHz,
M = 5 and the legitimate node located at #10 and spoofers located
at #2, #7 and #12 in the topology in Fig. 2.

test statistic of the legitimate packets in an experiment with
6 transmitters is 0.1325, while the minimum test statistic of
spoofing packets is 0.0185. Thus, the action set of the receiver
in the experiment was set between 0.01 and 0.14.
As shown in Fig. 4, the spoofing detection with Q-learning
reaches a stable utility that is higher than the fixed threshold
soon after the starting of the game. For instance, the utility
of the receiver with Q-learning is 14.7% higher than that with
the fixed test threshold after 1500 time slots with W = 200
MHz and M = 5. Fig. 4(a) shows that the optimal threshold
achieved by the spoofing detection with Q-learning is about
0.023.
As shown in Fig. 5(a), the spoofing detection with Dyna-Q
has lower error rates than that with Q-learning, and both have

Q
Fixed
Dyna−Q

5.5

5
50

100

150

200

Bandwidth (MHz)
(b) Average utility of the receiver

Fig. 5: Performance of the PHY-layer spoofing detector in the indoor
environment with M = 5, the legitimate node located at #10 and
spoofers located at #2, #7 and #12 in the topology as shown in Fig.
2.

better detection accuracy than that with a fixed threshold. For
example, the miss detection rate and the false alarm rate of
the spoofing detection with Q-learning are reduced by 61.72%
and 93.33% than the fixed threshold strategy with W = 200
MHz and M = 5. As shown in Fig. 5(b), the detection with
Dyna-Q leads to the highest utility of the receiver and that
with Q-learning also improves the utility compared with the
benchmark detector. For instance, the average utility of the
receiver with Q-learning increases by 22.44% from that of
the fixed threshold, if W = 150 MHz and M = 5, which is
further improved by 0.79% by Dyna-Q, as Dyna-Q increases
the learning speed of the detector.
As shown in Fig. 6, the average error rates and utility of
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was proposed for a dynamic radio environment. Simulation
results show that the spoofing detection is robust against
environmental changes. Experimental results over USRPs in
an indoor environment demonstrate that the proposed spoofing
detection scheme with Q-learning can efficiently improve the
authentication performance. For example, the average error
rate of the proposed scheme is less than 5%, while that with
a fixed threshold is more than 14%, when the bandwidth is
200 MHz and the number of nodes is 4. As the spoofing detection scheme with Dyna-Q increases the learning speed over
with Q-learning, the authentication performance is efficiently
improved. For example, when the bandwidth is 100 MHz and
the number of nodes is 4, the average utility of the receiver
with the threshold strategy based on Q-learning is improved
by 4.3% by the Dyna-Q based detector.

0.35
P, Q
f

0.3

P , Fixed
f

P , Dyna−Q

Average error rates

f

0.25

P ,Q
m

Pm, Fixed
0.2

P , Dyna−Q
m

0.15
0.1
0.05
0
2

3

4

5

6

7

8

Number of nodes

A PPENDIX A
P ROOF OF Lemma 1

(a) Average error rates

According to (9) and (10), we have Pf (0) = 1, Pm (0) = 0,
lim Pf (x) = 0, lim Pm (x) = 1 and

8.5

x→∞

−

Average utility

7.5

−

6.5

5.5
2

x

(28)

x

dPm (x)
xM −1 e σ2 (2/ρ+1+κ)
=
,
M
dx
(σ 2 (2/ρ + 1 + κ)) Γ (M )
∫∞
where Γ(τ ) = 0 φτ −1 e−φ dφ.
By (7), we have

7

6

x→∞

dPf (x)
xM −1 e σ2 (2/ρ+b)
=−
M
dx
(σ 2 (2/ρ + b)) Γ (M )

8

∂us (x, y)
= G1 − G0 − Pf (x)(G1 + C1 ) + Pm (x)(G0 + C0 ),
∂y
(30)

Q
Fixed
Dyna−Q
3

(29)

4

5

6

7

8

Number of nodes
(b) Average utility of the receiver

Fig. 6: Performance of the PHY-layer spoofing detector in the indoor
environment with W = 200 MHz, M = 5 and the legitimate node
located at #10 and spoofers located at #1-12 in the topology as shown
in Fig. 2.

the spoofing detectors decrease graciously with the number of
nodes. For example, if W = 200 MHz, M = 5 and N = 8,
the miss detection rate of the spoofing detector with DynaQ is 6.9%, while that with Q-learning is 7.9%, with the false
alarm rates being less than 5‰. The utility of the receiver with
Dyna-Q is 1.28% higher than that with Q-learning in this case.
VIII. C ONCLUSION
In this paper, we have formulated the interactions between
a receiver and spoofers as a zero-sum spoofing detection
game. We have derived the NE in the static spoofing detection game and discussed the uniqueness of the NE. The
PHY-authentication method based on Q-learning and Dyna-Q

indicating that us (x, y) is a linear function of y. By
(30), we have ∂us (0, y)/∂y = −G0 − C1 < 0 and
lim ∂us (x, y)/∂y = G1 + C0 > 0.
x→∞
By Eqs. (28), (29) and (30), we have
−x
2 2

∂ 2 us (x, y)
xM −1 e σ ( ρ +b)
=
∂y∂x
σ 2M Γ(M )



(κ+1−b)x/σ 2
2 +b
2 +1+κ
(
)(
)
ρ
ρ
(G0 + C0 )e

 G1 + C1
× 2
+

( ρ + b)M
( ρ2 + 1 + κ)M
≥ 0,

(31)

indicating that ∂us (x, y)/∂y increases with x. As
∂us (0, y)/∂y < 0 and lim ∂us (x, y)/∂y > 0, the solution
x→∞
of ∂us (x, y)/∂y = 0, denoted by x̂, is unique and positive. If
0 ≤ x < x̂, we have ∂us (x, y)/∂y < 0. Otherwise, if x > x̂,
we have ∂us (x, y)/∂y > 0.
Next, by Eqs. (7), (28) and (29), we have
M −1

−x/σ 2
2 +b
ρ

∂ur (x, y)
x
e
= 2M
∂x
σ Γ(M )
where ξ1 =

(G1 +C1 )(1−y)
(2/ρ+b)M

(
ξ1 − ξ2 e (

and ξ2 =

(κ+1−b)x/σ 2
2 +b
2 +1+κ
ρ
ρ

)(

(G0 +C0 )y
(2/ρ+1+κ)M

)

.

)
, (32)
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1) If b < κ + 1: As ∂us (x̂, y)/∂y = 0, us (x̂, y) is constant
for any y ∈ [0, 1], i.e., y ∗ can be any value in [0, 1]. Let ŷ
be the solution of ∂ur (x̂, y)/∂x = 0, which is given by (14)
after simplification. If y = ŷ, we have ξ1 > ξ2 . By (32), we
have ∂ur (x, ŷ)/∂x > 0 for 0 < x < x̂ and ∂ur (x, ŷ)/∂x < 0
for x > x̂, indicating that x∗ = x̂, if y ∗ = ŷ. Thus, we have
(x∗ , y ∗ ) = (x̂, ŷ).
2) If b = κ + 1: As ∂us (x̂, y)/∂y = 0, us (x̂, y) is constant
with y ∈ [0, 1]. It is clear by (14) that ∂ur (x, ŷ)/∂x = 0,
indicating that ur (x, ŷ) is constant with x ≥ 0. Thus, we have
(x∗ , y ∗ ) = (x̂, ŷ).
The uniqueness of the NE for b ≤ κ + 1 is proved by
contradictions. Assume that there exists another NE (x1 , y1 ) ̸=
(x∗ , y ∗ ). If x1 < x∗ , we have ∂us (x1 , y)/∂y < 0 and thus
y1 = 0. By (32), we have ∂ur (x, 0)/∂x ≥ 0, i.e., ur (x, y1 )
increases with x. Thus ur (x1 , y1 ) < ur (x∗ , y1 ), contradicting
to the assumption that (x1 , y1 ) is NE. If x1 > x∗ , we have
∂us (x1 , y)/∂y > 0, yielding y1 = 1. By (32), we have
∂ur (x, y1 )/∂x ≤ 0, i.e., ur (x, y1 ) decreases with x. Thus
ur (x1 , y1 ) < ur (x∗ , y1 ), contradicting to the assumption.
Thus, (x∗ , y ∗ ) is the unique NE in this game.
3) If b > κ + 1: Similar to Case 2, if x∗ ̸= x̂, no NE
exists. Otherwise, if x∗ = x̂, we have ∂ur (x∗ , y ∗ )/∂x = 0.
In addition, ∂ur (x, y ∗ )/∂x > 0, ∀ 0 < x < x̂, and
∂ur (x, y ∗ )/∂x < 0, ∀ x > x̂. However, by (14), we have
∂ur (x∗ , y ∗ )/∂x = 0. By (32), we have ∂ur (x, y ∗ )/∂x < 0
for 0 < x < x̂, and ∂ur (x, y ∗ )/∂x > 0 for x > x̂, indicating
that x∗ ̸= x̂. Thus, no NE exists in this case.
In summary, we have Lemma 1.
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