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INTRODUCTION

The Internet of Things (IoT) is an emerging
concept referring to networked everyday objects
that interconnect to each other via wireless sen-
sors attached to them. Smart homes are an
appealing IoT practice. It pushes forward a
future home environment where embedded sen-
sors and actuators (e.g., in consumer electronic
products and systems) are self-configured and
can be controlled remotely through the Internet,
enabling a variety of monitoring and control
applications. These devices sense and record
user activities, predict their future behavior, and
prepare everything one step ahead according to
the user’s preference or needs, giving him/her
the most convenience, comfort, efficiency, and
security. Extensive research efforts have been
made to develop various smart home systems
[1]; commercialization (e.g., www.smarthome.
com, www.smarthomesystems.com) has also been
observed. These research and development
activities focus on individual homes.

We propel the smart home concept to a fur-
ther extent and introduce the notion of the smart
community. A smart community is a multihop
network of smart homes that are interconnected
through radio frequency following wireless com-
munication standards such as WiFi (IEEE
802.11) and the third generation (3G) of mobile
telephony. It can be viewed as a cyber-physical
system, in which homes are virtually multifunc-
tion sensors with individual needs, continuously
monitoring the community environment from

various aspects; and, when necessary, automatic
or human-controlled physical feedback is input
to improve community safety, home security,
healthcare quality, and emergency response abil-
ities. As elaborated later in this article, the real-
ization of a smart community requires
sophisticated supporting techniques, and there
are many associated technical challenges to be
tackled. With ever advancing wireless communi-
cation and ubiquitous sensing technologies, we
envision a proliferation of smart communities in
the future. 

THE SMART COMMUNITY
ARCHITECTURE

A smart community is a virtual environment
composed of networked smart homes located in
a local geographic region. It is formed upon the
agreement of participating homeowners, with
respect to local geographic, terrain, and zoning
features. For example, enclave homes should
participate in the community of surrounding
homes rather than become a separate one; iso-
lated (e.g., by major streets) homes should not
belong to the same community. Architecturally,
a smart community consists of three domains:
the home domain, community domain, and ser-
vice domain, as shown in Fig. 1.

HOME DOMAIN
In this domain, a home network is formed by a
number of home automation systems (e.g.,
healthcare systems and security systems) for con-
tinuous real-time monitoring of residents, the
home environment, and the nearby community
environment (e.g., the street segments beside a
house). These systems report their surveillance
results to a home gateway inside the home in a
single-hop or multihop way. The connection may
be realized by powerline communication tech-
nologies such as HomePlug (www.homeplug.
org), wireless communication technologies like
Bluetooth, phone line communication technolo-
gies such as HomePNA (www.homepna.org), or
other technologies such as Ethernet that require
dedicated wiring. The gateway is the home’s
communication interface with the outside world.
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It is able to intelligently process and manage
gathered surveillance data, provide efficient
paths for forwarding them to other homes or the
remote community center in the community
domain via wireless networks, and/or enable
immediate contact with the call center in the ser-
vice domain for response. 

COMMUNITY DOMAIN
The core of the smart community architecture is
the community domain, where a connected com-
munity network is formed by home gateways (rep-
resenting their hosting homes) for cooperative and
distributed monitoring of the community environ-
ment and information dissemination among indi-
vidual homes. A reliable tamper-proof wireless
device, called a community center, is placed in the
network for data storage and processing. It is
guarded by advanced sensor technologies and pro-
tected by defensive layers; unauthorized access
will trigger alarms, notifying community residences
and authorities. Home gateways and the commu-
nity center are connected wirelessly using WiFi
links in a multihop manner. In case of communi-
cation failure, 3G cellular networks can be used
for bridging individual homes and the community
center. Data stored on the community center can
be personal, sensitive, and confidential. For home
privacy, they are selectively accessible, only to
authorized parties as needed; remote access may
not be permitted, subject to the community resi-
dents’ collective decision.

SERVICE DOMAIN
The key component of this domain is a call cen-
ter, which is a communication and computation
device hosted by a trusted party like the local
police department. It receives service calls from
the community domain by being connected to
individual homes (the corresponding home gate-
ways) and dispatches them to proper authorities
or service providers, through a reliable commu-
nication channel such as the public telephone
system or television cable system. It is connected
to the community center as well, and thus able
to provide value-added data gathering services
for a variety of smart community applications
related to municipal affairs, such as election and
voting or utility management, such as accounting
and billing. It is possible that the service domain
is shared by multiple communities that are close
to each other.

SECURE AND ROBUST COMMUNITY
NETWORKING

In the smart community architecture, the home
domain emphasizes intra-home networking,
which deals with how to interconnect smart
appliances, home automation systems, security
systems, and other applications in a smart home
environment. This problem has been extensively
studied in the literature [1]. Here we focus on
the new inter-home (community) networking
issue in the community domain, raised by the
smart community concept. To simplify the pre-
sentation, we use the terms node, home gateway,
and smart home (or home) interchangeably.

Notice that the community network is a clas-

sic wireless ad hoc network. We have considered
WiFi technologies at the medium access control
(MAC) layer. TCP [2] is a natural choice at the
transport layer since it provides reliable conges-
tion control and has become the de facto stan-
dard in most applications. According to [3], plain
WiFi protocols do not work well with TCP in
wireless ad hoc networks due to the hidden ter-
minal and exposed terminal problems. Effort has
been made to improve the protocol performance
[4], and bandwidth management is further sug-
gested to ensure satisfactory quality of service
[5]. While considerable research has covered the
issues at the MAC and transport layers, we study
the network-layer routing problem (i.e., selecting
multihop paths for sending network traffic
between homes).

Although there are significant research efforts
on distributed wireless ad hoc routing [6] in
large-scale or mobility-rich networks, we notice
the limited scale and static nature of the com-
munity network. In such a network, it is feasible
and realistic to pre-load each home gateway with
a global view of the network topology. Routing
can thus be performed at the source in a central-
ized and straightforward way. Nevertheless, it is
not trivial to ensure secure and robust data com-
munication, due to the openness and unreliable
nature of the wireless communication media. 

Figure 1. The smart community architecture: a) community and service
domains; b) home domain.
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SECURITY AND RELIABILITY REQUIREMENTS

There are five basic security requirements: data
confidentiality, integrity, authenticity, non-repu-
diation, and access control. The network traffic
in a smart community must be protected to
meet the first four requirements. The last
requirement may be satisfied optionally accord-
ing to the traffic type. Community network traf-
fic may be classified as private or public. The
content of both types of traffic is protected from
being read by people outside of the community.
Private traffic, such as personal health informa-
tion, is originated for the benefit of individual
homes. Its content should not be disclosed to
other community residents. Public traffic, such
as safety warnings, is for the collective benefit of
the entire community. It is thus open to all com-
munity members.

Some basic security mechanisms may be suffi-
cient for securing data communication in the
community network. For example, asymmetric
keys can be assigned to each home gateway by
the service provider that offers smart community
services. They are used for authentication and
negotiating symmetric session keys for data com-
munication, and they can be updated on a peri-
odic basis. Since each home gateway is normally
a powerful device like a wireless access point,
cryptography may be applied as needed during
data communication so as to meet the above
mentioned security requirements. When repre-
senting its members, a home appears to have
social needs. If an adversary observer finds that
a home often communicates with a particular
home, it may correctly guess the source home’s
communication purpose with a high probability
based on the public information of the social
role of the destination home, even if the com-
munication content is hidden by cryptography.

To handle this home privacy concern, the
source home may deliberately include some
trustworthy homes in the data communication
path as relay nodes. As suggested in [7], these
trusted nodes can employ a re-encryption algo-
rithm to re-randomize the received cipher text.
Such an algorithm does not affect the decryption
capability of the destination, but disables the
observer from linking the input and output data
streams by simply comparing data packets. Fur-
thermore , they can cut off the relation between
the input and output data streams by a mix tech-
nique. If n input packets are randomly mapped
to n output ones, the probability of an adver-

sary’s correctly guessing the link relation between
source and destination is only 1/n.

In case there is no trustworthy home in the
community, the source home may apply classic
layered encryption technique to establish an
anonymous route to the destination. The idea is
to assign a session key to every hop along the
route and encrypt each data packet in layers,
using theses keys in accordance with the order of
the hops in the route. Intermediate nodes are
informed by the source about the session keys of
their incidental hops through a route establish-
ment phase. They peel off one encryption layer
from a received data packet and retransmit the
packet to all the nodes in its communication
range including the next hop. The destination
removes the last encryption layer and obtains
the original data packet. In this way, home priva-
cy can be preserved since no intermediate node
is aware of the source, the destination, or even
other intermediate nodes.

A home gateway is considered unreliable if it
either fails to forward messages or transmits
incorrect messages. Having unreliable gateways
in the community network may increase commu-
nication delay and cause bandwidth waste, data
loss, and communication failure. The reasons for
a home gateway to appear unreliable are multi-
fold: error-prone wireless media, software faults
and hardware defects. Network attacks also con-
tribute to home gateway unreliability. An adver-
sary may occupy the wireless channel by
overwhelming frequencies of illegitimate traffic
so that legitimate traffic is jammed. It may com-
promise several home gateways, access all keying
materials stored on them, and then control them
to disseminate bogus data to the community
and/or the service center, degrading the fidelity
of the propagated information and leading to
erratic upper-level decisions. Reliable communi-
cation is expected in the presence of unreliable
home gateways.

SECURITY AND RELIABILITY
IMPROVEMENT TECHNIQUES

The flow chart of home-to-community-center
data communication is shown in Fig. 2. The
blocks of filtering and unreliable node detection,
and the use of 3G networks are the main tech-
niques for improving security and reliability.
Below we introduce the most recent solution
techniques. A review of other possible solutions
can be found in [8, 9].

Filtering False Network Traffic — It is impos-
sible to detect within the community false pri-
vate data due to their intrinsic non-public nature.
Detection is possible only after a response is
triggered as the response normally involves
human intervention and/or cross-verification by
authorized parties. Henceforth, we focus on how
to filter false public data. Public data concern
the interests of the community. They are fused
and processed at the community center. By
checking data consistency, the community center
is able to detect false public data and remove
them from consideration.

More specifically, according to data type and
other associated attributes such as location and

Figure 2. The flow chart of smart community communication.
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time, the community center asks the entire com-
munity for relevant data (if they are not locally
available yet), and computes the distance
between the data to be verified and the centroid
of the replies received. The target data is false if
the distance is beyond a threshold value, which
is normally given as a system input. This central-
ized technique, however, allows false data to be
propagated in the community, wasting precious
bandwidth of en route nodes; it additionally puts
all the verification burden on the community
center, thus making it vulnerable to denial of
service (DoS) attacks. Early detection and filter-
ing is highly desired.

Lu et al. [8] recently proposed a cooperative
authentication scheme to prevent false data from
propagating in the network. In this scheme,
source node S informs its k-hop neighborhood
NS

k about the data X to be propagated and the
complete routing path P to be used. Each node
in NS

k uses an elliptic curve cryptography (ECC)-
based non-interactive keypair establishment
method to compute shared keys with all nodes in
P. It generates message authentication codes
(MACs) for these en route nodes using these
keys if it agrees on X, or randomly otherwise. S
collects MACs from NS

k and transmits them
together with X along P. Each node in P gener-
ates the shared keys with NS

k similarly and veri-
fies the received MACs intended for it. It decides
whether to retransmit according to the verifica-
tion result and a locally selected vote threshold
L.

Avoiding Unreliable Home Gateways — It is
important to identify unreliable home gateways
so that they can be avoided in routing and quick-
ly reconfigured/repaired by the homeowners. As
data integrity is achieved by cryptographic tech-
niques, this actually boils down to the classic
packet drop attack (black/gray hole) detection
problem. A recently proposed side channel mon-
itoring (SCM) technique [9] can be adopted to
handle this problem at minimal cost.

SCM is a localized scheme with no require-
ment for any additional trusted device (thus no
additional monetary investment). The principle
is to select a subset of neighbors for each node
along a routing path as observers to monitor its
message forwarding behavior and report
observed misbehavior to the source. The back-
ward route is a directional primary communica-
tion channel to the source; observer nodes
constitute a side channel, also toward the source.
The two channels are both used for misbehavior
reporting. Due to collusion among attackers and
topological disconnectivity of the two channels,
misbehavior reports may possibly not be deliv-
ered successfully, leading to detection failure. It
has been shown that SCM has a high detection
rate.

After a node detects an unreliable home
gateway, it reports this to the community center.
Each node intends to use the most reliable home
gateways and avoid using frequently detected
unreliable ones. Since detection is not guaran-
teed, to further mitigate unreliable home gate-
ways and increase data delivery probability,
multipath routing may be engaged. The commu-
nity center gathers the misbehavior reports

about each home gateway. When the number of
reports is beyond a certain threshold, it notifies
the corresponding homeowners by other means
such as an automatic telephone call. The home-
owner is responsible for investigating and fixing
the problem quickly and reporting the repair to
the community center, which then informs the
entire community so that those home gateways
can be reused for routing.

When unreliable gateways appear massively,
the network can be partitioned, and multipath
routing may fail. To ensure the functionality of
the smart community in this extreme situation, a
source may switch from using the WiFi-based
community network to using the relatively reli-
able and ubiquitously available 3G cellular net-
work for data communication. Because the 3G
network is normally not a free resource, it is the
home owners’ decision whether to use it or not
and in which situations to use it. Besides, the
switch is not made immediately, but after a few
retrials of using the community network.

SMART COMMUNITY APPLICATIONS
The smart community platform can support
many applications. We elaborate on two major
applications, Neighborhood Watch and Perva-
sive Healthcare, which improve community safe-
ty, home security, healthcare quality, and
emergency response abilities. We also briefly
introduce several value-added services, including
smart metering for utility management, and
social networking for convenience and entertain-
ment.

NEIGHBORHOOD WATCH
Neighborhood Watch is a traditional program in
North America. Similar systems exist in Europe.
They are usually implemented as a function of a
community association, involving a group of resi-
dents devoted to crime and vandalism preven-
tion within a neighborhood. When suspicious
activities occur, members contact authorities
rather than intervene. Due to unavailability,
tiredness, distraction, and limited perception,
human-dominated neighborhood watches are
inconsistent and of limited effectiveness. The
smart community environment provides a per-
fect platform to implement unattended and per-
vasive always-on neighborhood watches, saving
human resources and increasing effectiveness
and efficiency.

Individual homes are equipped with surveil-
lance cameras. These cameras continuously
monitor the surroundings of their corresponding
homes, including not only the homes’ yards but
also nearby road/street segments. As such, homes
can be abstracted as computationally capable
sensors with limited sensing range, and the com-
munity network is therefore a wireless sensor
network covering the geographic region of the
community. Homes cooperatively and distribut-
edly detect suspicious events, and decide whether
a detected event is a safety threat; when neces-
sary, they inform other community members
within the event interference range and/or con-
tact the call center. Meanwhile, they report the
event to the community center, where all the
event reports are gathered and analyzed. The
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community center determines the correlation of
received event reports (data) by statistical
approaches. If, together, they indicate a commu-
nity-wide threat, it sends alarms to all the homes
in the community as well as contact the call cen-
ter. The call center dispatches received service
calls to appropriate authorities so that proper
actions or feedback can be taken/provided. We
would like to indicate that the monitoring objects
of neighborhood watches are events happening
in the public space. Other events take place on
private property and are taken care of by indi-
vidual home security systems.

Events such as fires and earthquakes may be
simple and static (or slowly varying), and can be
identified directly from sensor readings. Events
may also be complex and mobile, such as a
school bus going through the community in the
morning or an unknown car wandering around
the community at midnight. These mobile events
have spatial and temporal properties. While
detecting suspicious static events may be easy,
detecting suspicious mobile events requires
sophisticated detection techniques. In order to
decide whether a mobile event is suspicious and
make the decision in real time, we need to track
the event. Consider an event, also called a tar-
get, as a dynamic system whose state describes
the location (possibly as well as velocity) of the
target and evolves over time. Tracking can be
formulated as obtaining an estimate of target
state from a (state) measurement history.
Depending on the number of targets, there are
single-target tracking and multitarget tracking.
Generally speaking, target tracking, whether sin-
gle or multi, can be performed by sequential
Bayesian filtering [10]. The more targets to
track, the more complex the state space and
observation space, and therefore the more com-
putational power is needed. Multitarget tracking
is relatively difficult due to unknown association
between the observations and the targets in the
presence of noise, clutter, and potentially missed
detections [11]. But it is practically desirable
because there are usually different targets (e.g.,
people and vehicles) at the same time in a com-
munity environment.

Teng et al. [12] presented a cluster-based
single-target tracking algorithm using variation-
al filtering — an implementation of Bayesian
filtering — for sensor networks. The network is
clustered, and clusters are activated in turn so
that at any measurement time there is only one
cluster of sensors (i .e.,  individual homes)
responsible for sensing and tracking. The head
of an active cluster collects sensory data from
its cluster members, predicts the mobility of the
target by variational filtering, and activates the
most appropriate cluster for subsequent track-
ing. In order to generate enough information
for tracking the target, at least three cluster
members need to detect the target and report
their observations. Cluster activation is based
on predicated target position and tendency. If
the predicated position is within the current
cluster, no efforts will be made; otherwise, the
current cluster head will activate, and pass all
necessary tracking data to an adjacent cluster
to take over the tracking process while deacti-
vating its own cluster. Activation is in favor of a
cluster to which the predicted target position is
the closest and the target is moving. As a result,
clusters along the target’s movement trace are
activated in sequence, and the target is cap-
tured all the time. Figure 3 illustrates suspi-
cious event detection by this algorithm in the
Neighborhood Watch scenario. This tracking
method requires only local computation within
the currently active cluster, and is thus efficient
in terms of communication and computation.
The cluster-based framework of this algorithm
may be extended to support efficient multitar-
get tracking.

PERVASIVE HEALTHCARE
Healthcare applications developed in a smart
community decrease the community residents’
dependence on special caregivers and reduces
their healthcare expenses through more efficient
use of community healthcare resources and ear-
lier detection of life-threatening emergency situ-
ations. To make an accurate and quick
emergency response, the applications rely on
continuous monitoring of the environmental
conditions and the body status of community
residents provided by wireless body sensors
deployed around the human body. The smart
community environment then provides a seam-
less wireless connection from every location
within the community at which the residents
reside to nearby healthcare givers living in the
same community and remote healthcare insti-
tutes.

In a smart community environment, elders
and people with cognitive/physical disabilities
receive healthcare services any time for any
event, and little children and babies are cared
for in a more secure way while their parents
are not nearby. When an emergency occurs,
being detected/reported by body sensors, home
surveillance systems, or an onlooking passerby,
the emergency information and other relevant
data such as body sensor readings and personal
health information (PHI) are instantly sent
through the community network to nearby
healthcare workers who are able to offer the
most proper first aid, and service calls are

Figure 3. Suspicious event detection in neighborhood watch: a) a cluster of
smart homes, marked by small dots and surrounded by circles indicating their
surveillance range, are tracking a suspicious event, represented by a star; b) the
event movement trace identified by the community surveillance network is a
multi-stage curve of space-time points. The contour line on the space plane in
(b) corresponds to the physical path of the event, which is the blue line in (a).
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made in the meantime to healthcare institutes
whose professionals will immediately come to
the scene and provide advanced emergency
measures.

In healthcare applications, residents’ PHI is
transmitted in the community network, exposed
to unauthorized collection, disclosure, or other
inappropriate use, and constituting privacy
threats to those residents. One privacy concern
is about the sensitive and confidential nature of
PHI. Another concern is, if an observer knows
that a resident often sends his/her PHI to a par-
ticular healthcare worker, then based on the
medical treatment domain of the healthcare
worker, the observer can correctly guess that res-
ident’s disease with a high probability. These
concerns can be resolved by cryptography, pack-
et re-encryption, and mix techniques, as dis-
cussed previously.

The healthcare applications also need fine-
grained access control for privacy-sensitive data.
The access control must be user-centric. That is,
residents must be able to select the access policy
for their own personal information and apply
distinct access policies in different situations.
For example, in a normal situation they may
only send their data to the remote trusted
authority; whereas in a life-threatening scenario
they may want to disseminate the data quickly
while exposing as little personal information as
possible to the public. This trade-off between
safety, privacy, and access control in different
contextual cases is shown in Fig. 4. Recent
research efforts [13] have been devoted to
attribute-based encryption (ABE) schemes for
fine-grained access control without a lengthy
user authorization process. Such schemes associ-
ate cipher text with an access tree, where each
leaf node represents an attribute (or access
role), and each non-leaf node represents a
threshold value. If we treat each attribute as a
binary variable (either 0 or 1), the access tree
can be semantically transformed to a Boolean
function, which can be used for controlling
access to patient data.

VALUE-ADDED SERVICES
Utility Management — The smart community
environment can facilitate measurement of utili-
ty consumption of individual homes. Traditional
automated meters have to be read individually
by metering personnel from utility companies. In
smart community, each home is equipped with
smart meters that report their readings to the
home gateway, which in turn forward the data to
the community center through the community
network in a secure and privacy-preserving way.
Here privacy preservation is important because
the utility usage information may reveal house-
hold actives. The community center maintains an
account storing detailed utility usage information
for each household. It periodically transmits the
data to the call center, which then forwards
them to the utility companies for computerized
billing. Because no direct human intervention is
involved in the utility management process,
operational cost is reduced at the utility compa-
ny side. At the consumer side, home privacy and
security is improved since no metering personnel
enter their houses.

Social Networking — The smart community
environment also provides a social network plat-
form. It is convenient and cost-free for residents
to utilize the community network to interact
with other people in the local region. Because of
the geographic proximity, this kind of social net-
work would be more useful than Internet-based
ones in many cases. For instance, babysitting is
an important community activity, which refers to
the practice of temporarily caring for a child on
behalf of the child’s parents. With the social net-
work platform established in a smart community,
parents may easily find a convenient and trust-
worthy babysitter nearby. Online gaming is a
popular leisure activity, which has had an expo-
nential increase in recent years. The advanced
community technologies in the smart community
make the development and creation of low-cost
online gaming possible. It is expected that resi-
dents can conveniently play online games with
their peers in the same community and do not
rely on the public gaming service and the Inter-
net. As a result, there is no or very little associ-
ated monetary cost.

RESEARCH CHALLENGES
As the smart community belongs to the broad
field of wireless communications and network-
ing, it inherits a variety of fundamental problems
such as transmission control [2], media access
control [3, 4], bandwidth allocation [5], and rout-
ing [6]. These problems have been investigated
extensively in literature. Given the limited space
here, we address only the key issues related to
the previously introduced community networking
techniques and novel applications. 

NETWORKING CHALLENGES
Cooperative Authentication — Previously,
when introducing security and reliability
improvement techniques for community net-
working, we presented a cooperative authentica-
tion scheme for filtering false data traffic in
community network [8]. It is a voting scheme
within a k-hop neighborhood, governed by a vote
threshold L. Normally, only nodes within an
event’s interference range are able to sense the
event and thus be eligible to vote for each other’s
surveillance data about the event. Let T be the

Figure 4. Access control in pervasive healthcare: a) trade-off of safety, privacy,
and access control; b) an access tree consisting of two threshold gates both
valued by 2, and five attributes, A, B, C, D, and E. An attribute set (A, B, D)
satisfies the access tree.
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number of such eligible voters in a k-hop neigh-
borhood. In a smart community, homes are
sparsely located (when houses are separated by a
reasonable distance, e.g., a few meters, home-
used WiFi signal can cover only a few homes in
vicinity); thus, T is usually small unless k is set to
be large. Voting results may not reflect the truth
if T is small or T < L. In order to increase vot-
ing effectiveness, both k and L should be dynam-
ically and adaptively selected according to the
event range, rather than blindly defined before-
hand. Before the voting process, certain collabo-
ration is then needed among sensors for
estimating the event range according to their
measurements and properly determining the val-
ues of these two key parameters. The source
node should not make the selection, and the
associated communication cost should not offset
the savings gained from traffic filtering. The
challenge is how to ensure such collaboration
under these requirements.

Detecting Unreliable Nodes — We also sug-
gested adopting SCM [9] for detecting unreliable
nodes (home gateways) in the community net-
work and eventually avoiding using them during
data communication. This scheme relies on
neighboring nodes passively listening to each
other’s retransmission and does not provide
detection guarantee. To improve its perfor-
mance, acknowledgment packets can be used
between successive intermediate nodes, and/or
between source and destination to verify packet
receipt. It is necessary to apply cryptographic
techniques on both data packets and acknowl-
edgment packets in order to enable trustworthy
and effective verification. It is a challenging
open research problem to find lightweight local-
ized unreliable-node detection techniques with-
out using extra hardware and with detection
guarantee. Solutions should increase community
network reliability, decrease the frequency of
using paid 3G cellular networks, and reduce
associated monetary expense.

APPLICATION CHALLENGES
Target Tracking and Intrusion Detection
— For Neighborhood Watch, existing target
tracking algorithms including [12] are not
designed for smart community environments,
where the movement of a target is restricted
within community streets/roads. This constraint
actually simplifies the problem. It may be
exploited to design new efficient data associa-
tion algorithms and tracking algorithms. With
collected event data by the tracking algorithm
used, we need to classify the event as either
normal or suspicious. This classification involves
two challenging tasks: one is to define suspi-
cious mobility patterns; the other is to compare
a detected event mobility pattern with the
defined malicious patterns and try to find a
match. The first task has to be fulfilled offline
in advance, before event data collection. It
requires analysis and study (through data min-
ing approaches) of historical data from commu-
nities where crime and vandalism have
occurred, with support from the fields of
humanology, sociology, psychology, and crimi-
nology. The defined patterns need to be repre-

sented and organized in a proper and efficient
way for computerized usage. The second task is
an analog of network intrusion detection. It has
to be done quickly and carefully. Simple direct
comparison is not sufficient since a match is
not necessarily exact and may be contextual.
Some intrusion detection techniques [14] may
be borrowed to help resolve this problem. An
intelligent context-aware matching algorithm is
eventually desired to avoid or minimize both
false positives and false negatives.

ABE with Hidden Access Policies — For Per-
vasive Healthcare, fine-grained access control
[13] is applied so as to satisfy community mem-
bers contextual customized privacy needs. As
access control becomes fine-grained, the access
policy may contain quite a bit privacy-sensitive
information. Improper design and disclosure of
the policy would enable partial information of
the communicating parties to attackers, and thus
violating user privacy. Consider a patient who
wishes to share personal information for emer-
gency use with healthcare givers who live in
his/her community and satisfy a certain access
policy. This policy, however, can possibly reveal
confidential information such as diseases, symp-
toms, or other attributes of the patient. In this
case, the patient will seek qualified healthcare
givers by transmitting a message, encrypted with
the ABE scheme and hiding the access policy in
the cipher text, within the community network.
Without knowing the policy, a receiver is not
able to identify itself as a qualified candidate
unless it tries every possibility. The brute-force
approach is time- and computation- consuming,
and obviously not a practical solution. Finding
efficient ABE schemes based on hidden access
policies can be a future research direction for
delivering pervasive healthcare in smart commu-
nity environments.

CONCLUSIONS
In this article, we have introduced the smart
community as a new application of the Internet
of Things. Grounded in wireless communications
and networking technologies, a smart community
networks the smart homes in a local community
environment, and enables a variety of useful and
promising services such as neighborhood watch
and pervasive healthcare. It opens a new
research direction with many unique challenging
issues.

REFERENCES
[1] S. Dixit and R. Prasad, Technologies for Home Network-

ing, Wiley, 2008.
[2] Y. Tian, K. Xu, and N. Ansari, “TCP in Wireless Environ-

ments: Problems and Solutions,” IEEE Commun. Mag.,
vol. 43, no. 3, pp. S27–S32, Mar. 2005.

[3] T. Saadawi and S. Xu, “Does the IEEE 802.11 MAC Pro-
tocol Work Well in Multihop Wireless Ad Hoc Net-
works?” IEEE Commun. Mag., vol. 36, no. 6, June
2001, pp. 130–37. 

[4] H. Shan, W. Zhuang, and Z. Wang, “Distributed Coop-
erative MAC for Multihop Wireless Networks,” IEEE
Commun. Mag., vol. 47, no. 2, Feb. 2009, pp. 126–33. 

[5] X. Su, S. Chan, and J. H. Manton, “Bandwidth Alloca-
tion in Wireless Ad Hoc Networks: Challenges and
Prospects,” IEEE Commun. Mag., vol. 48, no. 1, Jan.
2010, pp. 80–85. 

Grounded on wire-

less communications

and networking

technologies, smart

community networks

the smart homes in a

local community

environment and

enables a variety of

useful and promising

services such as

neighborhood watch

and pervasive 

healthcare.

LI LAYOUT  10/24/11  4:02 PM  Page 74



IEEE Communications Magazine • November 2011 75

[6] I. Stojmenovic, A. Nayak, and J. Kuruvila, “Design
Guidelines for Routing Protocols in Ad Hoc and Sensor
Networks wth A Realistic Physical Layer,” IEEE Com-
mun. Mag., vol. 43, no. 3, Mar. 2005, pp. 101–06.

[7] X. Lin et al., “SAGE: A Strong Privacy-Preserving Scheme
Against Global Eavesdropping for eHealth Systems,”
IEEE JSAC, vol. 27, no. 4, 2009, pp. 365–78. 

[8] R. Lu et al., “BECAN: A Bandwidth- Efficient Coopera-
tive Authentication Scheme for Filtering Injected False
Data in Wireless Sensor Networks,” IEEE Trans. Parallel
and Distrib. Sys., to appear, 2011.

[9] X. Li et al., “Side Channel Monitoring: Packet Drop
Attack Detection in Wireless Ad Hoc Networks,” Proc.
IEEE ICC ’11, 2011.

[10] J. Liu, M. Chu, and J. E. Reich, “Multitarget Tracking in
Distributed Sensor Networks,” IEEE Sig. Proc. Mag., vol.
24, no. 3, 2007, pp. 36–46.

[11] G.W. Pulford and B.F. La Scala, “Multihypothesis Viter-
bi Data Association: Algorithm Development and
Assessment,” IEEE Trans. Aerospace and Elect. Sys., vol.
46, no. 2, 2010, pp. 583–609.

[12] J. Teng, H. Snoussi, and C. Richard, “Decentralized
Variational Filtering for Target Tracking in Binary Sensor
Networks,” IEEE Trans. Mobile Computing, vol. 9, no.
10, 2010, pp. 1465–77. 

[13] M. Li, W. Lou, and K. Ren, “Data Security and Privacy
in Wireless Body Area Networks,” IEEE Wireless Com-
mun., vol. 17, no. 1, Feb. 2010, pp. 51–58.

[14] T. Chen et al., “Recent Developments in Network
Intrusion Detection,” IEEE Network, vol. 23, no. 1,
Jan./Feb. 2009, pp. 4–5. 

BIOGRAPHIES
XU LI (xu.li@inria.fr) received a Ph.D. (2008) degree from
Carleton University, Canada, an M.Sc. (2005) degree
from the University of Ottawa, Canada, and a B.Sc.
(1998) degree from Jilin University, China, all in comput-
er science. Prior to joining INRIA, France, as a research
scientist, he held post-doctoral fellow positions at the
University of Waterloo, INRIA/CNRS, and the University
of Ottawa. His current research focuses on topology
control, data communications, mobility management,
and network security in wireless ad hoc, sensor, and
robot networks. 

RONGXING LU [S’09, M’11] (rxlu@bbcr.uwaterloo.ca) is cur-
rently working toward a Ph.D. degree with the Department
of Electrical and Computer Engineering, University of
Waterloo. He is currently a research assistant with the
Broadband Communications Research (BBCR) Group, Uni-

versity of Waterloo. His research interests include wireless
network security, applied cryptography, and trusted com-
puting. 

XIAOHUI LIANG [S’10] (x27liang@bbcr.uwaterloo.ca) is cur-
rently working toward a Ph.D. degree with the Department
of Electrical and Computer Engineering, University of
Waterloo. He is currently a research assistant with the
BBCR Group, University of Waterloo. His research interests
include wireless network security, applied cryptography,
and e-healthcare systems.

JIMING CHEN [M’08, SM’11] (jmchen@iipc.zju.edu.cn)
received his B.Sc. (2000) and Ph.D (2005) degrees from
Zhejiang University, China, both in control science and
engineering. He held visiting researcher positions at INRIA,
France, National University of Singapore, and the University
of Waterloo. He is currently a full professor with the
Department of Control Science and Engineering, and the
coordinator of the Networked Sensing and Control group
in the State Key Laboratory of Industrial Control Technolo-
gy, Zhejiang University. His research focuses on estimation,
target tracking, control, and optimization in sensor and
actuator networks.

XIAODONG LIN [S’07, M’09] (xiaodong.lin@uoit.ca) received
a Ph.D. degree in information engineering from Beijing
University of Posts and Telecommunications, China, in
1998 and a Ph.D. degree in electrical and computer engi-
neering from the University of Waterloo in 2008. He is cur-
rently an assistant professor of information security with
the Faculty of Business and Information Technology, Uni-
versity of Ontario Institute of Technology, Canada. His
research interests include wireless network security, applied
cryptography, computer forensics, and software security.

XUEMIN (SHERMAN) SHEN [M’97, SM’02, F’09]
(xshen@bbcr.uwaterloo.ca) received a B.Sc. (1982) degree
from Dalian Maritime University, China, and M.Sc. (1987)
and Ph.D. (1990) degrees from Rutgers University, New Jer-
sey, all in electrical engineering. He is a professor and Uni-
versity Research Chair, Department of Electrical and
Computer Engineering, University of Waterloo. His research
focuses on mobility and resource management, UWB wire-
less networks, wireless network security, and vehicular ad
hoc and sensor networks. He served as an Area Editor for
IEEE Transactions on Wireless Communications and Editor-
in-Chief for Peer-to-Peer Networks and Applications. He is
a Fellow of the Engineering Institute of Canada, a regis-
tered Professional Engineer of Ontario, Canada, and a Dis-
tinguished Lecturer of the IEEE Communications Society.

The brute-force

approach is time-

and computation-

consuming and 

obviously not a 

practical solution.

Finding efficient ABE

schemes based on

hidden access 

policies can be a

future research direc-

tion for delivering

pervasive healthcare

in smart community

environments.

LI LAYOUT  10/24/11  4:02 PM  Page 75



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket true
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage false
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile (None)
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Average
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Average
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Average
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Cadmus MediaWorks settings for Acrobat Distiller 8)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


