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Abstract—Receiver-location privacy is an important security
requirement in privacy-preserving Vehicular Ad hoc Networks
(VANETS), yet the unavailable receiver’s location information
makes many existing packet forwarding protocols inefficient in
VANETS. To tackle this challenging issue, in this paper, we pro-
pose an efficient social-tier-assisted packet forwarding protocol,
called STAP, for achieving receiver-location privacy preservation
in VANETs. Specifically, by observing the phenomena that
vehicles often visit some social spots, such as well-traversed
shopping malls and busy intersections in a city environment,
we deploy storage-rich Roadside Units (RSUs) at social spots
and form a virtual social tier with them. Then, without knowing
the receiver’s exact location information, a packet can be first
forwarded and disseminated in the social tier. Later, once the
receiver visits one of social spots, it can successfully receive the
packet. Detailed security analysis shows that the proposed STAP
protocol can protect the receiver’s location privacy against an
active global adversary, and achieve vehicle’s conditional privacy
preservation as well. In addition, performance evaluation via
extensive simulations demonstrates its efficiency in terms of high
delivery ratio and low average delay.

Keywords — VANETSs, Packet forwarding, Social-tier-assisted,
Receiver-location privacy preservation

I. INTRODUCTION

Vehicular Ad hoc Network (VANET) has recently attracted
increasing attention and will be expected as a promising
approach to not only improving road safety but also providing
various value-added infotainment services on the road [1].
Typically, in a VANET, each vehicle is equipped with an On-
Board Unit (OBU) communication device, which allows vehi-
cles to talk to each other, i.e., vehicle-to-vehicle (V-2-V) com-
munication, as well as Roadside Units (RSUs), i.e., vehicle-
to-infrastructure (V-2-I) communication. Therefore, compared
with the traditional mobile ad hoc networks, the hybrid of V-2-
V and V-2-1 communications makes VANET more promising.
In the near future, VANET will serve as a general platform
for the development of any vehicle-centered applications en-
abled by V-2-V and V-2-I communications such as emergency
braking warning. Nevertheless, there are still many challenges
need to be conquered before it becomes reality. One of the
challenging issues is how to protect vehicles’ location privacy
in VANETSs. In general, a VANET is implemented in a city
environment, and the vehicles’ locations are also tightly related
to the people who drive them. If the vehicle’s location is not
protected, people may not be willing to accept VANET, since
an adversary may learn a user’s health conditions, political
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and/or religious affiliations based on the locations that the user
regularly visits [2]. Therefore, location privacy has become
one of the most concerns for the successful implementation
of VANET.

Furthermore, most vehicle applications require information
exchange, for example, regarding traffic and road conditions,
among moving vehicles and stationary RSUs. Unfortunately,
an end-to-end path between communication participants may
never exist as vehicles are constantly moving with frequently
changing network topology. Hence, for VANET to be effective
in enabling a variety of vehicle applications for road safety
and efficiency improvement in current road transport system,
it will require all network nodes to store, carry and for-
ward packets to intermediate nodes within its communication
range in an opportunistic way, also called opportunistic data
forwarding. The behavior of VANET can be modeled as
Delay Tolerant Networks (DTNs), also known as Vehicular
Delay Tolerant Networks (VDTNs). Recently, many packet
routing protocols suitable for VANET environment have been
proposed [3]-[6], and these existing protocols assume that
sender(s) knows where the packers’ destination is. However,
once the receiver(s) wants to keep its location privacy, these
protocols don’t work well. An intuitive solution to achieve
the receiver location privacy in VANETS is using the flooding
technique to forward the packet, i.e., the Epidemic routing
[7], where all vehicles receiving a packet buffer and carry
the packet as they move, passing packet on to new vehicles
that they encountered. Although the Epidemic routing can
protect the receiver location privacy, it heavily consumes the
network resources and is very inefficient when the vehicle
buffer is constrained. In our previous works [8], [9], we have
presented two packet forwarding protocols for VANET, which
can protect the receiver’s location privacy against a passive
global adversary. However, if the adversary is active and
controls some vehicles, which is highly possible, the receiver’s
location still could be disclosed once some controlled vehicles
are involved in packet forwarding. Therefore, how to design
an efficient packet forwarding protocol while protecting the
receiver’s location privacy against an active global adversary
is a very challenging issue in VANETS.

In this paper, we address the above challenging issue by de-
vising a social-tier-assisted packet forwarding protocol, named
STAP, for achieving receiver-location privacy preservation
in VANETSs, where the social tier is a virtual tier formed
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by social spots, such as well-traversed shopping malls and
busy intersections in a city environment. The proposed STAP
protocol is characterized by disseminating packets to social tier
in order to not only improve the packet delivery performance
but also protect receiver-location privacy against an active
global adversary. Specifically, our major contributions are as
follows:

o Fully utilizing people’s lifestyle in city to design social-
tier-assisted packet forwarding protocol. One kind of lifestyle
of people in city is that they often drive vehicles to visit
one social spot, i.e., a shopping mall. Usually, after visiting
one social spot, they will visit another one. Therefore, when
storage-rich RSUs are deployed at social spots, many vehicles
can often access RSUs to store and fetch packets. Thus, it
is feasible to design an efficient social-tier-assisted packet
forwarding (STAP) protocol in VANETs. In addition, the
“store-forward” function of RSUs make the social tier as a
huge mix server, which can prevent the global adversary from
eavesdropping.

e Extensive simulation studies of advantages of STAP over
Epidemic routing. By detailed simulations, we show that, in
order to achieve the receiver-location privacy preservation,
STAP takes substantial advantages over the Epidemic rout-
ing in terms of high delivery ratio and low average delay,
especially when the vehicle buffer is constrained.

The remainder of this paper is organized as follows. In
Section II, we formalize the system models and identify our
design goal. Then, we present the STAP protocol in Section III,
followed by the security analysis and performance evaluation
in Section IV and Section V, respectively. We also discuss
some related works in Section VI. Finally, we draw our
conclusions in Section VII.

II. SYSTEM MODELS AND DESIGN GOAL

In this section, we first formalize the system models in-
cluding social-tier-assisted VANET network model, social-tier
dissemination model and location privacy threat model. Then,
we identify our design goal.

A. Social-tier-assisted VANET network model

We consider a social-tier-assisted VANET deployed in a
city environment, which includes a large number of vehicles
V = {V1, Vs, -} and a social spot set S = {51, 52, -, S, },
as shown in Fig. 1. Each vehicle V; € V first sets a destination
in the area, then moves to the destination by following the
road-based shortest-path routing with some velocity v;; after
reaching the destination, V; repeats the above procedure. In
addition, each V; is equipped with OBU device which allows
them to communicate with each other when they encounter,
and further makes it feasible to establish a vehicle-based
“store-carry-forward” packet forwarding protocol in VANET.
However, since OBU is usually a buffer-constraint device, a
vehicle can’t always serve as a mobile relay to carry packets
if the OBU’s buffer is insufficient.

The social spot set S = {S1,52,---,5,} forms a social
tier in VANET. Each social spot S; € § is informally referred
to as the spot that many vehicles will often visit, such as the

shopping malls. Let the vehicle arrival at each social spot in
the area be the Poisson process, we can formally define S; as
a social spot if its vehicle arrival rate A; > Ap, where A7 is a
predefined threshold arrival rate, and the corresponding social
spot set S becomes S = {S;|\; > Ar}. At each social spot
S; € 8, there is a trusted and storage-rich RSU device R;
deployed, which provides a prerequisite for the social tier S
serving as the stationary relay to temporarily assist in storing
and forwarding packets in VANET.

Social tier

Fig. 1. Social-tier-assisted VANET network model under consideration

B. Social-tier dissemination model

In reality, a large number of vehicles V often visit one social
spot and then move to another one, the traffic between any two
social spots is high and nearly stable for some period. As a
result, social spots {S1,55, -, S, } can not only temporarily
store the packets but also quickly disseminate the packets in
social tier S. Here, we model the social tier S = {S;|\; > Ar}
as a connected graph and study the packet dissemination model
in social tier S. Specifically, we model the social tier as a
direct graph G = (V,E), where the vertices V is the set of
social spots {S1, 52, -+ ,S,} in S, the degree of each vertex
S; is defined as deg(S;) = A;, and E is the set of directed
traffic edges. A directed traffic edge e;; belonging to E is
defined as e;; = \;; if there exists a road directly connecting
S; and S;, and no other social spot Sy € S/{S;,S;} lying
between S; and S; on the road, and the vehicle arrival from
S; to S follows a Poisson process with arrival rate \i; > 0;
and e;; = 0 otherwise. Then, the degree of each vertex S,
deg(S;) = Ai, can be written as

5;€8,j#i S;€8.j#i
where A7 is the cumulative vehicle arrival rate whose sources
are not in {Sy, Sa,---, S, }, but the destination is S;.

Traffic Edge Delay Weight (TEDW): For any traffic edge
e;; € E with e;; = A;; > 0, we know the vehicle inter-arrival
time follows the exponential distribution with the probability
density function (pdf) f(t) = )\,;je’)‘ii t where t > 0. Assume
that the distance between .S; and S; is d(¢, j) and the average
velocity of vehicles on e;; is Efv;;], we define e;;’s TEDW
as

i) _ 1

tii= | tf(t)dt + =+
! A 1) Elvig]  Nij

@
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where %, Is average interval (waiting) time and Elv,,]

average propagation time from S; to \S;.

Shortest-Delay-Path (SDP): Since G = (V,E) is a con-
nected graph and each edge e;; = A;; > 0 is marked
with TEDW ¢;;, we can easily use the Dijkstra algorithm
with delay weight to calculate the SDP from one social spot
S; to any other social spot S; € S/{S;}, ie., SDP;; =

is the

€ik1sChikss " 1 €kyj> and obtain the corresponding average
path delay
Tij = tiky +liky, T+l
— 1 1 . 1 k1)
T ik + Akqk + + Akyj + Elvik, ] 3)
Elvg, ks Elvk, 4]

Delay Bound of Social-tier Dissemination: We define the
delay bound of dissemination from a specific social spot S; as

T; = max {T;;|5;, S; € §,j # i} “4)

Then the average delay bound of social-tier dissemination is
I I

T=— T, = — Ti‘Si,S‘ES,' ) 5

n; ngmax{ il J i#it )

which indicates that once a packet is forwarded to the social
tier in VANETS, i.e., to a specific social spot in social tier
firstly, the packet can be quickly disseminated to the whole
social tier S with average time 7'. Thus, it can guarantee the
performance of packet forwarding in terms of average delay
in VANETs.

C. Location privacy threat model

The goal of the adversary aims to break the vehicle location
privacy, i.e., obtaining the exact vehicle location at a specific
time, and/or linking multiple locations that a vehicle once
visited. Specifically, in our location privacy threat model,
we consider an active global adversary equipped with radio
devices to track vehicle’s location. Here, Global shows the
adversary has full traffic information of the whole VANETS,
and Active denotes the adversary can not only eavesdrop the V-
2-V and V-2-1 communications, but also control some vehicles.
Note that, the active global adversary can also use cameras to
track vehicle in a city area. However, the cost is much high
than that of radio based eavesdropping. Therefore, the cameras
based global eavesdropping is beyond the scope of this paper.
D. Design goal

Our design goal in this paper is to develop an efficient
packet forwarding protocol while achieving receiver-location
privacy preservation in privacy-preserving VANETSs. Espe-
cially, the following two requirements should be satisfied:

o The proposed receiver-location privacy preserving packet
forwarding protocol shouldn’t degrade the packet delivery
performance, i.e., high delivery ratio and lower average
delay should be guaranteed.

o Vehicle conditional privacy preservation (CPP) [10]
should also be satisfied, which thus can serve the second
line of defense to resist the possible inside attacks, i.e.,
source bogus attack and black/grey hole attacks [8].

III. PROPOSED STAP PROTOCOL

In this section, we propose our social-tier-assisted packet
forwarding protocol (STAP) for protecting receiver’s location
privacy. Before proceeding the details of our protocol, we first
review the pairing technique which will serve as the basis of
the proposed STAP protocol.

A. Pairing Technique

Let G and Gr be two multiplicative cyclic groups of the
same prime order ¢, and g be a generator of G. Suppose G
and G are equipped with a pairing, i.e., a non-degenerated
and efficiently computable bilinear map ¢ : G x G — Gp
such that e(g, g) # lg, and e(u®,v®) = e(u,v)? € G for
all a,b € Z;‘I‘ and any u,v € G. We refer to [11], [12] for
a more comprehensive description of pairing technique, and
complexity assumptions.

Definition 1: A bilinear parameter generator Gen is a prob-
abilistic algorithm that takes a security parameter « as input,
and outputs a 5-tuple (¢, G, Gr, g, ¢), where ¢ is a k-bit prime
number, G, Gy are two groups with order ¢, g € G is a
generator, and e : G x G — Gr is a non-degenerated and
efficiently computable bilinear map, i.e., e(g, g) # lg,.

B. The Description of STAP Protocol

The proposed STAP protocol mainly consists of the follow-
ing four phases: system initialization phase, packet sending
phase, social-tier dissemination phase, and packet receiving
phase, as shown in Fig. 2.

Social tier dissemination
e, O

B -~
-

5 Sending

Fig. 2. Proposed STAP protocol for achieving receiver-location privacy

1) System initialization phase: For a single-authority
VANET under consideration, we assume a trusted authority
(TA) will bootstrap the whole system. Specifically, given the
security parameter «, TA first generates the bilinear param-
eters (¢,G,Grp,g,e) by running Gen(k), and chooses one
secure symmetric encryption algorithm Enc(), i.e., AES, and
two secure cryptographic hash functions Hy and H, where
Hy : {0,1}* — G and H : {0,1}* — Z;. In addition,
TA also chooses two elements (hi,hs) in G, two random
numbers (a,«) € Zj as the master key, and computes
b= H(a), A= g° and e(g, g)*. Finally, TA keeps the master
key (a,b,«) secretly, and publishes the system parameters
params = (¢, G,Gr, g,e, Hy, H, h1, ha, A, e(g,9)*, Enc()).

In a specific city area, TA first investigates some social spots
S = {51,859, --,S,}, where the vehicle arrival rate \; of
each S; € S is higher than a threshold Ap, ie., \; > Ap.
Then, TA deploys a trusted RSU device R; at each social spot
S, and authorizes the key materials to R; by the following
steps:

o choose two random numbers (¢;1,t,2) € Z;, and compute

{

the secret key sk; = (gotatn gtiv gtz plitpliz);
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o equip the RSU R; at social spot S; with sk; as well as
params.

When a vehicle V; € V registers itself in the system, TA

runs the following steps:

o check the eligibility of V;, generate a family of pseudo-
IDs PID; = {pid,o, pid;1,- - - } for V;, where each pid;;
with 28-byte length is encrypted from the real identity V;
and a random number R;; € Z, with the master key b,
i.e., pidij = Ean(V;‘HRij);

o foreach pid;; € PID;, compute the identity-based private
key Skij = Ho(pidij)a;

o grant a family of pseudo-IDs PID; = {pid;o, pid;1,- - }
together with the corresponding private keys and params
to V;.

After receiving PID; = {pid;o,pidi1,---}, Vi exclusively
uses pid;o for receiving encrypted data from others, i.e., the
pseudo-id pid;p is known to the packet senders in VANETS;
and uses PID;/{pid;o} for achieving location privacy, i.e.,
periodically changing the pseudo-ids on the road.

2) Packet sending phase: Assume that a source S with
pseudo-id pidsy, wants to send a sensitive message m to a
vehicle V; € V, where the pseudo-id pidyy of Vy is known
by S. However, since the receiver-location information is
protected, the source S doesn’t know where the receiver Vjy
is. To fulfill such receiver-location privacy preserving packet
forwarding in VANETS, the source S runs the following steps.

Step 1. The source S first makes an id-based signature
sig(m) [12] with respective to pidsy for achieving source
authentication. Then S chooses a random number r € Z; and
uses the receiver’s pseudo-id pidgy to encrypt the sensitive
message m together with pidgg||sig(m) as ¢ = (¢1, c2), where

1 =g",ca = Ency, (pidso||m]|sig(m)) (6)

with kg = H (e(A7H0(pidd0))7').

Step 2. S chooses another random number s € Z; and en-
crypts M = pidgp||c into the single-attribute-based ciphertext
C = (01702,03,04) [13], where

Cy = Enci (M) with k = H(e(g, 9)*%);

Cy = g% C3 = A%hy*Cy = hy°
Then, S waits a passing-by vehicle to help carrying the
packet C' to one social spot in social tier S. Note that the
single-attribute-based encryption enables all legal RSUs at
social spots with different private keys to recover the same
M = pidgpl|c from C = (Cy,Cs, C3,Cy), which is essential

for the success of the receiver-location privacy preservation in
VANETs.

)

(4 ’)R,

g distance = D S

j

source V; velocity = V;

Fig. 3. Vehicle V; carries the packet C' from the source S to the social spot
S; with velocity v;

Suppose that a passing-by vehicle V; € )V has available
buffer space and is willing to help forwarding the packet C'

to one social spot S; € S, the source S and the passing-by V;
will do the following interactive operations.

o V; first picks up the current timestamp/location informa-
tion CTL with 8-byte length, and randomly uses a fresh
pseudo-id pid;, € PID;/{pid;,o} and its corresponding
private key sk;, to make a signature sig(CTL) with 128-
byte length, and sends pid;,||CTL||sig(CTL) to S.

o After checking the validity of sig(CTL), S keeps
Log: pid;||CTL||sig(CTL) for the late exceptional case
process, i.e., tracking the inside black/grey hole at-
tackers. Then, S uses a fresh pseudo-id pids, €
PID,/{pidso} and its corresponding private key sk,
to make a signature sig(CTL||H(C)), and sends
pidsq||CTL||C||sig(CTL||H(C)) to V;.

o Upon receiving pids,||CTL||C||sig(CTL||H(C)), Vi
checks the validity of sig(CTL||H(C)), and keeps
Log: pids,||CTL||H(C)||sig(CTL||H(C)) for the late
exceptional case process, i.e., identifying the source bo-
gus message attack. Then, V; carries the packet C' from
the source to the social spot S; € S with velocity v,
as shown in Fig. 3. Suppose the distance between the
source S and social spot S; is d(S, ), then the source
S can estimate the packet C' will b(e q?rried to the social

S.J

spot S; after a time period 71 = dT,

Assume the length of packet C follows the exponential
distribution with mean 3 Mb. By setting the packet transmis-
sion bitrate to be 5 Mbps [14], the transmission range and
the velocity of vehicle are 300 m, 60 km/h, respectively, the
packet transmission between S and V; can be implemented
within their communication interval 36.1 s [8].

After the time period 7y, V; arrives at the social spot S,
and meets the RSU R; deployed at S;. Then, V; and R; make
the mutual authentication, as shown in Fig. 4, and the detailed
steps are as follows:

Vehicle V;
CTL, 3,8 € Z}
s1g(CTL||8) w.r.t pid;o
K = H(e(g,9)*)
M = pidio\\CTL||§||sig(CTL\/|§)
C{ = Ency/ (M'), C, = g¢°
Cl = AShy®, Cy = hy*

RSU R,

k', M+ (C7, skj)
check sig(CTL||$)

c’' = (C},Ch, Ch,Ch) — <, ifitis valid, auth
Cl
check C% = H(3) —5 CL = H(3)

if it is valid, auth

Fig. 4. Mutual authentication between the vehicle V; and the RSU R;

Step 1. V; first chooses a session key 5 € Z?, picks up the
CTL, and uses the pseudo-id pid;o € PID; to make an id-based
signature sig(CTL||$). Then, V; chooses a random number
s' € Zy, and encrypts M' = pid;o||CTL||3||sig(CTL||3) into
C’' = (C1,C4,C%,CY)), where

C) = Ency, (M) with k' = H(e(g,9)**);

’ ’ / ’ 75/ / 75/ (8)
O = g% C = A hy* O = I

In the end, V; sends C’ to the RSU R;.
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Step 2. Upon receiving C’' = (C{,C’é,C’é,Cfl),t thet RSU
. . _ t + b i1 i2
R; uses its private key sk; = (gt gtit, g%2, hy"' hy'®) to
compute
e(C3,9%9""91)
e(g'91,C4)-e(9'32 .C))-e(hy  hif® Cf)
_ e(g” 7gagatjl)
t: t.;
e(g'3 .9 hy ' )-e(g'92 hy ¥ )-e(hy hyt® g*') 9)
_ elg® ,9%)elg® ,g*"I1)
ts N —s'tj1, —s't o tj1, ti2 o
e(g'it.ge)-e(ghy hy )-e(hy?"hy'",g°")
= e(g”,9%) =elg.9)*°

and k' = H(e(g,9)*). Then, R; recovers M' =
pid;o||CTL||§||sig(CTL||8) from C] with &/, and checks the
validity of sig(CTL||8). If sig(CTL||8) is valid, the vehicle
V; with pseudo-id pid;y is authenticated, and R; returns
Cl = H(8) back to V;.

Step 3. After verifying the received Cf = H (), V; can also
authenticate the RSU R; is valid, since only the authorized
RSUs deployed at social spots can recover the session key s.
As a result, the mutual authentication between V; and R; is
achieved.

After the mutual authentication between the vehicle and
the RSU, V; forwards the packet C' to R; by the following
interactive operations.

o For achieving the data integrity of C, V; first computes
the message authentication code MAC = H(C||$) and
sends C|[MAC to R;.

o On receiving C||[MAC, R; uses the session key § to
check whether MAC = H(C||$). If it holds, the packet
C = (C1,C4,C5,CYy) is verified. Then, R; again uses
the private key sk; = (g*t%1, glit, g2, Ky hi?) on C
to compute

H E(Czygagatjl)t_ -
e(9'91,C3)-e(g'32 ,Ca)-e(hy’ hy'? o) (10)
= H(e(g:9)*) =k

and recovers M = pidgo||c from C; = Ency (M) with k.
In the end, R; temporarily stores the recovered pidgp||c,
and the encrypted packet C enters into the social-tier
dissemination phase.

3) Social-tier dissemination phase: In this phase, the packet
C will be disseminated to the whole social tier S by the large
number of vehicles moving among different social spots. For
example, as shown in Fig. 5, the packet C' can be propagated
from social spot S; to the neighboring social spot S; through
vehicle Vj, € V. Specifically, each social spot S; € S who
holds the packet C' will invoke the Algorithm 1 to disseminate
the packet C.

In Algorithm 1, before forwarding the packet C' to Vj, the
RSU R; at S; first uses the same steps in Fig. 4 to make the
mutual authentication with the vehicle V. Only if Vj, with a
pseudo-id pidy,; is authenticated, R; forwards the packet C
to Vi and keeps Log:pidy||H(C) for the late exceptional
case process. When Vj, arrives at the social spot S;, Vj and
the RSU R; at S; also first make mutual authentication. If
R; is authenticated, V}, forwards the packet C' to R;, and R;

uses its private key sk; to recover pidgpl||c from C' and also
temporarily store pidgol|c'.

PR
W
s,
v :
S k

i

Fig. 5. Packet propagation from one social spot .S; to its neighboring social
spot .S; through vehicle Vj,

Since the RSU R; is deployed at the social spot .S;, there
could be other vehicles waiting and communicating with R;
when V}, arrives at .S;. Because the length of packet C' follows
the exponential distribution, we can assume the process time of
R; on C is also exponentially distributed with the probability
density function (pdf) f;(t) = pu; - e 't and the mean
E(t) = /% Since the vehicle arrival at social spot S; of degree
deg(S;) = A; follows the Poisson process with rate \;, we can
use M/M/1 queueing model to analyze the average time for Vj,
waiting and communicating with R;, i.e., t; = ul%/\b Because
the RSU is a powerful device, we can surely assume i; > A;.
Then, the time ¢; = #i 5, is negligible, when we compare it
with the packet propagation time from S; to S;. According to
the social-tier dissemination model in Section II-B, the packet

C' can be disseminated in the social tier S within time 7.

Algorithm 1 Packet Dissemination in Social tier

1: procedure PACKET DISSEMINATION IN SOCIAL TIER(Packet C,
social tier S = {51, 52, ,Sn})

2: for each social spot S; € S do

3: if S; has received the packet C' then

: S; will request vehicles to help forwarding the packet

C to its neighboring social spots N'S;, where N'S; = {S;]S; €
S, traffic edge e;; > 0}; when there is a vehicle Vi, € V moving
from S; to S; € N'S; and S; didn’t send the packet C to S;
before, S; asks Vj, to help carrying the packet C' to S;;

5: end if

end for

7: end procedure

a

4) Packet receiving phase: When the receiver Vy € V visits
one social spot S; € &, it uses its pseudo-id pidgo to make
the mutual authentication with the RSU R; at S;. Once Vj
is authenticated, R; can identify the pseudo-id pidgy. Then,
if R; has already stored the item pidgo||c, it can forward the
packet c to the receiver Vy; otherwise, V; should visit other
social spots for picking up the packet c. Once V; gets the
packet ¢ = (¢1, ¢2) from R;, it executes the following steps to
recover the message m.

o Vj uses the private key skqo = Ho(pidao)® correspond-

ing to the pseudo-id pidyy to compute

H(e(cl,skdo)) = H(e(g,Ho(piddo))ar) = ko (11)

and recovers pidgo||m||sig(m) from the ciphertext co =
Ency, (pidso||m||sig(m)) with k.

INote that, although the RSUs at social spots are storage-rich, they still
should periodically remove the outdated packet, i.e., deleting some packets
after they are picked up by the receivers, or batch-removing outdated packets
every a specific period.
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o If the id-based signature sig(m) is valid with respect to
the pseudo-id pidsg, Vg accepts the message m.

Packet is
generated

Packet is
carried

Packet arrives
at social tier

Packet is fully disseminated
in social tier

1 1, 1,
10 TI

Caset: X' x

Receiver gets
the packet

Case 2: X

Packet end-to-end delay 7,

Fig. 6. The timing diagram

Average Packet End-to-End Delay: Consider the timing
diagram shown in Fig. 6, where the packet C' was generated at
time ¢y by the source S, carried by vehicle V; at time ¢, and
arrived at the social-tier at time to. Let x be the time period
between ¢, and the time when the receiver V;; gets the packet
C from one social spot in S. Then, two cases of x can be
considered.

e Case I: x < T'. In this case, the receiver V; obtained the
packet ¢ before 1" — the time that the packet is fully
disseminated in the social tier S. For example, when
the receiver V; visited several social spots within 7,
and at least one of these visited social spots has already
temporarily stored the packet c. Then, the receiver Vy
can get the packet once it visits the social spot. However,
the time period x in this case is highly dependent on
the receiver’s mobility, the analysis for x < T is too
complicated, the average time period E[z]; in this case
is hard to analyze.

e Case 2: x > T. In this case, the receiver obtained the
packet c after the packet is fully disseminated in the social
spot. Then, once the receiver V visits the social tier at
time t + T + 2/, it can immediately get the packet ¢
from the social spot, i.e., x = T + 2. Assume that the
time period 2’ that the receiver V; arrives at the social
tier after T" follows the exponential distribution with the
density function f;(tq) = Ags-e~@s"*¢. Then, the average
time period x in this case is

Elzly =E[T+2'| =T+ (12)

)\ds

Let n represent the probability that Case I occurs, and
1—n the probability that Case 2 occurs. Then, the average
time period E|[x] is defined as

Elz] =n- Elzli + (1 —n) - Elz]

:n'E[m]ﬁ(l_n)'(TjL)\;) (13)

Although both 7 and Elx]; are unknown, when we set
7 =0, we can get the upper bound of E(x) as

1 1
Elz]=0-Ex]1 +1- T+ =T+
)\ds )\ds

(14)

Because the source S can calculate 7 = |t1 — o], also
d(s,j .
knows 11 = [ta — t1]| = %, the source S can estimate
T

the upper bound of average end-to-end packet delay T2,
as

T6262T0+T1+T+

Ads ()

IV. SECURITY ANALYSIS

In this section, we analyze the security of the proposed
STAP protocol. Especially, we are most concerned with the
following two security aspects, i.e., how STAP can achieve
the receiver-location privacy against an active global adver-
sary, and how STAP can achieve vehicle conditional privacy-
preservation (CPP), and use CPP as the second line of de-
fense to resist the possible source bogus attacks, and inside
black/grey hole attacks.

A. The proposed STAP protocol can achieve receiver-location
privacy against a global external adversary in VANETs

To achieve the receiver-location privacy preservation in
VANET, the first prerequisite is that the exact locations of
vehicle should be unlinkable. In the proposed STAP pro-
tocol, the receiver V; € V holds a family of pseudo-ids
PID,; = {pidao,pidai,- -}, where each pseudo-id pidy; =
Ency,(Vy||Rg4;). Without knowing the master key b, these
pseudo-ids are unlinkable. Hence, when the receiver Vj
moves on the road and periodically changes its pseudo-
ids in PID,/{pidgo} can achieve the location unlinkable.
Although the pseudo-id pid,q is repeatedly used in the mutual
authentication between V; and the RSUs at social spots, it is
encrypted in C’ = (C], C4, C4, C}), and only the trusted RSU
can recover it. Therefore, in the eye of an external adversary,
the knowledge on the pseudo-id pidgo and the information on
when the receiver V; visits a social spot are not available, even
though the adversary is an active global observer.

The second prerequisite for achieving the receiver-location
privacy preservation in VANET is that the packet C =
(C1,C5,C5,Cy) sent from the source S and the packet
¢ = (1, c2) received by the receiver V; should be unlinkable.
In the proposed STAP protocol, since the single-attribute
encryption is employed [13], the ciphertext

C1 = Enc (M) with k = H(e(g, 9)**);
Cy=¢%C3 = A°hy*;Cy = hy®

can be decrypted by any legal RSU R; € R with its private
key sk; = (goFata gtiv gtz hithli2) and recover the same
M = pidgo||c. Since each RSU is powerful and trustable, and
won’t be compromised to disclose information M = pidgg||c
to the adversary. The active global adversary has no idea the
relation between C' and c. As a result, as shown in Fig. 7, the
social tier S can serve a huge mix-server with high anonymity
level, and thus cuts the global adversary’s linkability between
the receiver V; and the source S.

The third prerequisite for achieving the receiver-location
privacy preservation in VANETs is that the adversary can
not impersonate either RSU or uncontrolled vehicles. As the
mutual authentication shown in Fig. 4, only the legal RSU R,
who is granted the private key sk; from TA, can recover the
encrypted challenge M’ = pid;p||CTL||§||sig(CTL||$) from
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C=(G,G,G,C)

c=(6,6,)

Social tier=Mix server

Fig. 7. Social tier serves a huge mix-server to cut the linkability between
the input C' = (Cq, C2,C3,C4) and the output ¢ = (c1, c2)

(', and only the legal vehicle with valid pseudo-id pid;g can
generate the signature sig(CTL||§), which can pass RSU’s
verification. Therefore, the mutual authentication between un-
controlled vehicle and RSU at social spot prevents the global
adversary from launching the impersonation attack.

By summarizing the above three prerequisites, the pro-
posed STAP protocol can achieve the receiver-location privacy
preservation again an active global adversary in VANETS.

B. The proposed STAP protocol can achieve vehicle condi-
tional privacy-preservation in VANETs

In the proposed STAP protocol, each vehicle V; € V
holds a family of pseudo-ids PID; = {pid;o, pid;1,- - - } with
each pseudo-id pid;; = Ency(Vi||R;;), where V; is the
real identity, R2;; is a random number, and b is the master
key. Without knowing the master key b, these pseudo-ids are
unlinkable. However, TA, with the master key b, can recover
Vi from pid;;. Therefore, the proposed STAP protocol can
achieve vehicle conditional privacy preservation (CPP) [10].
CPP is a very important property required in VANETS, which
can serve the second line of defense to resist the potential
inside attacks, such as source bogus attack and black/grey
hole attacks. In source bogus attack, a source deliberately
inject bogus data to the VANET aimed at wasting the limited
buffer resource of vehicles. If the source is an outsider or
revoked vehicle, the bogus attack will be immediately filtered
because the proposed STAP protocol employs the signature-
based authentication. However, if the source of bogus data
is a vehicle controlled by the adversary, the source can not
be immediately detected. Then, CPP becomes the second line
of defense to identify the source based on the vehicle’s log
information. In black/grey hole attacks, a vehicle drops all/part
of packets to degrade the packet forwarding performance of
VANET. Similar to the source bogus attack, if the attacker is
an outsider or revoked vehicle, the black/grey attacker can be
prevented. if the attacker is an insider, CPP can also identify
the attacker when the source’s log and RSU’s log are reported
to TA.

V. PERFORMANCE EVALUATION

In this section, we study the performance of the proposed
STAP protocol using a custom simulator built in Java. The
simulator implements the network layer and makes simple
assumptions regarding lower layers as well. For example, it
assumes the bandwidth is enough available for V-2-V and V-
2-1 communications, but the vehicle’s buffer is constrained.
Since the Epidemic routing is the only traditional routing tech-
nique to achieve the receiver-location privacy against an active
global adversary in VANETSs, we will present the results of our

simulation of the proposed STAP protocol in comparison with
the Epidemic routing in terms of two performance metrics:
average delivery ratio (ADR) and packet average delay (PAD),
where the ADR is defined as the average ratio of the packets
successfully delivered to the destinations with respect to those
generated by the sources within a given time period, and the
PAD is defined as the average time between when a packet is
generated at its source and when it is successfully delivered
to the receiver.

A. Simulation Environment

In our simulation, we generate a social-tier-assisted VANET
containing both N vehicles and 10 social spots in a 10,000 x
6,000 m? city area, as shown in Fig 8. These social spots
form a social tier S, and at each social spot in S, there is
a storage-rich RSU device with transmission radius of 1000
meters deployed, which provides the functions of temporarily
storing and forwarding packets.

Fig. 8. Simulation area under consideration

Vehicle mobility model. The performance of packet forward-
ing in social-tier-assisted VANET is highly dependent on the
mobility of vehicles. By long-term empirical observations, we
know the mobility pattern of a vehicle is relatively stable over
time. For example, a vehicle often visits several social spots
continuously. Therefore, based on the long-term empirical
observations, we model the following mobility pattern of
vehicles. Let sy represent the state that a vehicle is located at
any spot other than the social spots in S, and s;, @ € {1,2,3}
represent the state that a vehicle has already visited ¢ different
social spot(s) in S continuously. A vehicle stays at each state
s;, j € {0,1,2,3} around 2 minutes, and then chooses the next
state. As shown in Fig. 9, if the current state is sy, the vehicle
will choose s; as the next state with probability p, and sg with
the probability 1 — p. If the current state is sy, k € {1, 2}, the
vehicle will choose si4; as the next state with probability
90%, and sy with probability 10%. If the current state is 3,
the vehicle will choose sy as the next state. Specifically, once
the next state is determined, the vehicle chooses and moves
to the destination by following the road-based shortest path
routing with the velocity V.

1-p  [Salter ~TTTTTTTTTTTTTIOS

i
i
1 10% 10% 100%§ |

Fig. 9. Vehicle mobility model in simulation

To show the better performance achieved by the proposed
STAP protocol, we compare STAP of buffer size 20 M with
Epidemic routing of 1) infinite buffer size; ii) buffer size 20 M,
TTL 2 hours; iii) buffer size 20 M, TTL 4 hours, and iv) buffer
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size 40 M, TTL 4 hours under the same mobility pattern with
p = 50%. In addition, we examine the performance impacted
by the parameter p, where p = 20%, 40%, 80%. The detailed
parameter settings are shown in Table. I.

TABLE I
SIMULATION SETTINGS

Parameter

Setting

|

Simulation duration time; area
social spots number

RSU transmission radius; storage
Vehicle

velocity; waiting time
p in mobility model

Message size; generation interval
message time-to-live (TTL)

number; storage; transmission radius

10 hours; 10,000 m x 6,000 m
10
1,000 m, 10,000 M

N = {50,100}; 20 MB; 300 m
V = {40 km/h, 60 km/h}; 2 min
{50%, 20%, 40%, 80%}

mean size 3 MB, 120460 seconds
2 hours

In the following, we conduct the simulations with different
parameter settings. For each case, we run the simulation for
10 hours, and the average performance results over 10 runs
are reported.

B. Simulation Results and Discussions

1) Comparison between STAP and the Epidemic routing:
Fig. 10 shows the performance comparison in terms of delivery
ratio of STAP and Epidemic routing with p = 50% and
different N and V. From the figure, we can see the Epidemic
routing with infinite buffer achieves the best delivery ratio.
With the time increase, the delivery ratio increases quickly.
However, once the vehicle buffer is constrained, the perfor-
mance in terms of delivery ratio is not efficient. For the case
of 20 M vehicle buffer, the delivery ratio will first decrease to
the TTL settings, and then increase slowly. Intuitively, when
the average delay is un-estimated, the longer the TTL, the
higher the delivery ratio, since the packet won’t be dropped
quickly. However, the TTL is not the dominant factor when the
buffer is constrained. Contrarily, as shown in the figure, the
long TTL causes lower delivery ratio, and it will positively
affect the delivery ratio only when the vehicle buffer size
also increases. For example, when the buffer size is 40 M,
the 4-hour TTL can increase the delivery ratio. From these
observations, we can see, when the vehicle’s buffer is limited,
the Epidemic routing is not efficient for achieving receiver-
location privacy preservation. Now, let us observe the delivery
ratio of STAP with 20 M vehicle buffer in the figure. Clearly,
the figure shows that the delivery ratio increases quickly as
time goes, and almost approaches that of the Epidemic routing
with infinite vehicle buffer. Therefore, when the vehicle buffer
is constrained, the proposed STAP protocol can achieve better
delivery ratio for receiver-location privacy-preserving packet
forwarding in VANET. Further observing the four subfigures,
the number of vehicles N and the vehicle velocities V' also
positively affect the delivery ratio.

Fig. 11 shows the corresponding average delay within 10
hours. From the figure, we can see the Epidemic routing with
infinite vehicle buffer can achieve the lowest average delay.
When the vehicle buffer size is constrained, the long TTL will
increase the average delay, but doesn’t guarantee the delivery
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Fig. 10. Delivery ratio versus specified time period with p = 50%, N =

50, 100, and V' = 40, 60 km/h

ratio will also increase. For example, for the cases of the
same 20 M vehicle buffer, the average delay of TTL= 4 hours
is higher than that of TTL= 2 hours, but the corresponding
delivery ratio in Fig 10 is lower than that of the latter. As for
the average delay of STAP, though it is higher than that of
the Epidemic routing with infinite vehicle buffer, it is lower
than that of the Epidemic routing with constrained vehicle
buffer. Therefore, the proposed STAP protocol is also efficient
in terms of the average delay. Further observing the results in
groups 1, 2, 3, and 4, we can conclude that both the large N
and the large V' can reduce the average delay of the proposed
STAP protocol.

EE STAP:20 M, ttI=2 h
N Epidemic:
[ ] Epidemic:20 M,
[ Epidemic:20 M,
B Epidemic:40 M, ttl=

60

Average delay (minute)

N
o

N
o

o

# Group

Fig. 11. Average delay within 10 hours in different groups

2) Impact of the Mobility Pattern Parameter p: To examine
the performance impact due to the mobility pattern parameter
p, Fig. 12 further shows the delivery ratio and average delay
of the proposed STAP protocol for p = 20%, 40%, 80%, and
N = 50, V = 40 km/h, where the green bar shows the delivery
ratio of packets which are received by the receiver before the
full social-tier dissemination, and the yellow bar shows the
delivery ratio of packets which are received by the receiver
after the full social-tier dissemination. From the subfigures
(a), (b), and (c), we can see the larger p will improve the
delivery ratio quickly. The reason is that, when p is large,
vehicles will visit the social spots more often, then packets
can be quickly forwarded to one social spot and disseminated
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in the whole social tier, the receiver can also quickly receive
the packet from the social tier. In addition, with the increase of
p, more receivers can get the packets before the packets’ full
dissemination in the social tier. Therefore, we can conclude
that mobility pattern parameter p can affect the probability n
in Eq. (13), i.e., the large p correspondes the large 7). Further
observing the average delay in subfigure (d), the large p can
lead to a low average delay, which means the unknown z; in
Elz] =n-z1+ (1 —n)- (T—i— ﬁ) is also affected by p.
Therefore, when p increases, the prdposed STAP protocol can
achieve better packet delivery performance, i.e., high delivery
ratio and low average delay.
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Fig. 12.

(d) average delay
Delivery ratio and average delay versus specified time period for
p = 20%,40%,80%, and N = 50, V = 40 km/h

VI. RELATED WORK

Epidemic routing can achieve receiver-location privacy
preservation, but it is not efficient when the vehicle buffer is
constraint. Therefore, in this section, we briefly discuss some
other research works [8], [9], [15] closely related to STAP.
In [15], in order to protect the receiver’s location privacy in
wireless sensor network, Jian et al. propose a location-privacy
routing protocol, called LPR, and combine the routing protocol
with fake packet injection to not only provide path diversity but
also minimize the information that an adversary can deduce
from the overheard packets about the direction towards the
receiver. The proposed solution can efficiently protect the
receiver’s location privacy against non-global adversary.

In [8], Lu et al. propose a social-based privacy-preserving
packet forwarding protocol, called SPRING, for VANET. With
the assistance of RSU, SPRING is not only very efficient
in terms of packet delivery ratio, but also protects receiver’s
location against a global eavesdropper. However, since the
source and vehicles who helped carrying the packets know
the receiver’s fixed location, once a global active adversary
controls one of them, the receiver’s fixed location will be
exposed. Therefore, SPRING can not protect receiver’s lo-
cation against an active global adversary. In [9], Lu et al.
adopt the “Sacrificing the Plum Tree for the Peach Tree” tactic
to protect receiver’s sensitive location privacy in VANETS,

where the source and vehicles who helped carrying the packets
only know the receiver’s non-sensitive location. Therefore,
even though an active global adversary controls one of them,
only the receiver’s non-sensitive location is disclosed, and
the receiver’s sensitive locations are still unknown. Different
form the above works, neither the source nor the vehicles
who helped carrying the packet knows the receiver’s location
in the proposed STAP protocol, and therefore the receiver’s
location privacy can be fully protected against an active global
adversary.
VII. CONCLUSIONS

In this paper, we have proposed a social-tier-assisted packet
forwarding protocol (STAP) for VANET, which mainly ex-
ploits the people’s lifestyle and the characteristics of social tier
in VANETs to improve the packet delivery performance, and
achieve the receiver-location privacy preservation. Detailed
security analysis shows that social tier can act as a huge
mix server to protect the receiver location privacy, and the
vehicle conditional privacy preservation (CPP) can serve as the
second line of defense to resist the possible inside attacker. In
addition, through extensive performance evaluation, we have
also demonstrated the proposed STAP protocol is very efficient
in terms of delivery ratio and average delay.
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